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Abstract: Social media have changed the way citizens participate in and express opinions 
about government policy. Social media serve organizations in achieving four main goals: 
interacting with citizens; fostering citizen participation; furthering open government; and 
analyzing/monitoring public opinion and activities. We contend that despite the importance 
of social media, international and local health organizations have been slow to adopt to them, 
primarily due to the discrepancy between intraorganizational discourse modes and the type of 
discourse suitable for dialogue with the public. In this perspective paper, we recommend 
strategies for such public dialogue based on understanding the challenges faced by organiza-
tions on the road to becoming more “social” in their social media presence and in their health 
and risk communication. Subsequently, we propose an integrative approach that combines 
three complementary paths: (1) putting the “social” back into health organizations’ culture by 
inserting more “social” content into the internal organizational discourse through consulta-
tion with experts from different fields, including those who diverge from the scientific 
consensus. (2) Using strategies to enable health organizations to respond to the public on 
social networks, based on health communications research and studies on emerging infec-
tious disease (EID) communication. (3) Engaging the public on social media based on the 
participatory approach, which considers the public as a partner that understands science and 
can work with the organizations to develop an open and innovative pandemic realm by using 
crowdsourcing to solve complex global health problems. For each path, we define the current 
challenges, among which are (1) overcoming organizational groupthink and hidden profiles, 
(2) treating all unofficial information as misleading, and (3) insufficient public engagement 
in solving complex global problems. We then offer recommendations for dealing with each 
challenge. 
Keywords: health and risk communication, social media, emerging infectious disease 
communication, misinformation, infodemic, COVID-19

Introduction
Background
During my 20 years as a researcher, I have conducted extensive empirical research 
in the field of Emerging Infectious Diseases (EID) communication and health and 
risk communication. This research has included involvement in two EU 
Commission projects, TellMe1 and Asset,2 both encompasses studies of organiza-
tional communication in risk and health contexts.3–14

Controlled dissemination of information by governments and health authorities 
is no longer an option but rather a necessity. Yet, as the New York Times medical 
journalist Lawrence Altman has argued, “even though health officials have had 
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ample time—years—to polish their language skills” and 
their practice, they still failed to communicate important 
health information in response to the Ebola epidemic in 
2014, just as they failed during the HIV crisis in the 1980s. 
And thus, as Altman claimed, “history repeats itself”.15

In a book I co-authored, titled Risk Communication 
and Infectious Diseases in an Age of Digital Media and 
published in 2016 by Routledge Studies in Public 
Health,11 we explored different organizational strategies 
for communicating public health information and identi-
fied common misconceptions while analyzing different 
studies. Yet an examination of the conduct of some of 
the health organizations in several countries during the 
COVID-19 crisis indicates that a significant portion of 
the approaches based on risk communications in general 
and on EID communication in particular regrettably were 
not implemented.

Objective/Rationale
This perspective paper seeks to sharpen some of the ideas 
that have emerged in research studies over the years and in 
my book on risk communication as well as to add addi-
tional ideas. The most important of these, as clarified in 
this paper, is the question of how to implement conceptual 
notions of risk communications so that they do not remain 
merely at the theoretical level. The paper discusses how 
government authorities can transform these theoretical 
notions into risk communication strategies and tactics 
that can be applied during a global pandemic crisis such 
as COVID-19 and other epidemiological crises as well. In 
addition, to the best of our knowledge this paper is the first 
to make a connection between the inner discourse within 
organizations and the way in which this discourse affects 
the strategies these health organizations adopt in commu-
nicating information and guidelines to the public. Most 
studies in the field of management or public relations 
focus on internal organizational management and discuss 
the impact of organizational culture on employee output 
and welfare. They do not discuss communication mechan-
isms or how these can be adapted to the field of health.

This perspective paper propose three complementary 
paths to help international and local health organizations 
use social media effectively. Closer examination shows 
that the way an organization manages its internal discourse 
affects the way it communicates on the various social 
media platforms. Effective dialogue with the public is 
based on transparent, open and diverse health and risk 
communication in the social media realm.16 An 

organization’s social media campaigns can only include 
such features if these are already part of the organization’s 
own communications culture. Information transparency 
begins inside the organization itself. The organization 
must recognize different voices and be capable of reveal-
ing these along with the decision-making process leading 
to a specific policy.

Through these three paths, the paper seeks to promote 
a democratic policy approach that can change how internal 
and external international and local organizational dis-
course is conducted in order to reduce the discrepancy 
between organizational intentions and practical applica-
tions in the field.

What Does It Mean to Make Health 
Organizational Culture and Strategies 
More “Social”?
Path 1 - Put More “Social” Content into Health 
Organizations’ Culture: This path is based on organiza-
tional psychology and entails putting more “social” con-
tent into the internal organizational discourse by 
consulting experts from different fields, including those 
whose ideas diverge from those of the scientific consensus.

Path 2 - Strategies for Enabling Health Organizations 
to Respond on Social Networks: This path involves enga-
ging in open and ongoing dialogue with the public that 
goes beyond the prevailing model of generic questions and 
answers.

Path 3 - Engage the Public on Social Media: This path 
entails using “more social” means of engaging the public 
and adapting organizational information to the concerns 
and needs of different population groups.

Path 1: Put More “Social” Content 
into Health Organizations’ Culture
How an organization manages its internal discourse influ-
ences how it communicates on social media platforms. 
Effective dialogue with the public is based on transparent, 
open and diverse health and risk communication, which 
can only be part of an organization’s social media cam-
paigns if they are also part of the organization’s own 
communications culture. Indeed, information transparency 
begins when an organization recognizes different voices 
and is able to reveal the decision-making processes leading 
to a specific policy.

The paper discusses the following challenges and 
makes recommendations for managing each of them: (1) 
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overcoming organizational groupthink and hidden profiles; 
(2) handling the tendency to place emphasis on scientific 
consensus while hiding disputes; (3) public health experts 
versus “people with agendas”; (4) conflicts of interest that 
interfere with decision-making, (5) the assumption that the 
public is overly emotional and irrational; and (6) dimin-
ished funding for risk communications experts.

Engage in Professional and Intellectually 
Diverse Decision-Making
Challenge: Overcoming Organizational Groupthink 
and Hidden Profiles
Studies on decision-making17–19 and management strategy 
indicate that groups make more educated decisions than 
individuals and larger groups reach better decisions than 
smaller groups. Yet to achieve good performance, groups 
must overcome “groupthink”. According to social psy-
chologist Janis (1972), groupthink describes how in- 
group pressures make group members strive for unanimity, 
causing decision-making to deteriorate and failing to 
appraise alternative courses of action.17 Previously the 
research consensus was that the more cohesive the group, 
the more effective its decisions.17 Janis, in contrast, found 
that group cohesiveness and blind trust can undermine 
group decisions. The paradox of groupthink is that unan-
imous decisions may appear to reflect resoluteness when in 
fact they result from individual members’ attempts to 
avoid dissent.20

Janis contended that groups or organizations that stran-
gle dissent in their decision-making fail to study alterna-
tives and consequences, leading to fiascos such as the 
Watergate cover-up or Nazi Germany’s invasion of the 
Soviet Union in 1941.17,21 Houghton (2008) stated that 
the Bush administration made many “errors” in embarking 
on a war in Iraq as a result of impulsive decision-making 
and groupthink.22 The Chilcot Inquiry (2016) made similar 
points about the decisions made by the UK government 
under Blair.23

Leaders who take a centralist approach to management 
tend to avoid dissenting information or opinions and guide 
the organization to ignore such opinions when making 
decisions,24,25 leading to erroneous conclusions. When 
leaders provide only partial information in the form of 
“hidden profiles”,26 the organization may make erroneous 
decisions.27

Health organization leadership, which in most cases 
avoids cognitive diversity and tends to ignore or hide 

profiles during a crisis, may make decisions that fail to 
consider the whole picture. This tendency may be reflected 
in the organization’s social media campaigns: ignoring 
scientific disputes, choosing to communicate only one 
side of an issue, and conveying partial information to the 
public on social networks.

Recommendation: Adopt Diverse Decision-Making 
Strategies
Empirical studies that tested Janis’s assumptions regarding 
groupthink did not reach any unequivocal conclusions 
about what predicts organizational failure.28,29 Yet most 
agreed that whether an organization addresses substantial 
disputes and conflicts has the greatest impact on effective 
decision-making. This point suggests that substantive 
diversity of opinions and conflict can be beneficial to 
decision-making.

Nevertheless, these studies also suggest that disputes 
and conflicts based on personal factors (eg, ego conflicts) 
are not helpful but rather are harmful to outcomes. Dissent 
can harm information elaboration if top managers do not 
make joint efforts to bring together various points of view 
and diverse pockets of information.24,25 Studies also indi-
cate that management teams with more training and 
experiential diversity typically introduce more 
innovations.30 Informational diversity can stimulate crea-
tivity, innovation, and decision quality.31 Furthermore, the 
literature on decision-making and cognitive biases indi-
cates that diverse teams may reduce biased judgments as 
they foster information-sharing and new perspectives.32

Public relations studies also stress the importance of 
extending the decision-making circle in organizations by 
engaging the employees. Specifically, the internal commu-
nications (IC) approach33 emphasizes the need for effec-
tive communications among participants within an 
organization that will influence how management deci-
sions are perceived internally and externally. When the 
needs and thoughts of the entire spectrum of employees, 
from management to the lowest level workers, are taken 
into consideration, the employees’ level of trust and com-
mitment to the organization rises. The more engaged, 
committed and inspired an employee, the higher the 
employee’s performance and the greater the impact on 
the bottom line.33

Furthermore, organizations increasingly see IC as play-
ing a role in managing their external standing. In other 
words, the decision-making process and the employee’s 
level of trust in the organization influence how the public 
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perceives the organization, particularly in the age of social 
networks.34,35

During the COVID-19 crisis, the Prime Minister of 
New Zealand earned praise for using diverse rather than 
selective information and presenting it transparently to the 
public. Moreover, the way in which she included her 
colleagues in the decision-making process had an impact 
on the visibility and status of her decisions. The Prime 
Minister introduced Facebook live chats to reach out to her 
constituency in an informal yet informative way.36,37 Her 
“we’re all in this together” attitude earned her the trust and 
support of the citizens, making it possible to enforce 
a Level 4 national lockdown.38

Cairney and Kwiatkowski39 emphasized the impor-
tance of engaging with real world policymaking rather 
than waiting for a “rational” and orderly process to 
emerge. To provide evidence during mythical stages of 
a policy cycle may be misguided, and to “speak truth to 
power” without establishing trust in networks and an open 
organizational culture may be counterproductive.

In light of the aforesaid, in most cases health organiza-
tions should adopt a decision-making approach that is 
open to diverse opinions and disputes and does not block 
discussion, especially during crises and when facing com-
plex missions. Diverse decision-making also involves 
recruiting “outside the boardroom” professionals from 
various disciplines to serve on advisory boards. Such 
professionals should be consulted regularly, not only at 
times of crisis, to stimulate more meaningful discussions. 
Consultation with experts from different fields can also 
help organizations develop communication campaigns to 
address different aspects of the crisis (communication, 
social, healthcare) on social media. Campaigns that follow 
these recommendations will become more “social” (eg, by 
relying on data-based information without hiding dis-
putes), thus providing the public a full and transparent 
account of policies and guidelines.

Legitimize Divergent Positions and 
Disputes
Challenge: Tendency to Place Emphasis on Scientific 
Consensus by Hiding Disputes
Some scientific historians assume that scientific consensus 
is the only way to construct scientific policy. One reason is 
the desire to block doubters with economic and political 
interests who try to sow confusion and fear in the minds of 
the public.40 Moreover, the majority is often concerned 

that a minority opinion will impede its ability to reach 
group consensus and convey a coherent message. Such 
efforts17,21 may lead organizations to overlook ground-
breaking “marginal studies.”

In the social network era, the public has access to 
minority opinions or scientific disputes that organizations 
choose not to communicate. Thus, exposure to selective 
information can elicit public mistrust, since the public 
wants to be fully informed of all available 
information.41–43 A lack of transparency can lead the pub-
lic to conclude that the organization is trying to promote 
a specific policy or hide information out of ulterior 
motives. If an organization ignores scientific disputes, the 
public may fail to accept the information and guidelines it 
is trying to promote.

The case of Kaci Hickox, a nurse who returned to the 
US after treating Ebola patients in Sierra Leone illustrates 
what happens when the public is given information that 
differs from the official line. Contrary to the official CDC 
standpoint, Kaci Hickox was quarantined at a New Jersey 
hospital, released after three days and required to remain 
in isolation for 21 days. The ensuing debate44,45 raised 
fundamental questions about Ebola transmission and incu-
bation. While the health organizations did not communi-
cate this scientific dispute46–49 for fear of generating panic, 
the nurse’s quarantine sparked a dynamic social media 
debate.

At the outset of the COVID-19 pandemic, the WHO 
took a much wiser approach to uncertainty, while national 
health authorities in each country often treated uncertain-
ties as if they were certainties. For instance, despite 
mounting evidence that COVID-19 is transmitted by dro-
plet and despite WHO declarations of uncertainty regard-
ing airborne contagion,50 Israel rushed to declare this as 
a certainty, affecting mask-wearing compliance.

Recommendation: Legitimize Divergent Positions and 
Disputes
Research examining the role of “devil’s advocates” who 
criticize assumptions and guidelines suggested by other 
team members indicates that a devil’s advocate can 
improve the quality of group decision-making.51 In addi-
tion, recent research suggests that dissenters have 
a positive impact on group decisions.52,53

Organizations tend to disregard minority/marginal opi-
nions in their media campaigns, assuming that these may 
confuse the public. The history of science and the above 
studies show that organizations should heed marginal 
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opinions and provide a respectful and reasoned response 
on social media indicating why they decided on opposing 
policies and guidelines. For example, during the COVID- 
19 pandemic 12,000 scientists and medics signed 
a petition against the lockdown policy.54 They argued in 
favor of living life normally despite the virus while safe-
guarding at-risk population groups. But governments 
offered no professional response to these claims. Indeed, 
experts who do not share the majority opinion are not 
necessarily anti-science.

Challenge: Public Health Experts versus “People with 
Agendas”
Organizations also often attach negative labels to experts 
who express opposing opinions. One of the tobacco indus-
try’s most effective strategies was to launch personal 
attacks on scientists and experts who presented findings 
that undermined the industry,40 describing them as 
eccentric, marginal, or “people with agendas”.11

Some public health policymakers have also adopted the 
personal attack strategy by accusing those who criticize 
them of being ideologues with research biases. The idea 
that anyone who opposes the official line has an agenda 
filters down into how organizations treat experts who 
speak out on social media. The strategy of personal attack 
has been used by public health professionals or policy-
makers during COVID-19, who described those who cri-
ticized them as “coronavirus deniers” and “anti-vaxxers.”

The organizations and their representatives often dis-
miss the opinions of dissidents, belittle their professional 
background and try to silence them. Journalists and any-
one who criticizes or doubts the official policy are given 
similar treatment.

Recommendation: Welcome Other Experts Instead 
of Shaming Them
The use of the term “ideologue” to label opponents of the 
establishment is misleading. According to the constructi-
vist approach,55 all scientists have their own individual 
values. The important question is whether these scientists 
are self-reflective and allow their research findings to lead 
them on a course of exploration and discovery.

It is important to recognize that those who believe that 
they are the only experts are the ones who acknowledge the 
limits of evidence-based frameworks and hold cognitive 
biases.56–58 According to Houghton,22 rather than criticize 
the cognitive biases of their political opponents, policy-
makers should acknowledge the universal existence of such 
biases and engage their opponents with due respect.

Fight Conflicts of Interest Rather Than 
Merely Exposing Them
Challenge: Conflicts of Interest That Interfere with 
Decision-Making
During crises in which authorities are required to make 
quick decisions based on limited information, some stake-
holders may attempt to interfere with the decision-making 
of both national and international health organizations. 
During health crises such as the H1N1 influenza pandemic 
in 2009 and the Ebola epidemic in 2013, questions arose 
about potential conflicts of interest among expert consul-
tants who had financial connections with the pharmaceu-
tical industry and who served on WHO advisory boards 
and the WHO Emergency Committee.59,60 While conflicts 
of interest among experts have been widely discussed in 
academic forums, in the US Congress and in the press, 
exposing such conflicts of interest still is problematic.

Moreover, not only do such conflicts of interest inter-
fere with decision-making, they are also often exposed on 
social media. During crises, leaders use social networks to 
point out inherent conflicts of interest within organiza-
tions. While organizations must not avoid exposing con-
flicts of interest on social media, such exposure often 
distracts the public from the science-based information 
the organizations are attempting to communicate, while 
shifting the focus to the organization’s decision-making.

Recommendation: Minimize Conflicts of Interest 
Instead of Exposing Them
Although exposing conflicts of interest is very important, 
minimizing them is even more important. Many options 
are available for minimizing conflicts of interest: extend-
ing the waiting period for policymakers to apply for 
a position in industry; prohibiting past funding; allowing 
different categories of stakeholders to have a voice in 
decision-making regarding immunization; increasing 
transparency; evaluating discussions in vaccine committee 
hearings. Private sector involvement should be expanded 
to include companies whose financial interests directly 
align with those of global health interests.11

Treat the Public as Equals
Challenge: Assumption That the Public is Overly 
Emotional and Irrational
Although experts aspire to achieve partnership with the 
public and despite the understanding that the public is at 
the center, some still maintain that those who do not 
follow the guidelines are irrational and motivated by 
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emotions. This dichotomy is incorrect. Studies on deci-
sion-making indicate that both experts and the public make 
decisions based on emotional, intuitive, experiential and 
rational considerations.61

Policymakers lack the time, resources and cognitive 
competence to consider all information or to predict all 
the consequences of their actions.62,63 People, including 
experts, are “cognitive misers”,64 using informational 
shortcuts and heuristics to gather only enough information 
to make decisions.

Overall, studies on decision-making under conditions 
of uncertainty have shown that intuition and feelings play 
a significant role.65–67 Even experts use “subjective prob-
abilities” and are prone to the same biases and errors as 
laymen.68 Wynne69 claims that not only is the public 
capable of taking sides based on emotions, it also has 
“intellectual substance,” meaning a capacity for common 
sense, although this logic does not necessarily fit institu-
tional expert categories.

Recommendation: Engage in Dialogue Between 
Equals
Instead of labeling members of the public who fail to 
follow guidelines as irrational, organizations should 
address the questions and concerns the public raises on 
social networks and reveal the organizational considera-
tions upon which the guidelines were based. Studies found 
that experts’ barriers to vaccinations are similar to those of 
the rest of the public.70–72

Some decision-makers also assume that the public 
tends toward panic and hysteria.46 Yet contrary to this 
broadly accepted view, empirical studies reveal the oppo-
site findings. The idea that the public is “irrational” causes 
organizations to become patronizing and confrontational 
rather than engaging in a dialogue between equals. 
Furthermore, thinking that the public would panic if 
given complete information results in providing only 
selective information on social media campaigns, thereby 
omitting any uncertainty.

Consult and Recruit Risk 
Communications Experts During Crises
Challenge: Diminished Funding for Risk 
Communications Experts
Despite the importance and need for risk communications 
expertise, funding for professional communications staff is 
diminishing worldwide. Health organizations across the 
globe do not always use the expertise of professionals 

and do not allocate resources to the task of risk commu-
nication. Most organizations think that their spokesperson 
or PR company can handle their EID communications. 
This lack of risk communication professionals at meetings 
to discuss ways to communicate information to the public 
is reflected in suboptimal communication of the 
information.

Recommendation: Engage Risk Communications 
Professionals
Despite what some decision-makers may think, health and 
risk communications is a professional discipline, not 
a branch of public relations or spokesmanship. Involving 
risk communications experts can help organizations design 
appropriate and effective social media campaigns for dif-
ferent population groups based on professional theories 
and models from the field.

Path 2: Strategies for Enabling 
Health Organizations to Respond 
on Social Networks
During the COVID-19 pandemic, the citizens of most 
countries across the globe were forced into lockdowns or 
to practice social distancing. Consequently, more than ever 
the social media became the arena for social interactions.

As social isolation continued, these platforms have 
become more important and more frequently used in com-
munication, entertainment and socialization, and for gain-
ing instant access to information about the pandemic. 
Moreover, the people and institutions in charge of mana-
ging the pandemic have begun to rely more frequently on 
social media platforms and the benefits they offer in risk 
communication. They have begun using social media to 
boost the public’s awareness about the disease and to 
reinforce people’s beliefs to encourage them to comply 
with the precautions.73–76

The paper discusses the following challenges and makes 
recommendations for managing each of them: (1) erroneous 
or false information can trigger skepticism and resistance, 
(2) all unofficial information is treated as misleading, (3) 
failure to address the public’s emotional needs; and (4) 
framing uncertainty in terms of absolute certainty.

The Battle Against Misinformation
Challenge: Erroneous or False Information Can 
Trigger Skepticism and Resistance
During pandemic crises, some of the information the public 
receives via the new media is misinformation (deficient 
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information) or disinformation (intentionally false 
information).77,78 This erroneous information has implica-
tions for health-related decision-making and public health 
behavior.79 Health organizations must respond by correcting 
false information to gain public trust and to motivate people 
to follow the recommended instructions. Research indicates 
that inaccurate and false information can trigger skepticism 
and resistance among the public.55 Misinformation can also 
backfire, generating a reaction that is contrary to the 
intended response to persuasive messages.

In managing two-way communication channels in 
a web-based social sphere, one of the challenges facing 
health organizations is how to clarify partial or mistaken 
information for three different groups on social media 
(pro, hesitant and anti). While correcting misinformation 
is currently of primary concern in the field of health 
communication, there are still insufficient empirical stu-
dies to help create a theoretical infrastructure for accom-
plishing this in the age of new media. It is important to 
note that alongside deliberate disinformation by stake-
holders, most of the discourse on social media stems 
from people’s desire to obtain additional information, 
which is sometimes not fully conveyed by the health 
organizations.11

During the COVID-19 crisis, the WHO tried to cope 
with misinformation by using the term “infodemic”,80 

coined by David J. Rothropp on May 11, 2003. This 
term refers to the overabundance of information—some 
of it accurate and some not—that makes it hard for people 
to find trustworthy sources and reliable guidance when 
they need it.

Similarly, studies show that when health organizations 
want to communicate facts to the public they often distin-
guish between myth and fact.81–83 This form of correction 
is not neutral and has been found to be ineffective for two 
reasons. First, when information provided on a website is 
identified as a myth, people still remember the information 
even though it is totally or partially untrue. Second, the 
public refuses to accept a judgmental approach from an 
organization without scientific evidence. In two studies on 
public attitudes towards the MMR vaccine and the seaso-
nal flu vaccine,84,85 pro-vaccine information from the 
CDC website had a backfire effect in that vaccine skeptics 
formed even stronger negative opinions about vaccinations 
after being given information intended to refute the sup-
posed connection between vaccinations and autism.

Recommendation: Reframe the Pejorative Term 
“Infodemic” as Something More Neutral
In their battle against misinformation, health organizations 
should change the pejorative framing of the term “info-
demic” into something more neutral so as not to generate 
resistance or a boomerang effect among certain groups. 
For example, the WHO can use its AI-powered tool86 

based in its social listening approach87 to ask subgroups 
in each country to suggest other names for the information 
and can consult with those who are hesitant or skeptical 
regarding how to reframe the information.

Address Information Objectively
Challenge: All Unofficial Information is Treated as 
Misleading
Many health organizations approach today’s infodemic by 
attempting to remove misleading information from the inter-
net. To this end, during the COVID-19 crisis the WHO coop-
erated with the commercial giants Google, Facebook and 
Amazon. Such cooperation is welcome and important for it 
signals a commitment to sticking to the truth and makes it 
harder to spread and access misinformation.88–91 Yet a cautious 
assumption is that skeptical groups or hesitant members of the 
public believed these technology giants were infringing on 
their rights to ask questions and receive information openly 
and freely.

In her book Stuck: How Vaccine Rumors Start - and Why 
They do not Go Away,92 Heidi Larson claims that labeling 
the suspicions and doubts of those who are hesitant about the 
side effects of vaccinations as “misinformation” or “rumors” 
and therefore dismissing them is a mistake. She asserts that

vaccine anxieties are rarely simple, and the rumors are not 
all wrong …. Trying to delete or correct a rumor is miss-
ing the point .... Pushing rumors and the sentiments they 
carry underground may temporarily suppress, if not aggra-
vate those who have strong beliefs.92 

Accordingly, every rumor about an epidemiological crisis 
or epidemic cannot be dismissed as misinformation.

Nevertheless, health organizations tend to treat all 
information from unofficial sources as misleading, even 
though some sources contain misinformation, some 
involve disinformation, and some include half-truths or 
uncertainties. The uncertainty surrounding the source and 
treatment of COVID-19 generated many rumors on social 
media with differing levels of veracity. For example, in the 
early days of COVID-19, reports circulated that the virus 
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had originated in a laboratory in Wuhan, China. Moreover, 
claims that eating garlic or drinking bleach could cure the 
virus were also widely disseminated. In reality, the source 
of the virus is a matter of uncertainty, while eating garlic 
to cure the virus is a misleading suggestion. Nevertheless, 
the health organizations, with the assistance of Google, 
Facebook and Amazon, dismissed items they wished to 
refute without exercising sufficient discrimination.89 This 
non-differential treatment of misleading information may 
cause certain people, especially those who are hesitant and 
skeptical, to think the organizations are trying to hide 
something because they do not practice transparency in 
dealing with this misinformation.

Recommendation: Treat Information Objectively
To combat this indiscriminate removal of information, 
health organizations should address each piece of infor-
mation objectively and differentiate between various 
types of information. Larson discusses the importance 
of the “ecology of rumors”, that is, the importance of 
determining the type of rumor, the fertile ground, the 
spreaders of the rumor and the patterns of spread.92

Accordingly, health organizations should map out infor-
mation using crowdsourcing, as they have done in other 
areas, and then create categories for the different types of 
information disseminated during the epidemic crisis.

Use Narratives to Consider Emotional 
Aspects
Challenge: Failure to Address the Public’s Emotional 
Needs
Emotions have long been acknowledged as an essential ingre-
dient in the recipe for persuasion.93–95 Persuasive health mes-
sages that arouse people’s emotions are usually perceived as 
more effective than less emotional messages.96–100 Despite 
this, organizations tend to correct misinformation by providing 
“dry” data and using figures rather than addressing the public’s 
emotional needs and concerns.13 The literature indicates that 
health authorities worldwide tend to ignore the emotional 
element, and by doing so miss out on engaging in effective 
dialogue with the public.

Recommendation: Use Narrative to Address the 
Public’s Emotional Needs
One way to address the need to include emotional aspects 
in how organizations transmit information to the public is 
through the use of narrative.101 A narrative is defined as

a representation of connected events and characters that 
has an identifiable structure, is bounded in space and time, 
and contains implicit or explicit messages about the topic 
being addressed.102 

Narrative humanizes dry scientific facts by engaging the 
human voice of both narrator and listener.103 Through 
emotional arousal, narrative has the power to influence 
listeners’ beliefs104 and teach new behaviors.105,106

Hopfer and Clippard107 identify five qualities that 
make narrative messages particularly promising for health 
interventions: overcoming resistance toward the advocated 
health behavior; engaging less involved audiences; reach-
ing audiences whose knowledge is limited; rendering com-
plex information comprehensible; and grounding messages 
in the cultures and experiences of the target audience.

Using narrative and describing the authentic stories of 
various groups can reduce stigmas and fears toward these 
groups. For example, during COVID-19, telling stories 
about patients from different minority groups and how 
they coped while maintaining their confidentiality can be 
used to evoke empathy toward these groups. This will help 
reduce the public’s hostile attitudes toward these groups 
(eg, in Japan during COVID-19108) in general and in the 
social media in particular.

The use of narrative evidence as a tool for changing 
attitudes and behaviors is effective not only for long per-
iods of clinical care intervention, but also for short ones, 
because both require the public to change its behavior. 
Indeed, the COVID-19 pandemic is forcing the public to 
make ongoing lifestyle changes. During a crisis or 
a pandemic, policymakers must actually compete for the 
public’s attention with other sources that may be dissemi-
nating misinformation. In such a complex multimedia 
environment, the use of narrative has many advantages.

Acknowledge and Proclaim Uncertainty
Challenge: Framing Uncertainty in Terms of Absolute 
Certainty
Throughout the pandemic, the public has sought clear and 
reliable advice from their governments. An ongoing situa-
tion of uncertainty such as the COVID-19 pandemic often 
leads health organizations to communicate conflicting or 
scientifically controversial guidelines to the public. Many 
governments stuttered at the start of the pandemic, and 
were slow to provide clarity and certainty.109

One example pertains to the guideline surrounding 
wearing masks. The literature reflects uncertainty 
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regarding the effectiveness of wearing masks, with some 
studies indicating that wearing a mask can lead to false 
confidence.110–112 The uncertainty at the beginning of the 
crisis regarding how the coronavirus is transmitted (by 
droplets or airborne) also contributed to the debate 
regarding the applicability of masks and the degree to 
which they protect against contagion.50 In light of uncer-
tainty and conflicting guidelines, the public is forced to 
seek information from unofficial sources on social net-
works. On the one hand, these social media users 
become more aware and knowledgeable about the cur-
rent uncertainty, while on the other hand they become 
more creative in searching for and creating information. 
Hence, health organizations must communicate uncer-
tainty in a way that is accessible and fluent to the public.

The literature indicates that in situations of uncertainty, 
policymakers do not always provide full information. 
Instead, they use scientific knowledge to frame uncertainty 
in terms of absolute certainty.113,114 van Asselt and Vos113 

called this “the uncertainty paradox,” referring to situa-
tions wherein uncertainty is acknowledged but the role of 
science is framed as providing certainty.115

The attempt to use conclusive language often leads to 
the use of military terminology. Officials commonly dis-
cuss the COVID-19 crisis in terms of war, flattening the 
curve, integrating the event, a war against the virus, 
enemy, a battle for the hearts and minds of the people. 
Not only is the transition from health and medical lan-
guage to military language symbolic. It also indicates what 
the authorities think about conveying information to the 
public. This approach often conflicts with the essence of 
scientific language as a language of inquiry and doubt that 
communicates uncertainty wherever it exists.116

Recommendation: Acknowledge and Proclaim 
Uncertainty
The solution to this challenge is to employ a strategy that 
acknowledges and proclaims uncertainty. Sandman and 
Lanard117 emphasize the need to “proclaim uncertainty,” 
advising authorities to share tentative information if that is 
all they have. Studies have indicated that in situations of 
risk42 and uncertainty41 the public wants full transparency.

Transparent communication does not provoke negative 
reactions among the public, but rather helps reduce nega-
tive feelings and increases the public’s respect for the risk- 
assessing agency.118 Indeed, transparent communication 
creates an autonomy-supportive health care climate, pro-
vides choice and applies a bottom-up approach to 

communication by generating solidarity.119 In addition, 
health organizations should invest in evaluation, use scien-
tific language, and develop tools and skills for each coun-
try to apply in future crises.

Path 3: Engage the Public on Social 
Media
The third path entails using “more social” means by enga-
ging the public as a partner and tailoring the information 
provided by health organizations to the concerns and needs 
of different population groups.

The paper discusses the following challenges and 
makes recommendations for managing each of them: (1) 
the dualistic paradigm of ignorant public versus knowl-
edgeable experts is no longer relevant; (2) the public is 
insufficiently engaged in solving complex global pro-
blems; (3) demographic factors influence risk understand-
ing and interpretation; and (4) different groups are not 
considered in decision-making.

Promote “Citizen Science”
Challenge: The Dualistic Paradigm of Ignorant Public 
versus Knowledgeable Experts is No Longer 
Relevant
Irwin’s concept of “citizen science”120 demonstrates that 
the dualistic paradigm of an ignorant public versus knowl-
edgeable experts is no longer relevant. According to the 
UK report titled “Science as an Open Enterprise”, the 
growth of the citizen science movement could turn out to 
be a major shift in the social dynamics of science by 
“blurring the professional/amateur divide and changing 
the nature of the public engagement with science”.92

The technological climate of the 21st century promotes 
diverse voices and perspectives on knowledge rather than 
one monolithic perspective, indicating that the public is 
capable of understanding science differently in diverse 
contexts.

Recommendation: Promote Citizen Science Projects
The notion of the “citizen scientist” has gained increasing 
prominence in many contexts, which have recognized that 
reciprocal partnership and engagement among researchers, 
citizens and policymakers is a key to the success of multi- 
stakeholder initiatives.121 Numerous online projects have 
been created to promote “public science” based on the 
understanding that the public can gather information, 
read about science, and make decisions. These projects 
have led to the establishment of many centers of 
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participatory research, such as the Public Science Project 
and the Society for Participation, Engagement, Action and 
Knowledge.122

The participatory approach has the potential to promote 
various interested parties, among them civic non-profit 
organizations such as OGP, as partners during epidemio-
logical crises at both the national and the international 
levels.123 By means of such platforms, the public has 
increasingly chosen to gather and manage the information 
it needs rather than relying only on the authorities. Once 
organizations accept the assumption that the public is 
capable of understanding science, they can translate this 
approach into several strategies.

For example, Open Humans124 is a community of close 
to 9000 members who conduct “self-research” by sharing 
personal data for analysis by the community. Some of the 
data shared by the participants is genetic information. One 
of the community’s most recent projects, Quantified Flu, 
relies on data uploaded from participant wearables, such as 
smartwatches. The project originated in a community call 
among participants who were already collecting, sharing 
and analyzing their personal data. In response to the global 
pandemic, they felt motivated to do something with that 
data.

Use Crowd Wisdom to Create Open 
Innovation
Challenge: Insufficient Public Engagement in Solving 
Complex Global Problems
Chesbrough125 coined the concept of Open Innovation to 
describe how the public can contribute creative ideas on 
different subjects to promote products. He suggested that 
commercial companies join forces within their commu-
nities and through external partnerships with other stake-
holders to develop creative solutions.

The stage of public engagement with the digital world 
not only entails an active search for relevant information. 
It also represents an attempt to receive answers to ques-
tions or problems from members of the public, not neces-
sarily experts or doctors, and to consult not only one or 
two of them, but rather a diverse group.126

Recommendation: Use Crowdsourcing to Solve 
Complex Global Health Problems
Don Joseph, chief executive of the California-based NGO 
BIO Ventures for Global Health, declared that the

Challenge is to create projects that are simple and allow 
a streamlined process for organizations to participate …. 

[Open innovation partnerships could] significantly reduce 
trial and error, and lead neglected disease researchers to 
that ‘Eureka moment’ more quickly and effectively.127 

Some financial companies and intelligence commu-
nities have implemented this notion of crowdsourcing 
and now consult a variety of experts around the world on 
different issues. In the field of health, the concept of 
crowdsourcing may be effective in finding solutions for 
complex global problems. Collaborations already exist 
between pharmaceutical companies, academic researchers, 
disease advocates, and even the general public.126 Health 
organizations can take this idea one step further by using 
digital crowdsourcing to think about predicting future epi-
demics and addressing scientific dilemmas. The goal is to 
collect decentralized, varied and diverse information from 
all sorts of people who choose to be part of the effort, 
while the organization that is managing the epidemic crisis 
gathers and integrates all of the data. Methodological and 
statistical approaches are now available to promote high- 
quality citizen science crowdsourcing. Collaborative mod-
els of science should be inherent to the spectrum of citizen 
science projects.128

The public sphere would function better as a system in 
times of crisis if the WHO were to interact with various 
groups in the public on an ongoing basis, like in the WHO 
recent social listening approach.86,87 The culture of inclu-
sion should be established not only during crises, but as 
a systemic continuum for digital crowdsourcing risk com-
munication management.

Adapt and Tailor Messages to Diverse 
Groups
Challenge: Demographic Factors Influence Risk 
Understanding and Interpretation
People understand and interpret risks differently based on 
various factors, including gender, education level, 
income, culture, and ethnicity. The importance of tailor-
ing and adapting information to different population sub-
groups is crucial in the context of epidemics and 
vaccinations.16,129–132 According to the social amplifica-
tion of risk framework,133 risk events interact with the 
psychological, social and other cultural components of 
groups along paths that either increase or decrease public 
perceptions of risk. Different groups have varying abil-
ities to cope with risks and with the social and economic 
implications of these risks.
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Health authorities erroneously believe the public does 
not have the capacity to understand scientific uncertainty 
and therefore needs to be given clear instructions and 
simplistic messages. This perception is expressed by the 
“information deficit model”,134 which distinguishes 
between experts who have the information and non- 
experts who lack information and understanding and are 
somewhat ignorant of scientific knowledge regarding risk 
and probability. Yet each population group, even those 
who are illiterate, has the right and the capacity to under-
stand the rationale behind the guidelines issued by health 
organizations.

Recommendation: Tailor Information According to 
Local Level Segmentation
Organizations must tailor their messages according to 
socioeconomic, cultural, educational and other contexts, 
rather than using “one-size fits all” messaging.135,136 

There is a difference between flattening information 
based on the belief that some people cannot understand it 
and tailoring information to the receiver. Tailoring infor-
mation does not entail providing partial or selective infor-
mation but rather using methods to convey full 
information thoughtfully and appropriately.

Through the use of mental models,137 ie, research on 
how different audiences perceive and understand the risk, 
media campaigns can be tailored to the cognitive and 
linguistic understand and level of literacy of each popula-
tion sub-group in different countries. In the case of 
COVID-19, these mental models can be used to identify 
how different target audiences perceive the coronavirus 
illness and the ways of preventing and treating it. The 
objective of using mental models in empirical research is 
not to persuade the public to obey the government’s guide-
lines but rather to identify the information the public needs 
to make intelligent decisions regarding coping with, pre-
venting and treating COVID-19 (eg, medications and vac-
cination to prevent the illness).

Indeed, international health authorities have addressed 
the need for local segmentation in their outbreak commu-
nication guidelines and reports. The main questions and 
concerns the public raises on social media forums during 
pandemic outbreaks should be identified and analyzed 
according to the specific profiles of the target audiences 
that raise these concerns in each country. Accomplishing 
this presents a special challenge due to the segmentation of 
the public during a pandemic crisis. Several issues are 
likely to emerge, such as accounting for the specific 

language usage (eg, slang) of diverse population groups 
and accounting for culture-specific reactions and norms of 
communication between members of particular 
subgroups.11

This challenge leads to the conclusion that the WHO 
should provide ongoing guidance and training for policy-
makers and managers, both locally and internationally, 
with the goal of studying and constructing cultural and 
social profiles of the people they must serve in times of 
crisis, like in the venue of the 1st and 2nd WHO Infodemic 
Manager trainings.138,139

Encourage Discourse and Informed 
Decision-Making
Challenge: Different Groups are Not Considered in 
Decision-Making
One of the challenges facing health authorities worldwide 
is the need to create trust among different groups, includ-
ing those that are hesitant about or even object to vaccina-
tions. According to the WHO report for 2008,

The next decade is likely to be volatile and uncertain. 
Continuing mass urbanization and migration, population 
growth, geopolitical uncertainty and conflict, and natural 
disasters and environmental disruption will present major 
challenges to national immunization systems.140 

Recommendation: Invest in Risk Communication for 
Diverse Groups
Hesitant groups are made up of individuals who were born 
during the New Media age and want to control their lives 
and the lives of their children. As Larson asserted, “Young 
parents trust themselves and their own decisions more than 
a system they feel has disappointed them, alienates them, 
and disempowers personal beliefs”.92

In the context of epidemics, health organizations 
should invest more resources in encouraging research on 
how different groups make decisions regarding health- 
related issues before and during epidemics.

Recommendation: Implement the Convergence 
Communication Approach
During a global pandemic crisis such as the COVID-19 
crisis, communication with various groups in the public is 
a recurring circular process in which the public raises fears 
and questions and the organization must provide answers. 
This process recurs until the point of convergence,141,142 

when the parties find a common ground. Both in crises and 
in routine times, health organizations should maintain 
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regular and ongoing two-way communication with lay-
people, scientific experts and other expert third parties. 
Each country should elect representatives from diverse 
subgroups in the population based on characteristics such 
as age, gender, ethnicity, culture, religion, attitudes and 
health literacy. These diverse representatives will be cap-
able of providing a fair and culturally adapted representa-
tion of the local and social context in each country.143–147 

This dialogue should include both supporters and dissen-
ters. A parliament should be established to represent sub-
groups specific to each country to consider input from 
three groups—opinion leaders, experts, and citizens—on 
issues that do not have “scientific solutions”. Blogs or 
forums can simulate two-way communication about public 
health concerns and possible responses that can be used to 
test possible interactions between the public and govern-
ment organizations regarding health messages and risk 
communicators.11

Moreover, health organizations should include repre-
sentatives from all groups (eg, hesitant and anti-vaccina-
tion groups as well as pro-vaccination groups) in order to 
enhance decision-making and informed consent. More 
thorough and informed decision-making can lead to 
greater behavior internalization.

Limitations
In this perspective paper we chose to focus on the internal 
organizational media discourse and its impact on the stra-
tegies health organizations adopt on social media. Note, 
however, that many other issues that have arisen during 
the COVID-19 crisis, among them isolation, loneliness, 
higher rates of depression, and anxiety, must be addressed 
by health organizations through dynamic and ongoing 
dialogue with the public. These issues were not expanded 
upon in this perspective paper, although their importance 
was emphasized in various examples. The implications of 
the COVID-19 crisis on the public’s mental and physical 
well-being need to be further explored in order to develop 
a scientific infrastructure that will help health organiza-
tions communicate information in subsequent crises.

Since we are still in the midst of the dynamic and 
ongoing COVID-19 crisis, we have chosen to focus on 
the present while taking the past into consideration (ie, 
managerial and communicative aspects reflected in pre-
vious health crises). After the COVID-19 crisis comes to 
an end, we recommend further research on strategic plan-
ning in response to the crisis from the perspective of time.

Conclusions
This paper demonstrates the discrepancies between the 
approaches in the health and risk communication profes-
sional literature and their actual implementation in the 
field, both in the culture of the organizations themselves 
and in the way these organizations communicate health 
information to the public. Moreover, in addition to this 
lack of implementation of theory, often the organizations 
adopt a contrary approach that is not recommended in the 
literature (eg, organizational groupthink, anxiety about 
scientific consensus that leads to hiding disputes, framing 
risk responses in terms that stigmatize and dismiss critics 
and oppositional voices, or using an approach to public 
understanding framed primarily in terms of deficit).

All of this leads us to ask why, despite all the existing 
knowledge, not much is being implemented in practice? 
Many hypothetical answers to this question can be raised. 
Here I propose several answers based on research con-
ducted by myself and others. I qualify these answers by 
the disclaimer that these directions should continue to be 
examined through additional empirical studies.

First, most health organizations, and mainly govern-
mental organizations, are still quite based on an organiza-
tional structure that is primarily hierarchical and much less 
cooperative and democratic, and this structure affects how 
information is processed and disseminated.116 Second, 
many public health employees in key positions in govern-
ment and health organizations still use paternalistic 
thought patterns. In addition, the experts who manage the 
policy of government ministries perceive any disagree-
ments in how they chart government policy as a threat to 
their professional status.148,149 Moreover, they fear that as 
soon as such controversy is exposed, the public will not 
comply with their decisions.148

Furthermore, epidemiological crises are often marked 
by ego conflicts between experts from the various fields. 
See, for example, the disagreements among the various 
experts during the COVID-19 crisis, as exemplified in 
our research,150 such that each expert thinks he or she 
represents “pure science”, which is of course erroneous. 
Indeed, when science is associated with lifestyle, politics 
and values assume a central role. In such a case, theories 
related to communications, sociology and psychology 
should be implemented in line with the social and poli-
tical context. Until people gain an in-depth understand-
ing of this, there can be no genuine attempt to integrate 
models from these fields. In addition, some of the public 
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health experts who lead government ministry policy dur-
ing epidemiological crises see themselves as the main 
experts, so they have much less patience for hearing 
experts from other “softer” fields, such as risk commu-
nications or social and cognitive psychology.

In the follow section, I outline several recommenda-
tions that can help change the approach and encourage 
consultation and scientific discourse.

Recommendations
Putting More “Social” Content into 
Health Organizations’ Culture
To communicate more effectively on social media, health 
organizations must become “more social” within their 
own organizational culture by changing the ways they 
engage with experts who disagree with the scientific 
consensus. In this perspective paper, we suggest five 
strategies for changing the organizational culture: (1) 
engage in professionally and intellectually diverse deci-
sion-making; (2) grant legitimacy to deviant positions and 
disputes; (3) fight conflicts of interest rather than merely 
exposing them; (4) treat the public as equals; (5) consult 
and recruit risk communication experts before and during 
crises.

Strategies to Enable Health Organizations 
to Respond to the Public on Social 
Networks
To make information and the way it is communicated 
“more social,” health organizations must go beyond sim-
ply correcting misinformation and relying on the prevail-
ing model of generic questions and answers. In this 
perspective paper, we suggest the following tactics and 
strategies: (1) battle misinformation by reframing the 
pejorative term “infodemic” as something more neutral; 
(2) address each piece of information objectively and 
differentiate between various types of information; (3) 
use narratives instead of trying to correct or fix informa-
tion and address the public’s concerns and fears; (4) 
acknowledge and proclaim uncertainty.

Engaging the Public on Social Media
A third path toward making health information commu-
nication “more social” includes welcoming ideas and 
recommendations from the public and tailoring organiza-
tional information to the concerns and needs of different 
population groups, in particular those that are skeptical 

about the official recommendations. In this perspective 
paper, we propose six recommended strategies and tac-
tics: (1) promote “citizen science”; (2) use crowd wis-
dom to generate open innovation that will mobilize 
creative ideas from the public; (3) adapt and tailor mes-
sages to subgroups in the population using segmentation 
on the local level; (4) encourage discourse and informed 
decision-making; (5) build a community presence on 
social media when a crisis is imminent; (6) build an 
automated system for assessing social media discourse 
to inform real-time communication.
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