
O R I G I N A L  R E S E A R C H

Physicians’ Knowledge, Perceptions, and Attitudes 
Related to Patient Confidentiality and Data 
Sharing

This article was published in the following Dove Press journal: 
International Journal of General Medicine

Reema Karasneh 1 

Abdel-Hameed Al-Mistarehi 2 

Sayer Al-Azzam3 

Sawsan Abuhammad 4 

Suhaib M Muflih 3 

Sahar Hawamdeh3 

Karem H Alzoubi 3,5

1Department of Basic Medical Sciences, 
Faculty of Medicine, Yarmouk University, 
Irbid, Jordan; 2Department of Public 
Health and Family Medicine, Faculty of 
Medicine, Jordan University of Science 
and Technology, Irbid, Jordan; 
3Department of Clinical Pharmacy, Jordan 
University of Science and Technology, 
Irbid, Jordan; 4Department of Maternal 
and Child Health, Jordan University of 
Science and Technology, Irbid, 22110, 
Jordan; 5Department of Pharmacy 
Practice and Pharmacotherapeutics, 
College of Pharmacy, University of 
Sharjah, Sharjah, United Arab Emirates 

Background: The protection of patient confidentiality is an essential practice for the 
successful provision of healthcare. This study examines physicians’ knowledge and attitudes 
related to data sharing and patient confidentiality.
Methods: This is a descriptive, questionnaire-based study. Physicians were invited via 
e-mail to complete the study survey. The survey comprised three sections related to knowl
edge, attitudes, and demographic characteristics.
Results: A total of 221 physicians, with varying levels of experience and from a range of specialty 
areas, completed the study survey. Ethical dilemmas were encountered annually by physicians 
specialized in family medicine and daily by physicians in internal medicine wards more often than 
those in other departments. The mean score for knowledge was 7.34 (out of 14; SD=2.92) and had 
a positive correlation with attitudes towards the protection of data confidentiality (r2=0.282, 
p<0.001). Undergraduate courses were the main source of knowledge related to ethical issues 
(167; 74.9%). Sex (B=-1.47, p=0.001), marriage (B=-1.198, p=0.021), and source of consultation 
(B=-.248, p=0.02) were all found to predict knowledge scores. Likewise, attitudes were predicted 
by experience (B= 0.279, p<0.001), sex (B= -2.797, p=0.002), marriage (B=1.91, p=0.02), and 
number of ethical dilemmas faced (B=1.695, p <0.001).
Conclusion: Physicians from different departments were found to lack sufficient knowledge 
about many aspects of patient confidentiality. While some of the physicians’ practices 
complied with the law, other practices were identified as patient confidentiality breaches.
Keywords: confidentiality, physician, knowledge, attitudes, data sharing, ethical dilemma

Introduction
Dictated in the infamous Hippocratic Oath, preserving patient confidentiality is one of the 
oldest cornerstones of healthcare practice.1,2 Therefore, physicians are ethically and 
legally obliged to maintain their patients’ data privacy and protect their autonomy.3,4 

However, sharing patients data with unauthorized people still frequently occur in different 
clinical settings and departments and, unfortunately, involve most healthcare personnel.5,6 

These breaches include disclosing patient data to third parties, discussing patient informa
tion in public areas, incorrectly disposing of patient records, leaving electronic or paper 
health records unattended, and providing care with open doors.5–8

Concerns about sharing patients data with unauthorized people by physicians may 
have undesirable effects on patients’ health. Breaches of confidentiality may lead to 
foregone healthcare, making healthcare seekers more likely to engage in dangerous 
behaviors or report psychological problems.9 Likewise, as these concerns may diminish 
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patient’s trust in their physicians, patients may hesitate to seek 
help, attend follow-up appointments, or even disclose essential 
information for the establishment of an efficient healthcare 
plan.10,11

These confidentiality concerns have been acknowledged as 
being global concerns. Therefore, various internationally 
agreed recommendations and guidelines that apply to protect
ing the sanctity of patients’ private lives during treatment had 
been developed that used in some countries such as United 
Kingdom. These regulation called Data protection Act and it 
was implemented in 1998 and updated on 2018.12–14 The Data 
Protection Act was developed to give protection and lay down 
rules about how data about people can be used.14 Knowledge 
of these codes of ethics and laws is essential for physicians to 
maintain ethical practices. Few studies have investigated phy
sicians’ levels of knowledge related to ethical codes15,17 and 
laws of data security and sharing.18–20 All professionals in 
healthcare, especially physicians, should be informed, aware 
of patients’ rights. For an integrated approach to be realized in 
the health sector, it is obligatory that physicians persistently 
include the rights of patients in their actions. The most impor
tant aspect of this study is that it addresses the widely emerging 
trend of patient data sharing information and confidentiality 
among physicians in developing countries taking Jordan as an 
example. As a result, the authors in the study aim to examine 
practicing physicians’ knowledge, perceptions, and attitudes 
related to different aspects of patient confidentiality and data 
sharing. Moreover, they aimed to identify the frequency of 
ethical dilemmas that faced in different medical departments.

Methods
Study Design
A cross-sectional survey was used to recruit responses 
from physicians who were employed either full-time or 
part-time in private or public healthcare institutions in 
Jordan. Physicians from all specialty areas, departments, 
and levels of experience were eligible to participate. This 
study’s data were collected from May 15 to July 18, 2020, 
using web-based survey software (Google Forms). The 
validation options “Required” and “Limit to one response” 
were applied to minimize any cases of missing data and 
prevent the duplication of responses.

Physicians were recruited through e-mail and social 
media platforms. All participants were provided with 
a brief description of the study and made aware that all 
responses would be anonymized and treated as confiden
tial. The participants were also informed that their 

participation was voluntary and that they had the right to 
withdraw from the study at any point.

Instrument
The survey used in the current study was developed based 
on an extensive review of similar literature.15–17 The fol
lowing sections were included in the survey: a) sociode
mographic characteristics, b) knowledge of ethical 
conduct, c) degree of perceived confidentiality in different 
clinical situations, and d) attitudes towards data sharing. 
The knowledge section included seven questions with the 
response options of “yes”, “no”, and “I don’t know”. Each 
correct answer was equal to two points, while each incor
rect answer was equal to one point, with a maximum 
possible score of 14 for the knowledge section. This sec
tion was scored from 14 to 28, as the score increase means 
more knowledge regarding confidentiality for patient data. 
The second section included seven areas about patients’ 
data and opinion of the physician regarding the importance 
of keeping confidential. These situations are psychiatric 
diseases, chronic diseases, acute diseases, illegal drugs, 
food habits, sexual diseases, and therapeutic plan which 
the participants could respond with not important1 to 
important.2 The score was ranged from 7 to 14, greater 
score means more importance for keeping confidentiality 
toward these areas. Meanwhile, the attitudes section con
sisted of 14 questions scored on a 4-point Likert scale 
ranging from “never” to “always”. This section was scored 
accordingly from never4 to always.1 The score in this 
section ranges from 14 to 56. As the score was increased, 
this means more confidentiality toward patient data shar
ing. The survey items were reviewed by five experts in the 
field to identify any necessary changes and establish both 
face and content validity. This was followed by pilot test
ing the survey on 7 participants who were not included in 
the study sample. Cronbach’s alpha values of 0.83 and 
0.78 were calculated for the physicians’ knowledge and 
attitudes, respectively, which indicated acceptable internal 
consistency and reliability.

Ethical Considerations
The study was conducted in compliance with the Helsinki 
Declaration. Ethical approval was obtained from the 
Institutional Review Board (IRB) at the authors’ institution 
(IRB, Reference# 16/121/2019). No names, addresses, or 
other identifying personal details were collected from the 
participants.
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Statistical Analysis
Data collected on Google Forms were exported to a Microsoft 
Excel file directly imported into IBM SPSS® version 24.0 for 
statistical analysis. Descriptive analysis was used to describe 
the sociodemographic characteristics of the participants. 
Pearson’s correlation was conducted to determine the correla
tion between specialty area and frequency of ethical dilemmas 
and the correlation between knowledge and attitudes related to 
data sharing and confidentiality among the physicians. 
Multiple regression tests were conducted to determine the 
predictors of knowledge and attitudes among the physicians 
while controlling for demographic variables (ie, age, sex, 
educational level, work experience, and area of specialty).

Results
Demographic Characteristics
The results showed that the participants’ average age was 33.0 
(SD=10.3) years and 67.9% (n=150) were men. Half of the 
participants were married (50.7%). Detailed demographic and 
work characteristics of the study participants are summarized 
in Table 1. Ethical dilemmas were encountered weekly by 24% 
of the physicians, with the “colleague” was the main source for 
consultation in such situations. Finally, the majority of the 
physicians (89.1%) showed an interest in taking a course in 
medical ethics.

Description of Ethical Dilemmas Among 
Different Medical Specialities
The results showed that physicians working in specific 
specialty areas faced ethical dilemmas more frequently 
than physicians in other areas. For example, physicians 
in internal medicine wards reported facing ethical dilem
mas on a daily basis more often than did physicians in 
other departments, including surgery, family medicine, and 
special surgery. In comparison, physicians in family health 
wards reported facing ethical dilemmas on an annual basis 
more often than those in other areas Figure 1.

Knowledge About Patient Confidentiality 
and Data Sharing Among the Physicians
Table 2 illustrates the participating physicians’ responses to the 
knowledge about data sharing and confidentiality section. The 
average score for knowledge about data security among the 
physicians was 7.34 (SD=2.92) (out of a maximum of 14 
points). The questions which were most frequently answered 
correctly were: “Can patients’ confidentiality be breached if 
the disease is not contagious?” (69.7%, n=154) and “Is 

confidentiality and access to medical records governed by 
law (or special recommendations and instructions)” (71.9%, 
n=159). Meanwhile, most of the respondents did not know the 
answer to the question: “Are the police allowed to access 
medical records freely?” (42.1%, n=93).

Among the participants, the primary sources of medical 
ethics information were residency programs (58.3%, n=130), 
undergraduate study (74.9%, n=167), and work experience 
(60.5%, n=134) (Figure 2). Other sources included lectures 
and seminars, personal reading, and the United States Medical 
Licensing Examination (USMLE).

Degree of Perceived Importance of 
Patient Confidentiality in Different 
Clinical Situations
The vast majority of the participating physicians agreed that it 
is “important” to maintain confidentiality when dealing with 
patients with psychiatric diseases (97.3%, n=215), sexual dis
eases (94.1%, n=208), or addiction to illegal drugs (95.9%, 
n=212). However, maintaining confidentiality when dealing 
with patients with chronic diseases or when handling data 
related to patients’ food habits was agreed to be “not impor
tant” by almost half of the participating physicians (46.6%, 
47.5%, respectively) (Table 3).

Attitudes Towards Patient Confidentiality 
and Data Sharing Among the Physicians
The mean score for attitudes towards data protection 
among the physicians was 29.3 (out of a maximum of 56 
points). The majority of the physicians agreed that they 
collected information from patients and documented it in 
an entirely confidential manner (98.2%, n=217). They also 
agreed that they made sure to deal with sensitive informa
tion (eg, mental illnesses, sexual diseases) with extra cau
tion (84.1%, n=186). Few physicians reported that they 
always or sometimes discussed their patients’ conditions 
with colleagues in open spaces, such as reception areas 
and corridors (18.5%, n=41). Finally, only 17.2% of the 
participating physicians reported storing patient informa
tion on a personal computer (Table 4)

Correlation Between Physicians’ Knowledge 
and Attitudes Related to Data Sharing and 
Patient Confidentiality
A significant correlation was identified between knowl
edge and attitudes related to data sharing and patient 
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confidentiality among the participating physicians 
(r2=0.282, p<0.001). This correlation was positive, 
indicating that an increase in knowledge about data 
sharing and confidentiality is associated with better 
patient privacy protection by physicians.

Predictors of Physicians’ Knowledge About 
Patient Confidentiality and Data Sharing
A multiple regression test was conducted to identify the 
demographic variables (ie, age, sex, educational level, 
work experience, and job role), which predicted 

Table 1 Demographic and Work Characteristics of the Study Participants

Variable Category N (%)

Age (M= 33.0 SD=10.3)

Years of experience (M= 7.02 SD=9.4)

Sex Men 150 (67.9)

Woman 71 (32.1)

Marital status Single 108 (48.9)

Married 112 (50.7)
Divorced 1 (0.5)

Specialty area General Surgery 16 (7.2)
Special surgery 5 (2.3)

Family Medicine 74 (33.5)

Internal Medicine 37 (16.7)
Obstetrics and gynecology 5 (2.3)

Pediatrics 12 (5.4)

Emergency Medicine 27 (12.2)
Neurology 43 (19.5)

Working setting Health center 31 (14.0)
Public hospital 44 (19.9)

Private hospital 35 (15.8)

Private clinic 9 (4.1)
Military medical services 36 (16.3)

University hospital 66 (29.9)

Number of patients treated/day Less Than 30 75 (33.9)

31–40 77 (34.8)

40 To 60 24 (10.9)
More Than 60 45 (20.4)

Frequency of ethical dilemmas faced by physicians Never 22 (10.0)
Yearly 82 (37.1)

Monthly 44 (19.9)

Weekly 53 (24.0)
Daily 20 (9.0)

Preference in consulting on ethical dilemmas Colleague 145 (65.6)
Head of Department 2 (0.9)

Head of Medical Team 20 (9.0)

Head of Hospital 2 (0.9)
Ethicist 17 (7.7)

Religious Scholer 16 (7.2)

Friend 19 (8.6)

Further training on medical ethics is required Yes 197 (89.1)

No 24 (10.9)
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knowledge about data sharing and confidentiality among 
the participating physicians. The variables were found to 
be fit within the model (F= 7.76, p=0.01). Table 5 sum
marizes the results of the multiple regression test. All of 
the listed factors, except for sex (B=-1.47, p=0.001), mar
riage (B=-1.198, p=0.021), and source of consultation 
(B=-.248, p=0.02). This means higher knowledge regard
ing confidentiality among men compared to women. Also, 
the single marital status showed greater knowledge about 
confidentiality toward patients’ data. The source of con
sultation was considered as a preditor which means that 

physicians had higher knowledge, if took the consultation 
from colleagues or head of departments. Other factors 
were found to be unassociated with knowledge about 
data sharing and confidentiality among the physicians 
(p>0.05).

Predictors of Physicians’ Attitudes 
Towards Patients Confidentiality and 
Data Sharing
A multiple regression test was conducted to identify the 
demographic variables (ie, age, sex, educational level, 
work experience, and job role), which predicted attitudes 
towards data sharing and confidentiality among the parti
cipating physicians. The variables were found to fit the 
model (F=3.24, p=0.001). Table 6 summarizes the results 
of the multiple regression test. Experience (B= 0.279, 
p<0.001), sex (B= -2.797, p=0.002), marriage (B=1.91, 
p=0.02) and the number of ethical dilemmas faced/day 
(B=1.695, p<0.001) were all found to correlate with atti
tudes towards data sharing and confidentiality among the 
participating physicians. This means more positive attitude 
regarding confidentiality among men compared to women. 
Also, the single marital status showed more positive atti
tude about confidentiality toward patients’ data. The num
ber of ethical dilemma faced. As the number of dilemmas 
were increased more positive attitude were shown toward 
confidentiality. Moreover, as the physician’s year of 

Table 2 Physicians’ Responses Related to Knowledge About Data Sharing and Confidentiality

No Yes I Do Not 
Know

N (%) N (%) N (%)

1. Is confidentiality and access to medical records governed by law (or unique recommendations and 
instructions)

23 (10.4) 159 (71.9) 39 (17.6)

2. Is the non-medical information in the medical record confidential 40 (18.1) 136 (61.5) 45 (20.4)

3. Are the police allowed to access medical records freely? 111 (50.2) 17 (7.7) 93 (42.1)

4. Can third parties (such as insurance companies) access examination results without patient 

consent?

124 (56.1) 23 (10.4) 74 (33.5)

5. Can patients’ confidentiality be breached if he/she dies? 104 (47.1) 28 (12.7) 89 (40.3)

6. Can patients’ confidentiality be breached if the disease is contagious? 53 (24.0) 126 (57.0) 42 (19.0)

7. Can patients’ confidentiality be breached if the disease is not contagious? 154 (69.7) 18 (8.1) 49 (22.2)

Figure 1 The distribution of ethical dilemmas as per physician's specialty area.
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experience were increased, they showed more positive 
attitude toward confidentiality toward patient’s data.

Discussion
Patient confidentiality and data sharing practices are 
guided by ethical and legal principles,18 and having suffi
cient knowledge of these principles would help physicians 
resolve many of the ethical dilemmas they encounter dur
ing their clinical practice. Around two-thirds of the parti
cipants in our study reported that they were at least aware 
of the existence of basic governing rules related to data 
access and patient confidentiality. However, the participat
ing physicians were found to have suboptimal levels of 
knowledge about patient confidentiality and data sharing. 
This suboptimal knowledge was also found to impact the 
physicians’ attitudes and practices related to patient con
fidentiality and data sharing in different clinical settings. 
This is particularly important given the fact that many 
ethical dilemmas were reported to be encountered on 

a weekly basis by around a quarter of the participating 
physicians. Further, physicians in internal medicine wards 
reported facing ethical dilemmas on a daily basis more 
often than did physicians in other departments.

Our study’s physicians achieved an average score of 
approximately 7 out of 14 on the knowledge scale, which 
is considered low compared to scores reported in other 
studies. For example, in a recent study by Beltran et al, 
respondents achieved an average score of 6.8 out of 10 for 
knowledge.11 Insufficient knowledge of medical ethics 
regulations was also reported in a sample of 159 health
care practitioners in a tertiary care teaching hospital.15 Our 
findings also indicated that half of the participating physi
cians did not know if confidentiality should be protected 
after the patient’s death. Meanwhile, in the study of 
Beltran et al, almost all of the participants answered that 
death does not overrule the physician’s ethical obligation 
to protect the patient’s confidentiality.12 Furthermore, in 
a study conducted in the Family Medicine Teaching Units 
(FMUs) at McGill University, staff members, including 
physicians, were asked if the police or third parties had 
the right to access medical files freely. Among the partici
pating staff members, 72% correctly answered that police 
have restricted access, and 93% correctly answered that 
without patient consent, non-healthcare personnel are 
denied access to medical files.16 Meanwhile, in our 
study, only 50.2% of the participants answered correctly 
with regards to police access and 56.1% with regards to 
the right of third parties to access patients’ medical files. 
Similar to the physicians in our study, the physicians in the 
study of Beltran et al in Spain correctly agreed that patient 
confidentiality could be breached in cases of contagious 
diseases.11

Essential knowledge for identifying ethical problems in 
different patient care settings is based on ethics 
education.19 Therefore, advances in modern medicine 
included introducing medical ethics education in medical 
school curricula.19 In our study, most physicians reported 
having acquired their knowledge about data sharing during 
undergraduate study, and a similar percentage of the parti
cipants (23%) reported having acquired their knowledge 
from experience and residency programs, suggesting better 
undergraduate ethics education for physicians. However, 
in the study of Hariharan et al, more than 70% of the 
participants reported having gained their knowledge 
about data sharing from their work experience.15 Despite 
this, and in congruence with our findings, most of the 
physicians in the study of Hariharan et al agreed that 

Figure 2 Source of ethics knowledge among the physicians.

Table 3 Perceived Importance of Maintaining Confidentiality in 
Different Clinical Settings

Not Important Important

N (%) N (%)

1. Psychiatric diseases 6 (2.7) 215 (97.3)

2. Chronic diseases 103 (46.6) 118 (53.4)

3. Acute diseases 75 (33.9) 146 (66.1)

4. Illegal drugs 9 (4.1) 212 (95.9)

5. Food habits 105 (47.5) 116 (52.5)

6. Sexual diseases 13 (5.9) 208 (94.1)

7. Therapeutic plan 89 (40.3) 132 (59.7)
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Table 4 Physician’s Responses Related to Attitudes Towards Patient Confidentiality and Data Sharing

Never Rarely Sometimes Always

N (%) N (%) N (%) N (%)

1. I make sure to take the information from the patient and document it completely 

confidentially

0 (0.0) 4 (1.8) 48 (21.7) 169 (76.5)

2. I discuss a patient’s conditions with them in front of other patients to save time and place 87 (39.4) 73 (33.0) 45 (20.4) 16 (7.2)

3. I allow non-medical personnel (eg, cleaning staff) to enter the examination room whilst 

I am providing care to patients

151 (68.3) 31 (14.0) 32 (14.5) 7 (3.2)

4. I use a universal serial bus (USB) to store patient information 153 (69.2) 30 (13.6) 25 (11.3) 13 (5.9)

5. I use a personal computer to store patient information 148 (67.0) 35 (15.8) 22 (10.0) 16 (7.2)

6. I send patient information online 142 (64.3) 42 (19.0) 27 (12.2) 10 (4.5)

7. I send information by phone 96 (43.4) 58 (26.2) 60 (27.1) 7 (3.2)

8. I deal with the information of patients with sensitive diseases (mental illnesses, sexual 
diseases, etc.) with more caution

19 (8.6) 16 (7.2) 37 (16.7) 149 (67.4)

9. I use virus protection and encryption software on the devices on which I store patient 

information

84 (38.0) 35 (15.8) 37 (16.7) 65 (29.4)

10. I discuss my patients’ conditions with my colleagues during work breaks 15 (6.8) 50 (22.6) 124 (56.1) 32 (14.5)

11. I discuss my patients’ conditions with my colleagues in open spaces, such as reception 
areas and corridors

111 (50.2) 69 (31.2) 29 (13.1) 12 (5.4)

12. I discuss my patients’ conditions with my friends outside the workplace 90 (40.7) 62 (28.1) 58 (26.2) 11 (5.0)

13. I leave notes about my patients’ conditions on my desk 133 (60.2) 53 (24.0) 29 (13.1) 6 (2.7)

14. I make and receive phone calls about patients’ conditions when I am near other patients 124 (56.1) 55 (24.9) 36 (16.3) 6 (2.7)

Table 5 Predictors of Physicians’ Knowledge About Patient Confidentiality and Data Sharing

Model Unstandardized Coefficients Standardized Coefficients t Sig.

B Std. Error Beta

(Constant) 12.691 2.216 5.727 0.000

Specialty 0.168 0.100 0.111 1.675 0.096

Sex 1.471 0.501 0.200 2.933 0.004

Years of experience −0.028 0.042 −0.077 −0.660 0.510

Age 0.000 0.041 −0.001 −0.007 0.995

Marriage −1.198 0.516 −0.177 −2.322 0.021

Number of treated patients/days −0.058 0.148 −0.026 −0.393 0.695

Working setting 0.010 0.127 0.006 0.080 0.936

Number of ethical dilemmas faced 0.105 0.199 0.035 0.526 0.599

Preference in consulting on ethical dilemma −0.248 0.105 −0.155 −2.351 0.020

Interest in taking medical ethics course 0.103 0.735 0.009 0.141 0.888
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further training on confidentiality laws is required.15 This 
raises concerns regarding whether physicians are provided 
with adequate ethics education after they graduate and 
engage in clinical practice.

In the present study, the factors that were found to 
predict knowledge scores were sex (P=0.004), marriage 
(P=0.021), and the preference in consulting on the ethical 
dilemma (P=0.020). Similarly, sex was found to predict 
knowledge in a study conducted in the United States (US) 
(P=0.01).17 Furthermore, Beltran-Aroca et al reported that 
men outperformed women in knowledge about 
confidentiality.11 This differences between sex may be 
related to the sharing information between men and easi
ness of reaching access of information and advance of 
technology.24 Noticeably, age, experience, and specialty 
were not associated with knowledge among our sample. 
This is consistent with the findings of the aforementioned 
US study, whereby the number of years of experience, 
specialty, and level of training were not found to correlate 
with knowledge.17 Similarly, the multiple regression ana
lysis that conducted by Abuhammad et al24 to comprehend 
the effect of the demographic attributes of nurses on data 
sharing and confidentiality of their patients, indicated that 
there was some connection between these attributes and 
the nurses on data sharing and confidentiality of their 
patients. These factors include age, gender, marriage sta
tus, and attending a security course before practice. Young 
age, female, not attending a data sharing course, and single 

nurses are less engaging with data sharing and confidenti
ality of the patients for unauthorized people.

Our study’s physicians believed patient confidentiality 
to be particularly essential when dealing with patients with 
psychiatric or sexual diseases or patients taking illegal 
drugs. However, lack of sufficient knowledge may impact 
physicians’ attitudes towards implementing patient confi
dentiality practices in different clinical settings.20 The 
mean score for attitudes towards confidentiality and data 
protection among the physicians in our study is similar to 
the low scores reported in Beltran et al study.11 Several 
studies have reported ethical misconduct among residents 
in different clinical settings.6,20,21 Mlinek et al, for 
instance, observed and recorded 26 sharing patients data 
with unauthorized people out of the 32 patients who 
existed in an emergency department (ED) waiting area in 
a university hospital in about 6 hours of observation.5 

Moreover, 3–24 breaches per hour were recorded in the 
patient care area.5 Another study recorded breaches in 16 
hospital departments for over more than 700 days, with 
around one breach occurring every 62.5 hours and 46.7% 
of the breaches being severe and 9.5% being repeated.6 

Furthermore, similar to our findings, two previous studies 
reported that physicians primarily consult their colleagues 
when faced with an ethical dilemma.11,18 This suggests 
that patient privacy may be compromised by physicians 
consulting other physicians who are not involved in the 
patient’s care.11 Interestingly, less than 10% of the 

Table 6 Predictors of Physicians’ Attitudes Toward Patient Confidentiality and Data Sharing

Model Unstandardized Coefficients Standardized Coefficients t Sig.

B Std. Error Beta

(Constant) 29.009 4.027 7.203 0.000

Specialty −0.083 0.183 −0.028 −0.454 0.650

Sex −2.797 0.911 −0.199 −3.070 0.002

Years of experience 0.279 0.077 0.399 3.634 0.000

Age −0.087 0.074 −0.136 −1.166 0.245

Marriage −1.633 0.938 −0.126 −1.741 0.083

Number of treated patients/day 0.277 0.269 0.065 1.028 0.305

Working setting 0.127 0.230 0.036 0.551 0.583

Frequency of ethical dilemmas faced 1.695 0.362 0.298 4.684 0.000

Preference in consulting on ethical dilemma 0.057 0.191 0.019 0.297 0.767

Knowledge 0.894 1.335 0.042 0.670 0.504
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participants in our study reported that they consulted their 
department’s head or ethical committee when faced with 
ethical problems. Hariharan et al suggested that this may 
explain why junior practitioners face more problems than 
their consultant counterparts, as juniors may not report 
such problems to their seniors in the first place.15 This 
form of violation, which includes revealing patients’ per
sonal and medical data to third parties, was the most 
commonly reported form in Beltran et al study.15 

Moreover, an observational study noted that 37.9% of 
sharing patients data with unauthorized people occurred 
in public areas, with over half of the observed incidents 
being related to consultations with uninvolved personnel.6

Likewise, discussing patient information outside the work
place is considered a confidentiality breach in communal 
areas.11 This includes patients in rooms closer to the nursing 
or/physicians’ station, waiting areas in emergency depart
ments, and/or elevators.7 Reassuringly, around two-thirds of 
the physicians in our study reported that they would never or 
rarely conduct such practice. Also, only 7% of the participating 
physicians reported that they would discuss patient informa
tion in front of other patients to save time. These practices, 
however, may be simply habitual rather than intentional, as 
suggested in several studies.20,22 However, our results indi
cated no correlation between the number of patients seen 
per day and physicians’ attitudes towards data sharing and 
patient confidentiality. One previous study also attributed shar
ing patients data with unauthorized people to building design 
and floor planning.5 As expected, our results indicated that 
physicians with more years of experience and those who 
encountered more ethical dilemmas were more likely to adhere 
to practices that protected their patients’ confidentiality.

The protection of patient confidentiality in daily med
ical practice includes the handling, communication, and 
management of a large amount of identifiable medical 
data.11 Only 17% of the physicians in our study reported 
that they stored patient data on their private computers, 
and more than 40% reported using virus protection and 
encryption software on the devices they used to store 
patient information. Other studies have suggested other 
practices that may lead to confidential data being leaked, 
including the failure to anonymize patient data and data 
storage on unprotected spaces, such as personal e-mails, 
personal laptops, and USB flash drives.23 A recent study 
reported the use of USB flash drives by 274 nurses 
(34.3%) and e-mail by 127 nurses (21%) for the storage 
of patient data.24 Meanwhile, only 17% of the physicians 

in our study reported that they always or sometimes used 
a USB flash drive or online spaces to store patient data.

Implication of the Study
The study findings showed that may be it is important when 
amending regulations and guidelines imposed by Jordan health 
authorities and other countries experiencing the same situation 
of confidentiality. Furthermore, it is also important to consider 
and develop a concise strategy to ensure the confidentiality, 
safety, and security of patient information while planning for 
the development and implementation of computerized systems 
and case management processes. Training is essential for all 
the physicians and health care providers who is working with 
patients since it will have a beneficial relationship with knowl
edge, opinions, views, and actions. Thus, planning continuous 
training on policies and regulations about data safety and 
privacy may assist in improving healthcare settings’ practices.

Limitation
This study is a cross-sectional study that provides no evidence 
regarding the causes of our sample’s observed knowledge and 
attitudes levels. Furthermore, two-thirds of the participants 
were men (67.9%). However, this is considered to be repre
sentative of the sex ratio in the healthcare sector in Jordan.25 

Besides, the participants’ reporting of how frequently they 
faced ethical dilemmas may have been impacted by their 
limited awareness of what constitutes an ethical dilemma. 
Another limitation is response bias, which does not reflect 
the actual knowledge and attitude in the clinical area.

Conclusion
This study provides insight into physicians’ knowledge and 
practices related to confidentiality. Despite being well aware of 
the importance of protecting patient confidentiality, the parti
cipating physicians were found to commit frequent sharing 
patients data with unauthorized people in their medical prac
tice. Moreover, the participants were found to have inadequate 
levels of knowledge about correct data sharing practices, sug
gesting that they did not fully understand their obligations 
towards patient confidentiality. Future studies that investigate 
the factors that contribute to ethical misconduct and the impact 
of continued ethics education on physicians’ knowledge and 
practice are recommended.

Data Sharing Statement
The datasets generated and analyzed during the current 
study are available with the corresponding author.
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