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Abstract: Phone or tablet-based healthcare applications, or “medical apps,” play an impor
tant role in an evolving healthcare system. The effect of medical apps on consumers has been 
welldocumented; however, little attention has been paid to the impacts that apps have had on 
medical professionals, people whose best interests like in ensuring that medical apps 
positively impact patient outcomes. After a brief introduction, introducing the spectrum of 
problems surrounding medical apps, this paper will move its focus to issues of concern for 
medical practitioners who prescribe or use medical apps as a part of their approach to 
medical care. Given the current lack of regulatory oversight of medical apps and noting 
the potential for improper use of these mHealth technologies, the authors will argue that as 
qualified, well suited, and interested parties, medical professionals should help to shape this 
new regulatory and ethical landscape. Additionally, before concluding, the authors will 
provide concrete examples of ways that medical professionals have put these ideas into 
practice. 
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Introduction
Mobile devices are redefining how health care is administered, monitored, and 
delivered through a range of specialized technologies called mobile medical appli
cations (also known as mHealth apps or medical apps). Apps are pieces of software 
that can be installed and run on a variety of devices, primarily smartphones and 
tablets, and medical apps are a fast-growing part of the app market, with over 
318,000 mHealth apps currently being sold,1 targeting a wide range of users. 
Medical apps serve a number of purposes; ranging from medical devices on the 
one hand, to lifestyle, education, and entertainment apps on the other.2 Information 
sources, such as Medscape, provide the user with up-to-date, on-demand access to 
medical and pharmaceutical information. Others, ranging from Fitbits and Wi-Fi 
scales to glucose monitors, respond to user-inputted health data, either manually 
entered or via external hardware, providing health advice and support based on 
proprietary algorithms. Still others act as an interface for doctors,3 medical resi
dents and faculty,4 pharmacists,5 nurses,6 and dieticians7 as a means to collect data 
upon examination, or as an interface for telemedicine in resource-poor areas.8

Medical apps have been touted as an unqualified boon to healthcare. However, 
a critical analysis reveals that medical apps have both positive and negative effects 
on consumers. In general, evolving ideas about the nature of medical authority and 
patient autonomy have changed the traditional, authoritarian model of medicine. 
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While medical professionals used to be the only source of 
healthcare (or sources, if they encouraged the patient to get 
a second opinion), technology has changed the doctor 
patient relationship dramatically. In this changing land
scape, the “patient” has been rebranded as the “healthcare 
consumer.” While a patient might wait for direction, 
a consumer relies on his or her own judgment, has the 
ability to synthesize data and epidemiological studies, and 
browses the healthcare “marketplace”. Whether by reading 
reviews or purchasing apps and other products, the health 
consumer is an active partner in medical decision making. 
In fact, as the consumer is making the final choice, s/he is, 
in a way, the senior partner in this relationship. “More and 
more this decentralization and democratization places the 
patient in the driver seat and relegates the physician to the 
role of a (trusted?) mentor”.9 Health consumers are inte
grating these data into their daily lives, determining what 
a “good day” is and changing their lives and lifestyles in 
response to the feedback (or perhaps better branded 
“reflexive self-monitoring”)10 provided by their relation
ships with their digital health devices. Yet the medical 
marketplace model is potentially fraught with complica
tions for the consumer, requiring the skills to synthesize 
complex medical studies, and discern the authenticity and 
relevancy of medical information. Despite these cautions, 
however, this model is generally thought to be superior to 
the days when the doctor spoke and the patient 
complied.11,12 In addition to increasing personal autonomy 
on the consumer side, increasing shared decision making 
unburdens the medical professionals from having to serve 
as the sole gate keeper to medical knowledge. On the 
negative side, medical apps have the potential for provid
ing information that is unregulated, untested, and biased, 
leading consumers to make decisions that might be against 
their own self-interests or wishes.13,14

Although the aforementioned “consumer-side” issues 
are interesting, they lie outside the scope of this paper. The 
authors’ current focus is on the fact that, to date, the 
impact of medical apps on medical professionals remains 
comparatively underdeveloped.15 As unfiltered, un-vetted, 
potentially faulty or intentionally misleading information 
from medical apps can impact medical consumers abilities 
to make important health decisions, and given the fact that 
government agencies have limited their scope of authority 
over mHealth apps, another qualified group is needed to 
help to ensure that apps are appropriate and effective for 
use as health management tools. As there is no such 
regulatory or consulting body at present to fill this need, 

medical providers need to fill the current vacuum that 
exists in medical app oversight and curation.

The Promise and Peril of Medical 
Apps
Medical apps, along with the marketplace they inhabit, 
have given medical consumers a feeling of autonomy 
and empowerment. This shift away from the old author
itarian model of medicine to a more consumer-based view 
is relatively new, having taken root in the 20th century as 
a response to changing social ideas of authority, paired 
with changing epistemological views of medical and other 
knowledge.16 Media sources herald mobile apps as the 
new revolution, bringing truth to the masses.17 

Arguments can be made that more information and new 
information sources are to be lauded as empowering, 
However, without context, disclosure, or prior knowledge, 
there is no certainty that consumers are receiving data- 
driven medical advice. Lacking oversight, there are inher
ent risks and high stakes in expecting the public to manage 
this newly available technology; recent estimations sug
gest that 50% of people searching on Google could not 
distinguish between search results and advertisements.18 

This was the case even when the word “Ad” was clearly 
visible. Further, Kolowich shows that this problem extends 
to academic settings; university students were unable to 
conduct basic research, to filter their results, or to seek 
readily available assistance.19

Although this problem is pressing, it predates medical 
apps, as doctors have long addressed patients’ concerns 
that were largely influenced by television or other media. 
Health information (or misinformation), however, has 
never been more voluminous or easier to access. An 
early hope was that the Food and Drug Administration 
regulations would oversee medical app monitoring and 
safety. Unfortunately, the FDA regulates only those apps 
the creator has designated (in advance) as medical 
devices,20 a position which has resulted in confusion for 
consumers (and healthcare professionals). In spite of the 
fact that people may assume an app being prescribed by 
a physician is reliable and empirically validated, many 
apps recommended by physicians and prescribers do not 
meet these criteria, and further, apps categorized by their 
makers as educational, lifestyle or entertainment apps are 
not subject to FDA regulation. For example, one of the 
authors’ primary care physicians had the author link 
a Fitbit to the medical provider’s app. This action allowed 
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the author’s doctor to monitor a variety of health measures 
(eg, steps, exercise, and sleep patterns) more accurately 
than if the doctor had to rely on the author to truthfully 
report these data. While Fitbits are innocuous (although 
the author has seen that the steps “counted” by the Fitbit 
do not necessarily match up with those recorded by the 
author’s smartwatch), physicians do use step trackers, 
heart rate monitors, and the like, as a part of their diag
nostic toolbox, all without having any insight into the 
proprietary algorithms that produce those data. While 
there is a real difference between a fitness band and an 
insulin pump, there is no easy way to set a red line where, 
regardless of the app makers wishes (as noted above, given 
the FDA’s stance on only regulating apps that self-identify 
as medical devices), an app would be regulated by the 
FDA. As a result, many apps (with varying degrees of 
accuracy) are used by medical professionals to gain insight 
into health or as diagnostic tools (discussed below), all 
without any scrutiny by any regulatory group (other than 
the app store).

An additional worry for health consumers, medical 
apps may provide unfiltered data, data that can be used 
to “diagnose” health issues that may not actually be pre
sent or that may not warrant intervention. This is not a new 
phenomenon. Medical professionals have always had to 
deal with a measure of under-determinism when they 
make diagnoses. In fact, some physicians believe that 
exposing patients to medical uncertainty can be 
a positive experience. Referring to breast cancer screen
ings and other diagnostic tools that are used to separate 
medical signal from noise, Hatch makes the case that 
“uncertainty is the great unspoken secret of medicine and 
that by ignoring this fundamental uncertainty we are doing 
real harm to ourselves”.21 To expose this issue and better 
explain uncertainty’s role in medicine, Hatch speaks of 
a spectrum of certainty, taking into account the evidence 
that physicians have, the confidence they should have, and 
the potential for harm if they are wrong. Although health 
consumers have met these uncertainties in the past - often 
when encountering complex medical decisions - medical 
app data can highlight this tension without pairing it with 
the necessary guidance, education, and context that med
ical professionals provide.

Even with their training, doctors feel the same pres
sures to diagnose and treat their patients. As such, medical 
providers, like health consumers, have to sometimes fight 
their own inclinations and authoritarian impulses to help 
find the best outcomes.22 While apps can help provide 

information to the practitioner, the current regulatory 
environment makes it difficult for medical professionals 
to find the requisite data to evaluate apps, to trust their 
proprietary algorithms, to use them properly, or to know 
when they malfunction (significant on its own, but also 
leading to questions about whether the prescribing practi
tioner, the app maker, or the app store would assume 
liability when this happens). In a study involving Ob/ 
Gyn practitioners, researchers discovered that although 
clinicians found smartphones to positively impact clinical 
knowledge and stress levels, they were inadvertently 
breaching HIPAA laws by transmitting sensitive health 
data from their phones without proper protection and 
deletion.23 Absent guidance, well-meaning healthcare spe
cialists could violate privacy or safety laws via usage of 
medical apps risk breaching patient confidentiality, and 
expose their practice to litigation.

Research and Development
Absent regulation, manufacturers of medical apps will 
likely continue to work to make sure that their products 
will reach consumers without outside interference. 
Obviously, this unregulated approach would not result in 
the best (most efficacious and safe) apps making it to 
market. Ideally, medical groups should strive to establish 
guidelines to enable manufacturers to minimize the afore
mentioned risks associated with medical apps. Rather than 
wait for established and universally-accepted guidelines, 
select universities and medical schools are attempting to 
fill this power vacuum. For instance, the University of 
Utah created a program – now replicated in both the US 
and Canada – known as “Appy Hour,” a regular event 
devoted to the use and evaluation of medical apps.24 

Research findings suggest that students’ ability to select 
and evaluate apps was greatly improved after such 
training.25 These successes show the promise of medical 
app curation when led by groups that understand the 
ethical responsibility they have for prescribing and pro
moting these pieces of medical technology. Hopefully, this 
trend will filter its way upstream to the point that regional 
or national bodies would step in to create guidelines for 
their medical providers.

While national medical groups may have once been 
resistant to assume responsibility for regulation, prior 
experience with Electronic Health Records (EHRs) illu
strated the importance of prescribers’ involvement in evol
ving technologies that greatly impact practice. To this 
point AMA CEO James Madara: warned the physician 
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community not to make the same mistake it did with 
EHRs, noting that physicians ‘should have been more 
forceful in their participation’ during the initial stages of 
EHR development.26 Given that physicians could be held 
responsible for acting on bad data provided by an app they 
prescribed, Madara advocates for physicians to take on 
a leadership role in medical app development to make 
sure that these medical adjuncts provide safe, reliable, 
private, data to patients and medical professionals, separ
ating these from the many ineffective or potentially harm
ful apps that are currently in circulation. Opinion 8.8 in the 
American Medical Association’s Code of Medical Ethics 
shows that Madara’s views are in line with already estab
lished best practices.27

Opinion 8.8 of the AMA code of ethics argues that 
physicians are summoned to take an advisory role in the 
face of newly approved medical technologies. Physicians’ 
professional commitment to advance scientific knowledge 
and make relevant information available to patients, col
leagues, and the public carries with it the responsibility to 
report suspected adverse events resulting from the use of 
a drug or medical device. Further, this section addresses 
the fact that, even in cases where there are in place pre- 
and post-marketing studies of these technologies, medical 
professionals are in a unique position to capture reports 
that slip through those studies. As the professionals who 
prescribe and monitor the use of drugs and medical 
devices, physicians are best positioned to observe and 
communicate about adverse events. Recognizing that med
ical professionals have a responsibility to their patients 
when it comes to using medical apps), the AMA has 
taken two steps to work the problem. First, the organiza
tion recently completed a Digital Health Study on physi
cian use and interest in digital health28 in which the AMA 
identified a number of areas of interest and concern for 
physicians who are encountering a wide variety of digital 
health technologies. As these technologies range from 
Fitbit style monitors to EMRs, the AMA continues to 
create space via ongoing discussion in their AMA Wire 
service for physicians and medical students.29 Secondly, 
the AMA and other organizations formed a partnership 
called Xcertia, an e-healthcare collaborative, which 
includes a growing number of high-profile organizations. 
Together, these organizations making up Xcertia created 
a set of privacy and security guidelines for mHealth adop
tion. “The guidelines are intended to address concerns 
about quality and safety that may be discouraging physi
cians form integrating mHealth apps into their practice”.30

In addition to the AMA, Mt Sinai’s Icahn School of 
Medicine has developed Prescription Universe 
(RxUniverse), a service that provides lists of medical 
apps that have been tested and approved for use. 
RxUniverse is a multi-platform application that delivers 
digital health to patients at the point of care. Healthcare 
professionals can discover the right app from a curated, 
evidence-based selection and immediately ‘prescribe’ it 
directly to a patient’s mobile device. With RxUniverse, 
providers can confidently and immediately deliver the 
best digital medicine to empower individual patients or 
population.31 Regulation and expertise are critical in this 
arena, as research findings suggest that medical apps can 
provide both clinical advantages and disadvantages in 
managing a broad range of chronic conditions. Select 
apps have demonstrated positive results, such as improv
ing skin cancer prevention,32 while others have demon
strated potentially dangerous effects, such as those which 
inaccurately track glucose levels for the management of 
diabetes mellitus.33 Or provide poor quality assessment 
tools for people suffering from asthma.34 These findings 
suggest a critical need for rigorous empirical studies and 
for leadership by people who have the expertise to under
stand them. As such, the public needs to be educated about 
providers’ expertise in these matters. Additionally, even in 
cases when providers use medical apps, some healthcare 
professionals are unwilling to recommend apps to their 
patients, citing a “lack of knowledge of effective apps 
and the lack of trustworthy sources to access them”.35 

Their solution, a curated selection of effective healthcare 
apps, begs the question of who is best able to provide this 
service to healthcare professionals. Given the lack of fed
eral or industry oversight (explained above, and mirrored 
by other studies on this issue,36 the authors of this paper 
suggest that healthcare professionals will need to step in to 
address this need.

Success Stories
Although the authors of this paper argue for medical over
sight of medical apps, this oversight can occur in a number 
of different ways (and at different stages of medical prac
tice). In this section, we will show how these medical 
devices can be of real benefit to physicians, in different 
ways.

In a training environment, properly curated and vetted 
medical apps can be as crucial to learning as are other 
advances in reforming medical training, in keeping with 
research showing the efficacy of flipped classrooms and 
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other pedagogical and curricular changes designed to 
engage contemporary student learning styles, and the 
like.37 In one study, apps used in medical simulations 
have been shown to be a critical component of student 
learning. The mARble project uses an app, developed at 
the Hanover Medical School to update traditional mou
lage, simulating triage scenarios for training purposes. 
Markers represent commonly found wound patterns and 
an iPhone camera detects such markers on a “victim”s skin 
as a simulated wound, allowing the student to explore and 
treat the injury as if it were an actual examination. Such 
apps transform traditionally unrealistic props meant to aid 
in training, adding authenticity which is critical to medical 
simulation practices. In providing this experience, mARble 
has been found to increase exam scores among users.38 

Designed for use within an academic environment, an app 
approved by a medical school improved medical training 
among students illustrating effective use and positive 
outcomes.

In regions where healthcare needs are underserved, 
creating tailor-made apps to assist in providing care to 
patients could potentially transform care in areas which 
lack access to medical facilities and supplies. A group at 
The University of Rwanda’s School of Medicine at the 
College of Medicine and Health Sciences, created a needs 
assessment baseline study to inform app developers of 
actual needs in remote communities in Rwanda. Using 
a User Centered Design Framework (UCD) – a method 
of medical app software development which focuses on 
healthcare providers’ expectations and needs - has been 
both efficient and effective.39 According to Rusatira, with 
proper oversight and local knowledge, an offline- 
accessible medical app would improve patient outcomes, 
increase information storage and flow, and would educate 
traveling medical professionals who may need to work 
outside their standards of training due to limitations in 
local resources. Here, the oversight predates actual app 
development, and highlights how medical feedback and 
expertise can lead to the development of apps of high 
quality used in areas of high need.

On the provider side, Gordon et al suggest that there 
are a variety of possible existing systems (either in isola
tion or in combination) that could help to cure the curation 
problem noted above. They suggest that app education 
could be made a part of the profession by tasking health
care education or governing organizations to create con
tinuing education courses devoted to medical apps and 
similar technologies. Added to this, medical professionals 

could also turn to healthcare organizations to create “digi
tal formularies,” safe lists that providers could use when 
prescribing mHealth apps. Granting that formularies are 
not without their issues (moving selection to organizations 
who may be as interested in price or other non-clinical 
factors as they are in efficacy and safety), using this sort of 
model could create workflows that would easily connect 
with current medical records and health insurance 
systems.40

Even in situations when a medical apps is both safe and 
effective, Omada Health found that human contact can still 
make a good app create better healthcare. Omada Health 
created an app designed to help educate and change health 
habits for prediabetic Medicare recipients. This is not just 
a medical app. The Omada program is a combination of 
digital tools, including as app and a digital scale, online 
educational materials, and access to live coaches, all 
approved by the CDC Diabetes Prevention Recognition 
Program. A study conducted on the efficacy of this system 
found that: Of the 501 people who enrolled in the online 
program, 95% completed at least four of the weekly edu
cational lessons, and 92% completed nine or more lessons. 
Less than 2% failed to complete at least one lesson in the 
first 16 weeks of the program.41 This study showed more 
than a high rate of program completion (the app automa
tically tracked user activity, sending text reminders to 
them if they were falling behind on logging their caloric 
intake, if they missed sessions, or if they did not weigh 
themselves regularly.) In fact, despite the fact that the 
population was older (the average age was 68.8 years), 
which generally is not correlated with a high level of 
comfort with new technology, the Omada study found 
that “Participants lost 8.0% of their initial body weight at 
6 months and 7.5% at 12 months.” This program can serve 
as an example of well-regulated medical apps being inte
grated into patient care, and it also highlights the potential 
for savings in public health dollars, as diabetes manage
ment costs an average of $8000 per year per patient.

Conclusion
Medical apps are increasingly central to both health con
sumers and healthcare professionals. When selected and 
evaluated with care, medical apps potentially improve 
patient care outcomes.42 However, as the authors have 
argued, so long as medical apps lack FDA or other gov
ernmental oversight, the burden of evaluation must involve 
other groups focusing on positive medical health out
comes. As outside groups (non-profit and industry) have, 
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to date, not been able to take up this burden, the authors, 
agreeing with other studies showing the impact of this lack 
of oversight,43 argue that this oversight will have to fall to 
those who are using mHealth apps in their practices, 
medical researchers and practitioners, both singly and 
organizationally. Further, medical and nursing schools 
should consciously evaluate the apps they bundle for 
their students, ensuring safety and clinical efficacy, as 
well as teaching their students the importance of consistent 
evaluation of apps as they emerge on the market. 
Similarly, in medical practices, the same care used to 
choose a company to handle Electronic Medical Records 
(EMRs) should be applied to selecting medical apps for 
both office-based use and patient use, based on rigorous 
empirical studies. Most importantly, health professional 
schools and other leaders in healthcare should work with 
health consumer groups to establish clear standards for the 
evaluation and implementation of medical apps as provi
der and patient tools.

Summary
Medical apps have been touted as an unqualified boon to 
healthcare. However, a critical analysis reveals that 
medical apps have both positive and negative effects 
on both health consumers and practitioners. Setting 
aside “consumer-side” issues, the authors’ current 
focus is on the fact that, to date, the impact of medical 
apps on medical professionals remains comparatively 
underdeveloped. As unfiltered, un-vetted, potentially 
faulty or intentionally misleading information from 
medical apps can impact medical consumers abilities 
to make health decisions, and given the fact that gov
ernment agencies have limited their scope of authority 
over mHealth apps, the authors argue that medical pro
viders need to fill the current vacuum that exists in 
medical app oversight and curation.
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