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Background: The advent of digital intelligence technologies has offered innovative solutions for drug data mining and efficacy 
prediction, facilitated the development of clinical pharmacy information systems, and enabled intelligent decision support for rational 
medication use. Nevertheless, current technological innovations and application studies have yet to establish a systematic framework 
for the comprehensive management and application of pharmaceutical services. In particular, pharmacy services in traditional Chinese 
medicine (TCM) hospitals remain relatively underdeveloped due to the distinctive characteristics of TCM.
Aim: Based on high-reliability organization theory, we construct an intelligent pharmaceutical service system with TCM character
istics to guarantee operational safety and reliability, and implement digital and intelligent management for pharmaceutical services.
Methods: The present study constructs a smart pharmaceutical service system with distinct TCM characteristics, grounded in HRO 
theory. Targeting the operational characteristics and service demands of clinical pharmacy in public hospitals, we established a digital 
intelligent pharmaceutical system with a “one center, two supports, six platforms” architecture under the guidance of high-reliability 
organization theory. Relevant evaluation indicators were compared pre- and post-implementation of the system, covering drug return 
rate, average approval turnaround time, clinician satisfaction, medical record compliance rate, PPI rational use rate, appeal review 
success rate of clinicians, proportion of ADR reports with proactive warnings, and monthly ADR reporting volume.
Results: Grounded in High Reliability Organization Theory, the smart pharmacy system integrates the functional modules of six 
major platforms and the unique strengths of traditional Chinese medicine. This system encompasses the entire spectrum of 
pharmaceutical service processes, including pre-event prevention, in-event intervention, and post-event evaluation, thereby forming 
a complete closed-loop quality management system. The Internet-based Hospital Quality Control Platform reduced the annual rates of 
refunds and drug returns. The Multidimensional Tiered Drug Scientific Management Platform shortened the average approval 
processing time and improved clinical physicians’ satisfaction. The Personalized Pharmacy Clinic Workstation enhanced the com
pliance rate of medical record quality control. The Homogenized Evaluation System increased the rational usage rate of proton pump 
inhibitors (PPIs) while reducing the success rate of clinical physicians’ appeals against evaluation results. The Adverse Drug Reaction 
(ADR) System raised the proportion of proactive monthly ADR reports as well as the total volume of ADR reporting.
Conclusion: By coordinating six major platforms, the smart-intelligent system achieves full-process and standardized management of 
pharmaceutical services. This framework not only enhances the quality and efficiency of pharmaceutical services in TCM (integrated) 
hospitals but also provides both theoretical underpinnings and practical pathways for the transformation of pharmaceutical service 
models.
Keywords: smart pharmaceutical services, high-reliability organization theory, traditional Chinese medicine hospitals, digital 
intelligence technology

Introduction
In 2021, six national departments, including the National Health Commission of China, jointly issued the Notice on 
Strengthening Pharmaceutical Management in Medical Institutions and Promoting Rational Drug Use.1 The document 
explicitly emphasized the need to strengthen the allocation of clinical pharmacists and develop specialized 
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pharmaceutical services based on patient needs and the characteristics of clinical treatment and further noted thatclinical 
pharmacists should actively participate in clinical treatment, providing services such as prescription review for inpatients, 
involvement in treatment planning, medication monitoring and evaluation, as well as patient medication education.2 In 
addition, it advocated for the proactive and sustainable development of “Internet Plus Pharmaceutical Services.” With the 
deepening of healthcare reform in China, pharmaceutical services have increasingly centered on patient-oriented care, 
characterized by multidisciplinary collaboration among healthcare professionals and the adoption of modern technologies 
to improve service quality and efficiency.3 The transformation of pharmaceutical services, therefore, requires continuous 
innovation in technology, service models, and research methodologies.4 This transformation has become a key require
ment for advancing the Healthy China strategy and for promoting pharmaceutical development within the framework of 
healthcare reform.5

In recent years, the rapid advancement of digital intelligence technologies has accelerated the integration of frontier 
fields such as artificial intelligence, big data, the Internet of Things, and cloud computing into hospital pharmaceutical 
services.6 These technologies have provided novel solutions for drug data mining and efficacy prediction, the develop
ment of clinical pharmacy information systems, and intelligent decision support for rational medication use.7 

Nonetheless, most technological innovations and application studies have concentrated on enhancing pharmaceutical 
services in general hospitals, while the unique characteristics of Traditional Chinese Medicine (TCM) hospitals have 
rendered their pharmaceutical services relatively underdeveloped in this domain.8 The particularity of TCM pharmaceu
tical services is reflected in multiple dimensions.9 First, they demand highly specialized supporting facilities. However, 
many hospitals face challenges such as incomplete infrastructure for decoction rooms and preparation laboratories, 
irrational functional layouts, outdated or missing equipment, and quality deficiencies.10 Second, in clinical practice, the 
application of TCM often involves the use of multiple formulae, with prescriptions that are inherently complex and 
highly variable. The processing of Chinese medicinal materials involves intricate techniques such as paozhi (traditional 
preparatory methods), while the selection, compatibility, and potential interactions of Chinese medicines add further 
layers of complexity. At the same time, the integration of Western medicine with TCM has become increasingly 
widespread and diverse. These characteristics significantly increase the challenges associated with pharmaceutical 
services in TCM hospitals. Clinical pharmacy services must therefore incorporate both Western and Chinese pharmacy 
practices, and should not be considered in isolation.11 Over the past few years, with the growing global influence of TCM 
and the rapid expansion of the TCM industry, the clinical workload related to TCM has steadily increased in hospitals. 
However, many institutions still lack modernized, integrated information management systems that operate across both 
desktop and mobile platforms. This deficiency poses risks and challenges to the timeliness and standardization of 
pharmaceutical service quality control, thereby limiting the ability to provide a robust scientific basis for clinical 
decision-making.12

High-Reliability Organization (HRO) theory originates from the study of organizations—such as nuclear power plants 
and aircraft carriers—that maintain exceptionally high levels of safety despite operating in high-risk environments.13 The 
High-Reliability Organization theory offers a critical leadership and governance framework for managing complexity and 
risk within healthcare systems. In highly dynamic, potentially hazardous, and multidisciplinary fields such as pharma
ceutical services, effective leadership extends beyond routine operational management to encompass the cultivation of an 
organizational culture that continuously identifies risks, adapts to change, and ensures safety. The five principles of HRO- 
preoccupation with failure, reluctance to simplify interpretations, sensitivity to operations, commitment to resilience, and 
deference to expertise—serve as concrete expressions of such leadership. Together, they form a systematic governance 
mechanism that enables healthcare organizations to maintain both safety and efficiency under conditions of uncertainty. 
Nevertheless, existing research on HRO applications in healthcare has largely focused on implementing individual 
principles or technical tools, with limited integration of the five principles into an actionable and replicable leadership 
framework.14,15 Such a framework is urgently needed to guide systematic risk management practices, particularly amid 
the ongoing digital transformation. This gap in knowledge constitutes the central problem that the present study seeks to 
address. The theory emphasizes reducing error rates through effective management and early-warning mechanisms in 
complex and high-stakes settings, thereby ensuring operational safety and reliability.16 In the past several years, HRO 
theory has been widely applied in hospitals, demonstrating positive outcomes in diverse areas such as anesthesia,17 
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surgery, nursing,15 pediatrics,18 and medical record quality control.14 In the context of hospital pharmaceutical manage
ment, the rising public enthusiasm for TCM, the increasing integration of Chinese and Western medicine, and the 
generally higher educational level of the population—which translates into greater expectations for healthcare services— 
place new demands on clinical pharmacists. They are now required to rapidly and accurately assess complex drug 
interactions within shorter timeframes and to ensure comprehensive, full-cycle management of pharmaceutical services. 
This includes everything from prescription review and medication education to drug management and adverse reaction 
monitoring, forming a closed-loop system. The application of HRO theory is particularly appropriate in this context, as 
its core principles—namely error prevention, process consistency, and continuous learning—are closely aligned with the 
fundamental priorities of pharmaceutical service management. Consequently, the establishment of a new paradigm of 
smart pharmaceutical services grounded in HRO theory is both feasible and of critical significance.19

Material and Methods
Based on this framework, this study operationalizes the five principles of HRO as a leadership framework. It addresses 
key dimensions of pharmaceutical service governance, including error prevention in internet-based medicine, reengineer
ing of complex medication management processes, coordinated safety control of Chinese and Western medicines, clinical 
pharmacy decision support, standardization of professional services, and optimization of data monitoring.20 Aligning 
these dimensions with the practical needs of clinical pharmaceutical services in public hospitals, this study leverages 
information technology to develop a digital and intelligent pharmacy system structured around “one center, two supports, 
and six platforms.” With patient safety and rational drug use as the core governance objectives, the system relies on two 
enabling platforms—Chinese and Western medicine knowledge graph technology and digital intelligence technology.21 

On this basis, it establishes six functional platforms: internet hospital quality control management, multi-dimensional and 
hierarchical medication scientific management and control, personalized pharmacy clinics, specialized clinical pharma
cist workstations, standardized prescription review, and real-time adverse drug reaction reporting.22 Through this 
architecture, the study translates HRO leadership principles into a feasible governance structure and technical pathway, 
thereby transforming pharmaceutical service models from passive response to active prevention and control, and from 
experience-driven to data-driven practice.23

Its technical architecture is divided into four layers. The first is the infrastructure layer, which comprises the cloud 
computing platform, network facilities, and Internet of Things (IoT) devices. The second is the data layer, consisting of 
a knowledge base for Chinese and Western medicines, a rule base for rational drug use, and a patient information 
database. The third is the application layer, which incorporates the six functional modules. The fourth is the presentation 
layer, which provides different user interfaces for pharmacists, physicians, and administrators. The system adopts 
a microservices architecture to ensure that each module can be independently developed and deployed while maintaining 
overall integration (Figure 1).

The functional module design of the six platforms (Table 1), together with the distinctive strengths of TCM (Table 2), 
supports the construction of a highly executable and standardized system. This system encompasses the entire process of 
pharmaceutical services, including pre-event prevention, intra-event intervention, and post-event evaluation, thereby 
forming a complete quality management closed loop.

Results
The smart pharmaceutical service system proposed in this study fully integrates the characteristics of TCM.24 By 
leveraging the TCM safety knowledge base and digital-intelligence technologies, it achieves comprehensive, full- 
process management of pharmaceutical services.25 The five core principles of HRO theory also play a pivotal role in 
the construction of this system.

Since the end of 2022, the Internet Hospital has launched a convenient TCM prescription dispensing channel, with the 
average daily number of prescriptions increasing from fewer than 100 initially to over 30,000 at present. The quality 
control platform of the Internet hospital fundamentally addressed the issue of “refunds for fees and medications due to 
improper medical orders occurring after patient payment and drug collection” through process redesign—specifically, by 
replacing the “post-dispensing reviewer” model with a “real-time reviewer at the point of order entry” approach. As 
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shown in Table 3, this intervention resulted in an absolute reduction of 2.64% in the rate of refunds and medication 
returns, and a relative reduction of as high as 86.56%. This decline empirically supports the effectiveness of optimizing 
the real-time prescription review process. The improvement not only reduces patient time burden and psychological 
frustration associated with refund procedures but also lowers friction costs in hospital operations, thereby achieving 
a dual enhancement in patient experience and operational efficiency. It should be noted, however, that patient refunds and 
medication returns are attributable to multiple factors; therefore, the observed changes can only partially account for the 
overall effectiveness of this intervention. The concurrent increase in average daily dosage (a proxy for service attrac
tiveness) and the steep reduction in refund rates (a proxy for service reliability) collectively delineate a coherent service 
upgrading pathway for Internet hospitals. This pathway is characterized by technological innovation (eg., real-time 
prescription review systems) as the foundational enabler and process redesign (advancing risk control nodes to pre- 
prescription stages) as the operational engine. Such an approach drives the transition of TCM dispensing services from 
a growth-oriented, volume-based model to a quality and efficiency centered paradigm, ultimately delivering a more 
streamlined and safer patient care experience.

The Multidimensional Hierarchical Drug Management and Control Platform enables refined classification manage
ment of drugs with varying regulatory requirements, such as temporary procurement drugs, key monitoring drugs, drugs 
with abnormal consumption patterns, and those requiring special control due to policy factors.26 This platform has 
transformed the previous extensive and loosely controlled management model into one of precision management.27 It not 
only strengthens supervision but also safeguards the legitimate and rational clinical demand for essential medicines, 
while simultaneously realizing multi-level precision management across physicians, medical teams, and clinical 

Figure 1 Construction framework of the smart pharmaceutical service system in public hospitals: Drawing on the characteristics and practical needs of clinical pharmacy 
services in public hospitals, we propose a smart-intelligent pharmaceutical service framework based on HRO theory, which is structured as “one center, two supports, and 
six platforms”. Specifically, patient safety and rational drug use form the central focus; the TCM-Western medicine knowledge graph and digital intelligence technologies 
serve as dual support platforms. On this basis, six integrated platforms are established: the Internet hospital quality-control management platform, the multidimensional 
hierarchical drug management and control platform, the personalized pharmacy outpatient workstation, the specialized clinical pharmacist workstation, the standardized 
prescription review system, and the real-time adverse drug reaction reporting system. Together, these platforms enable a full-process, intelligent, and standardized model of 
pharmaceutical services tailored to the unique requirements of TCM (integrated) hospitals.
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Table 1 Functional Module Design of the Platforms

Platform Functional Modules

Internet Hospital 
Quality-Control 

Management 

Platform

Online Prescription 
Review System: Real-time 

prescription review 

based on rule engines 
and machine learning 

algorithms.

Remote Pharmaceutical 
Service System: 

Supports medication 

consultation, patient 
education, and 

pharmaceutical science 

popularization.

Drug Distribution 
Management System: 

Interfaces with 

logistics systems to 
enable home delivery 

of medications.

Quality-Control 
Management System: 

Provides comprehensive 

monitoring of personnel 
qualifications, medical 

practices, and 

information security.
Multidimensional 

Hierarchical 

Drug 
Management and 

Control Platform

Multidimensional Drug 

Management: Covers 

temporary procurement, 
key monitoring drugs, 

drugs with abnormal 

usage, and drugs 
requiring special control 

due to policy.

Hierarchical Drug 

Management: 

– Object-level: 
hierarchical 

management based on 

“physician–medical 
team–department” 

– Drug-level: 

classification of 
antimicrobial drugs into 

unrestricted, restricted, 

and special-use 
categories.

Dynamic Adjustment 

Rules: Collects and 

analyzes clinical data 
in real time to 

dynamically adjust 

drug prescribing 
privileges.

Formulary Adjustment: 

Optimizes the hospital 

formulary based on 
clinical needs and 

prescription review 

outcomes to improve 
efficiency.

Personalized 
Pharmacy 

Outpatient 

Workstation

Medication 
Reconciliation: 

Automatically aggregates 

patient demographics, 
medication history, and 

laboratory/imaging 

results to optimize drug 
therapy.

Medication Evaluation: 
Assesses potential risks 

and benefits of 

treatment based on 
patient characteristics 

and prescriptions.

Individualized 
Medication 

Guidance: Provides 

tailored 
pharmaceutical 

advice considering 

patients’ specific 
conditions.

Follow-up Management: 
Plans follow-up schedules 

and records follow-up 

results.

Decision 
Support: Links 

with the rational 

drug use 
database to 

assist clinical 

decisions.

Specialized 

Clinical 
Pharmacist 

Workstation

Pharmacy Ward Round 

Records: Structured 
documentation of 

findings and intervention 

recommendations.

Patient Medication 

Record Management: 
Establishes and 

maintains a complete 

medication history.

Pharmacy 

Monitoring Plan: 
Develops 

individualized drug 

monitoring 
programs.

Medication Education 

and Consultation: 
Produces patient-friendly 

medication guidance 

materials and offers 
consultation services.

Pharmacy 

Consultation 
System: 

Supports 

multidisciplinary 
consultation 

requests and 

documentation.
Standardized 

Prescription 

Review System

Review Rule Engine: 

Built-in rules based on 

guidelines and expert 
consensus.

Fixed-Process Review 

Modules: Standardized 

modules tailored to 
different drug 

management 

requirements.

Consistency Check: 

Machine learning 

algorithms detect 
discrepancies 

between different 

pharmacists’ review 
results.

Feedback Learning 

Mechanism: Incorporates 

clinical appeal outcomes 
to continuously refine 

review rules.

Real-Time 

Adverse Drug 
Reaction 

Reporting System

Active Surveillance: 

Extracts potential 
adverse reaction 

descriptions from 

electronic medical 
records.

Simplified Reporting: 

Streamlined processes 
allowing rapid mobile- 

based reporting.

Intelligent Analysis: 

Automatically 
clusters and classifies 

ADR reports.

Real-Time Alerts: 

Monitors high-risk 
factors for severe or 

frequent adverse 

reactions and issues 
timely warnings.
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departments (Table 4). Through the integration of information technology and refined management, the multi- 
dimensional graded drug scientific control platform has delivered a marked enhancement in both approval efficiency 
and clinical satisfaction—two core metrics of pharmaceutical service quality. In the pre-implementation period, the 
average approval cycle for drug requests was 72 hours, posing a substantial risk of treatment delay under time-sensitive 

Table 2 TCM-Specific Features of the Platform Functions

Platform TCM-Specific Features

Internet Hospital 
Quality-Control 

Management 

Platform

TCM-Specific Function Settings: Includes 
configuration of preparation methods, 

decoction methods, decoction selection 

options, contraindication rules for 
prescription compatibility, and 

constitution-based diagnostic 

questionnaires prior to prescription.

One-Click Traceability of Chinese 
Medicines: Ensures strict quality 

control across all stages—medical 

records, prescription information, 
cultivation and processing, decoction, 

and logistics—achieving “end-to-end” 

traceability.

TCM Knowledge Dissemination: 
Pushes personalized health education 

materials on TCM based on patients’ 

medication history.

Multidimensional 

Hierarchical Drug 

Management and 
Control Platform

Integrated Management of Patent 

Medicines: Incorporates proprietary 

Chinese medicines into the platform for 
standardized management.

Abnormal Data Monitoring: Monitors 

off-label use of Chinese medicines, 

enabling timely analysis and 
intervention to prevent misuse.

Personalized 

Pharmacy 
Outpatient 

Workstation

Basic Information: Collects and organizes 

data on medicinal origins, properties and 
meridian tropism, therapeutic effects, and 

reported adverse reactions from case 

studies and literature.

Modern Research Integration: 

Establishes a personalized database 
for rational use of Chinese and 

Western medicines by incorporating 

pharmacological actions, 
pharmacokinetics, and drug–drug 

interactions.

Special Populations: Provides tailored 

guidance on TCM use in pregnant 
and lactating women, children, 

elderly patients, and individuals with 

hepatic or renal insufficiency, 
including considerations for 

combined use with Western 

medicine.
Specialized Clinical 

Pharmacist 
Workstation

TCM Monitoring: Focuses on the safe use 

of TCM and adverse reaction surveillance.

Drug Interaction Checks: Identifies 

potential risks of combined TCM and 
Western medicine use, highlighting 

compatibility issues.

Syndrome-Based Medication 

Support: Assesses the 
appropriateness of prescriptions by 

integrating patients’ TCM syndrome 

differentiation.
Standardized 

Prescription 

Review System

Syndrome-Treatment Consistency 

Evaluation: Assesses the alignment 

between prescriptions and TCM 
diagnoses.

Compatibility Analysis: Analyzes the 

structural rationality of formulae 

based on the principle of jun-chen- 
zuo-shi (sovereign, minister, assistant, 

and courier).

Dose Appropriateness Assessment: 

Evaluates the rationality of dosage by 

considering the properties of 
medicinal materials and patient 

constitution.

Table 3 Annual Rate of Prescription Refunds/Returns Before and 
After Implementation of the Internet Hospital Quality-Control 
Platform

Indicator One Year Before  
Implementation

One Year After  
Implementation

Annual refund/return rate 3.05% 0.41%

Table 4 Comparison of Performance Before and After Implementation of the 
Multidimensional Hierarchical Drug Management and Control Platform

Indicator One Year Before  
Implementation

One Year After  
Implementation

Average approval process time 72 hours ≤2 hours

Clinical physician satisfaction 85.12% 97.32%
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conditions such as emergency medication or temporary procurement. Post-implementation, the cycle has been com
pressed to ≤ 2 hours (Table 4), yielding an at least 36 fold acceleration in approval speed. This transformative 
improvement resolves the inefficiencies of the prior extensive management approach, robustly supports necessary and 
rational medication needs in daily clinical practice, and guarantees timely patient access to prescribed therapies. Clinician 
feedback represents the “gold standard” for assessing the effectiveness of pharmaceutical management interventions. The 
12.2% increase in satisfaction scores demonstrates that, following platform implementation, physicians are no longer 
burdened by protracted approval procedures, and their legitimate demands for rational drug use are reliably met. As 
a result, they demonstrate strong endorsement of the hospital’s managerial efficiency. Collectively, these findings indicate 
that the multi-dimensional graded drug scientific control platform has successfully harmonized strict regulatory control 
with agile service delivery, and the empirical evidence confirms a paradigm shift from extensive, process oriented 
management toward a refined, data driven, and scientifically grounded governance model.

To address the diverse needs of specialized outpatient clinics—such as the pharmacy clinic for chronic diseases, the 
pharmacy clinic for medication use in lactating women, and the PCCM (Pulmonary and Critical Care Medicine) clinic 
for cough and asthma—a personalized pharmacy outpatient workstation was developed. This was achieved by construct
ing an integrated knowledge base combining Chinese and Western medicine and by incorporating the intelligent quality- 
control–based 930 medical record internal quality-control system to ensure rigorous quality oversight of outpatient 
pharmacy records. The 8.14% increase in the medical record quality control pass rate (Table 5) provides intuitive 
evidence of a marked enhancement in the standardization of pharmaceutical outpatient medical record documentation. 
This improvement suggests that the overwhelming majority of medical records now meet standards of both standardiza
tion and normalization, substantially mitigating legal risks and closing management loopholes inherent in medical 
documentation practices.

With the expansion of clinical pharmacy teams and the growing need for homogenized management across multiple 
hospital campuses, the scientific rigor and accuracy of rational drug-use interventions have attracted increasing attention. 
The development of a standardized prescription review system is characterized by the establishment of a mature and 
reproducible model for rational drug-use evaluation. This includes the formulation of usage specifications, the creation of 
a point-based evaluation system, the development of modular review tools, and the establishment of feedback mechan
isms. Table 6 presents a compelling before-and-after comparison. In the pre-implementation year, the rational use rate of 
proton pump inhibitors (PPIs) stood at 85.11%, and the success rate of physician appeals against automated review 
decisions was notably high at 78.93%. One year post-implementation, the rational use rate increased sharply to 99.96%— 
a gain of 14.85 percentage points—indicating near-universal adherence to rational prescribing standards. In parallel, the 
appeal success rate fell to 58.13%, a decline of 20.8%. This bidirectional shift demonstrates two interrelated effects. First, 
prescribing behavior has been effectively disciplined through targeted interventions, including the establishment of 

Table 5 Quality-Control Pass Rate of Pharmacy Outpatient Medical Records 
Before and After Implementation

Indicator One Year Before  
Implementation

One Year After  
Implementation

Medical record quality-control pass rate 90.37% 98.51%

Table 6 Comparison of Performance Before and After Implementation of the PPI Standardized 
Prescription Review System

Indicator One Year Before  
Implementation

One Year After  
Implementation

Rational use rate of PPIs 85.11% 99.96%

Physicians’ success rate in appeals against review results 78.93% 58.13%
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standardized usage protocols and the development of modular clinical decision support tools. Second, the “real-time 
point-based evaluation + results feedback” mechanism has fostered greater consensus between clinicians and the 
pharmacy governance system. As a result, irrational medication use has been substantially curbed, while unproductive 
management friction has been significantly reduced. Collectively, these outcomes reflect a dual gain in medication safety 
and communication efficiency within a harmonized, multi-hospital quality management framework.

The Adverse Drug Reaction (ADR) system consists of two modules: real-time reporting and early-warning monitor
ing. In addition to digitizing the existing ADR reporting system, an ADR early-warning monitoring module was 
developed. This module integrates natural language processing (NLP) techniques to automatically extract drug-related 
adverse reaction keywords (eg., “rash,” “nausea”) from electronic medical records based on patients’ medication orders. 
A non-punitive reporting mechanism was also established to encourage clinical pharmacists to actively monitor ADR 
risks and proactively identify potential medication hazards, rather than relying solely on retrospective reporting. 
Indicators such as the proportion of proactively reported ADRs among the total monthly ADR reports and the overall 
number of ADR reports showed significant improvement (Table 7). Through the integration of natural language 
processing technology and a non-punitive reporting culture, the adverse drug reaction (ADR) monitoring system has 
transitioned from a passive, retrospective reporting model to an active, prospective early-warning system. Table 7 
provides robust evidence of this transformation. In the year prior to implementation, the proportion of monthly ADR 
reports originating from active early warnings was 0%; in the year following implementation, this proportion reached 10– 
15%. This shift signifies the hospital’s new ability to automatically capture potential medication risks. By scanning 
electronic medical records for pre-specified risk-related keywords, the system autonomously identifies hidden threats, 
addressing a long-standing blind spot in conventional manual surveillance. Over the same period, the total annual ADR 
report count increased steadily from 433 to 478, a net gain of 45 reports. This increase is jointly attributable to the 
motivating effect of the incentive-based reporting system on clinical staff and the additional detection capacity afforded 
by the new technology. Taken together, the adoption of an active early-warning mechanism expands the breadth of 
pharmacovigilance, relocates drug safety control earlier in the healthcare pathway, and—when coupled with the overall 
rise in reporting volume, collectively reinforces a more rigorous and forward-looking patient safety defense framework.

Discussion
A cross-sectional study covering 199 hospitals across 30 provincial-level administrative regions in China revealed that 
although 63.82% of medical institutions have initiated smart-pharmacy programs—particularly in prescription review, 
prescription evaluation, and Internet-based hospital services. However, the overall coverage of pharmaceutical services 
across the entire process remains suboptimal.28 Problems such as uneven development across different stages, insufficient 
full-process integration, and regional disparities persist.29 These challenges are particularly pronounced in public 
hospitals and are reflected in the following aspects: 1. Complex drug management: TCMs encompass a wide variety 
of categories and specifications, often requiring unique storage conditions, which significantly increases the difficulty of 
management. 2. Lack of scientific basis for clinical medication decisions: Data on TCM drug–drug interactions remain 
incomplete, and intelligent decision-support systems are lacking. 3. Inadequate monitoring and evaluation of medication 
use: Systems for adverse drug reaction monitoring are underdeveloped, with insufficient mechanisms for real-time 
reporting and analysis. 4. Low level of informatization: Information silos persist, and the efficiency of data collection, 
management, and analysis is poor. 5. Traditional service models: Services remain primarily focused on drug dispensing, 
while clinical pharmacy services are underutilized and insufficiently developed.

Table 7 Comparison of ADR Reporting Before and After Implementation of the ADR System

Indicator One Year Before 
Implementation

One Year After 
Implementation

Proportion of proactively reported ADRs among monthly reports 0% 10%-15%

Total number of ADR reports 433 cases 478 cases
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Moreover, research on the informatization of TCM faces several unique challenges. First, the degree of data 
standardization is low: TCM terminology lacks unified standards, prescriptions are highly complex in composition, 
and dosage descriptions are expressed in diverse ways.30 Second, the knowledge system is intricate: classical TCM 
theories—such as properties and meridian tropism (xingwei guijing) and the principle of sovereign, minister, assistant, 
and courier (jun-chen-zuo-shi)—are difficult to represent in structured data formats.31 Third, clinical evidence is 
insufficient: many Chinese medicines lack high-quality evidence from evidence-based medicine.32 Finally, specialized 
management requirements exist: aspects such as quality control of decoction pieces, decoction processes, and compat
ibility contraindications demand dedicated management systems.33 In response to these difficulties, scholars have begun 
exploring new research directions, including the construction of TCM knowledge graphs, data mining of adverse drug 
reactions associated with Chinese medicines. And the development of prescription recommendation systems. However, 
these efforts remain at an early stage of development overall.34

Against this backdrop, a key challenge for intelligent pharmacy lies in determining how to leverage digital and 
information technologies to build a clinical pharmacy system with distinct TCM characteristics. Furthermore, given the 
multiple complexities inherent in TCM pharmaceutical services, it is essential to establish mechanisms that can 
effectively address emergencies while ensuring rigorous quality control throughout the pharmaceutical service process.35

HRO are complex systems in which a large amount of personnel work within dynamic and potentially hazardous 
environments. Effectively managing unexpected events in HRO theory while maintaining safety and efficiency is an 
arduous task.36 The theory is grounded in five core principles, which, when applied to the construction of a smart 
pharmacy system, can be embodied as follows: (1) Preoccupation with failure: establishing a non-punitive adverse event 
reporting system that encourages proactive identification and reporting of potential risks; (2) Reluctance to simplify 
interpretations: acknowledging the inherent complexity of TCM usage and avoiding excessive simplification in clinical 
practice; (3) Sensitivity to operations: maintaining real-time monitoring to ensure continuous awareness of system 
performance; (4) Commitment to resilience: developing rapid response mechanisms to guarantee that problems are 
promptly addressed and resolved; (5) Deference to expertise: preserving clinical pharmacists’ decision-making authority 
within the system design to ensure professional judgment is respected.

Based on HRO theory, the construction of the smart pharmaceutical service system has achieved closed-loop 
management of pharmaceutical services, encompassing the entire process from prescription review and medication 
education to drug management and adverse drug reaction monitoring. The standardized prescription review software, 
with its built-in rule engine and intelligent allocation system, has addressed inconsistencies in pharmacists’ review 
standards, thereby improving the scientific rigor and consistency of review outcomes.37 The personalized pharmacy 
outpatient workstation integrates multidimensional patient information and establishes a collaborative knowledge base 
for rational drug use involving both TCM and Western medicine (Figure 2), enabling precise medication recommenda
tions for special populations and embodying the patient-centered service concept.

Furthermore, the Internet Hospital Quality-Control Platform has incorporated TCM standardized formula manage
ment and decoction guidance functions, while the refined drug management platform has established a classification 
system for proprietary Chinese medicines based on TCM theory.38 These designs have significantly enhanced the 
standardization and safety of TCM pharmaceutical services.

In addition, through the establishment of a incentive-based reporting system, real-time monitoring mechanisms, and 
rapid response processes, the framework has effectively reduced the risk of medication errors and improved the reliability 
of pharmaceutical services.39 In particular, the real-time ADR reporting system, integrated with natural language 
processing technology, enables proactive monitoring and intelligent analysis of adverse reactions, thereby providing 
strong support for clinical medication safety.40

Nevertheless, this study has certain limitations. On the one hand, the relatively low degree of standardization and 
structuring of TCM data may affect the accuracy and generalizability of the system.41 On the other hand, the 
implementation of a smart pharmacy system requires sustained investments in technology, personnel, and funding, 
which may pose challenges to hospital operations. Future research will further explore the application of artificial 
intelligence in constructing integrated TCM–Western medicine knowledge graphs and clinical decision-support tools,42 

promote the development of standardized datasets, and optimize the usability and scalability of the system.43
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Conclusion
This study responds to the dual imperatives of promoting high-quality development in TCM and transforming hospital-based 
pharmaceutical services. Using HRO theory as an overarching leadership and governance framework, the study addresses key 
structural challenges inherent in TCM hospital pharmaceutical services—namely, the complexity of polyherbal prescription 
combinations, the extensive co-administration of Chinese and Western medicines, and the need for specialized support 
management. In response, a novel smart pharmacy system was developed. Centered on the core goals of patient safety and 
rational medication use, the system integrates TCM and Western medicine knowledge graphs with advanced digital 
intelligence technologies. Through the synergistic operation of six major platforms, the system enables full-process, 
standardized pharmaceutical service management across multiple care settings. The resulting governance architecture not 
only streamlines clinical workflows and improves service efficiency but also significantly reinforces the organization’s 
capacity for proactive risk prevention and professional clinical decision support (Figures 1 and 2).

The empirical findings of this study suggest that effective healthcare leadership transcends the mere integration of 
technological tools. Instead, it fundamentally rests on the cultivation of an organizational culture capable of continuously 
detecting hazards, adapting to dynamic conditions, and preserving safety. In the system developed herein, the five 
principles of HRO theory have been translated into actionable governance mechanisms. Exemplary mechanisms include 
a reward-based ADR reporting system that encourages voluntary hazard identification, real-time monitoring systems that 
sustain operational awareness, and structural provisions that preserve clinical pharmacists’ professional discretion. 
Together, these mechanisms constitute a governance ecosystem defined by three core attributes: safety-centric priority 
setting, empirical (data-driven) decision-making, and professional empowerment. Such an ecosystem enables healthcare 
organizations to sustain reliable, stable performance in highly dynamic and potentially hazardous operational 
environments.

For healthcare managers, this study yields three actionable lessons for healthcare leaders and policymakers. First, the 
success of digital and intelligent transformation is not determined by the technical sophistication of the tools themselves, 
but by the presence of a well-aligned leadership framework that actively channels technological applications toward the 

Figure 2 Information system framework for rational medication use of Chinese medicines during pregnancy and lactation.
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core goals of patient safety and care quality. Second, governance structure design must uphold professional judgment as 
a core asset, avoiding the reduction of inherently complex pharmaceutical decisions into simplistic algorithmic outputs. 
Failure to do so risks eroding the professional identity and clinical accountability of pharmacists. Third, achieving service 
homogenization across multiple hospital campuses and diverse clinical scenarios necessitates unified governance 
standards and interoperable data platforms, rather than overreliance on administrative flat or fragmented local pilots.

This study makes two primary contributions. First, it enriches the application scenarios of High Reliability 
Organization theory within the domain of TCM management. Second, it provides a replicable governance pathway for 
the digital transformation of public hospitals, especially TCM hospitals. At the same time, the study reveals persistent 
practical challenges, notably the lack of structured TCM data and the urgent need for enhanced investments in digital 
infrastructure and clinical informatics talent. To address these gaps, future research and practice should further integrate 
artificial intelligence and big data analytics to advance the integrated Chinese and Western medicine knowledge graph, 
promote the standardization of clinical datasets, and iteratively refine system functions and user adaptability. These 
efforts will drive the vertical evolution of pharmaceutical services toward greater precision, intelligence, homogenization, 
and end-to-end process integration, ultimately providing solid support for the high-quality development of TCM and 
pharmacy under the Healthy China strategy.
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