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Abstract: Antimicrobial resistance (AMR) represents a pressing public health threat of the 21st century, with an estimated ten million 
deaths annually from drug-resistant infections by 2050. Diminishing pipelines and the accelerating emergence of multidrug-resistant 
pathogens make the development of novel antibacterials more urgent than ever. Antimicrobial peptides (AMPs) are among the most 
promising alternatives to conventional drugs, exhibiting broad antimicrobial spectra, rapid kinetics, and mechanisms that are difficult 
for bacteria to circumvent. However, the problem of discovering and engineering clinically useful AMPs with desirable properties out 
of large sequence spaces remains unsolved by traditional approaches. Machine learning (ML) enables fast screening of millions of 
compounds, generation of de novo sequences with predicted therapeutic potential, and simultaneous multiobjective optimisation of 
efficacy, safety, stability, and manufacturability. This review provides a critical appraisal of the current advances and prospective 
directions in computational discovery of AMPs that can combat resistant strains, focusing on available resources for machine learning 
in the domain of bioinformatics, evaluation of existing approaches to modeling peptide structure, activity, and interactions ranging 
from classical ML algorithms to DL and generative artificial intelligence (AI) models, and a practical roadmap of how the AMP 
discovery pipeline could proceed towards animal studies and clinical application through the use of active learning, fine-tuned protein 
language models, structural graph neural networks, and other modern techniques. Finally, we discuss challenges that may hinder 
a successful transition from ML-assisted design to the clinic and offer actionable recommendations to overcome them. 
Keywords: antimicrobial peptides, antimicrobial resistance, machine learning, DL, protein language models, drug discovery, clinical 
trials, geometric DL

Introduction
The Global Antimicrobial Resistance Crisis
Antimicrobial Resistance (AMR) poses an unprecedented threat to public health in the 21st century, having the potential 
to reverse many of the gains made in medicine in the last century. According to the World Health Organisation (WHO), 
AMR ranks among the top 10 global health threats of the present era.1,2 Economically, the cost of AMR is expected to 
reach USD 100 trillion globally by the middle of the century, driven by higher healthcare costs and lower productivity.3 

The AMR is a predictable outcome of evolution driven by the widespread use of antibiotics in clinical settings, 
agriculture, and veterinary medicine.2,4,5 The resistance mechanisms utilised by bacteria are varied and include enzyme- 
based inactivation of antibiotics (eg., beta-lactamases), target modification (eg., fluoroquinolones), overexpression of 
efflux pumps, which reduce intracellular drug concentration, and altered membrane permeability, which reduces drug 
uptake into the cell.5–7 The group of bacteria known as ESKAPE pathogens (Enterococcus faecium, S. aureus, Klebsiella 
pneumoniae, A. baumannii, Pseudomonas aeruginosa, and Escherichia coli) is the most dangerous hospital-acquired 
microorganism due to their high propensity to acquire resistance determinants.8,9
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The Priority Pathogens List was published by the WHO in 2017 and recommended a set of pathogens for research and 
development in terms of new drugs. This classification is based on 12 families of bacteria and prioritises critical, high- 
priority, and medium-priority pathogens according to their antibiotic resistance patterns and the urgency of innovation 
(Figure 1).2 Critical-priority pathogens include carbapenem-resistant A. baumannii, carbapenem-resistant Pseudomonas 
aeruginosa, and carbapenem-resistant Enterobacteriaceae with additional resistance to third-generation cephalosporins. 
These pathogens cause nosocomial infections, such as ventilator-associated pneumonia, bacteremia, and wound infec
tions, that are increasingly resistant to available therapies.10 High-priority pathogens include methicillin-resistant 
Staphylococcus aureus (MRSA), vancomycin-resistant Enterococcus faecium, extensively drug-resistant Neisseria 

Graphical Abstract

Figure 1 WHO priority pathogen categories with projected AMR mortality timeline.
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gonorrhoeae, and other types of bacteria. Unfortunately, the pipeline of antibiotics is far from adequate. Only 12 new 
drugs were registered between 2010 and 2020; the majority were modifications of existing antibiotic groups.7,11 Figure 1.

The primary impact of AMR is far-reaching, affecting a variety of systems beyond the clinical outcomes of antibiotic- 
resistant patients. Examples of medical services where the absence of effective antibiotics increases the risk to patients 
include organ transplantation, chemotherapy, cardiothoracic surgery, and even non-abortive childbirth.12 What was once 
thought of as a dystopian future in which minor infections could be fatal due to the lack of effective antibiotic therapy has 
now become a clinical reality, experienced daily in nearly every health care facility globally. This dire need for 
alternative antimicrobial agents that can bypass or circumvent current mechanisms of resistance, while minimising the 
potential for developing new resistance to those products, has prompted many scientists to search for new antibiotics and 
to increase the use of current antibiotics.13

Antimicrobial Peptides as a Therapeutic Frontier
As promising candidates to replace current antibiotics, antimicrobial peptides (AMPs) represent an extremely interesting 
group. Known as host defence peptides (HDPs), AMPs are conserved peptides found in almost all kingdoms on Earth, 
including bacteria, fungi, plants, insects, amphibians, and mammals.13 These polypeptides consist of 10–100 amino acids 
and demonstrate broad-spectrum antimicrobial activity toward bacteria, fungi, viruses, and some protozoans.14

The mechanism of action of AMP is completely different from that of classical antibiotics, which primarily target 
microbial biosynthetic pathways (including cell wall synthesis, protein synthesis, and nucleic acid replication).15 Unlike 
conventional antibiotics, AMPs primarily bind to the membrane surface via electrostatic forces, interacting with the 
negative charges of the cationic peptides (such as phosphatidylglycerol, cardiolipin, lipopolysaccharides (LPS) in Gram- 
negative bacteria, and lipoteichoic acid in Gram-positive bacteria).16 Subsequent binding results in the formation of pores in 
the cell wall, leading to membrane destruction. Disruption occurs through various mechanisms, including barrel stave 
formation, the toroidal pore hypothesis, the carpet mechanism, and micelle formation.17 Since disruption occurs via 
physical mechanisms, resistance to AMPs cannot develop easily, as significant changes in membrane structure are required.

In addition to acting directly on the cell membrane, many AMPs can penetrate microbial membranes to target intracellular 
components that inhibit processes such as DNA replication, RNA transcription, protein biosynthesis, or enzyme catalysis.18 

Moreover, some AMPs possess immunomodulatory activities that stimulate innate immunity, regulate cytokine secretion, and 
induce wound healing.19 The diverse range of activities makes AMPs an attractive option for treating infections in 
immunocompromised individuals. Lastly, some AMPs possess strong antibiofilm properties, destroying biofilm matrix 
structures and eliminating persister bacteria that are known to resist conventional antibiotics.20

There are several distinct benefits to using AMPs instead of conventional antibiotics. First, their broad spectrum of 
activity obviates the need to identify the causative agent before administering treatment, which is essential in cases of 
sepsis and other emergent infections.21 Unlike conventional antibiotics, AMPs exert rapid effects and can kill pathogens 
within a few minutes after administration, whereas antibiotics can only suppress bacterial growth for extended periods.22 

The diverse mechanism of action minimises the likelihood of developing resistance to AMPs, a notion consistently 
validated by serial passage experiments, in which resistance to subinhibitory levels of AMPs was rarely observed.23 

Lastly, AMPs enhance the efficacy of antibiotics when used in combination therapies, thereby extending the therapeutic 
potential of conventional medications while limiting the selection pressure for resistance.24

Despite the enormous potential benefits of therapeutic use of AMP, there have been multiple substantial barriers to the 
clinical translation of these candidate therapies. Many naturally occurring AMPs exhibit cytotoxicity, most notably due to 
their significant hemolytic activity against human erythrocytes, which greatly limits their therapeutic index.25 Due to their 
susceptibility to proteolytic degradation by both host and pathogen proteases, AMPs have very short plasma half-lives, 
typically measured in minutes rather than hours.26 Manufacturing costs for therapeutic peptides are significantly greater 
than for small-molecule antibiotics. As such, there are issues regarding both commercial viability and access to AMPs in 
resource-limited settings, where AMR typically poses the largest burden.27 Finally, because AMPs are poorly absorbed 
from the intestine due to degradation by digestive proteases and limited intestinal absorption, they typically require 
parenteral administration (as opposed to enteral routes), which contributes to the complexity of their clinical deployment.28
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The Computational Revolution in Antimicrobial Peptides Discovery
The combination of rapidly growing biological sequence databases, advancements in high-performance computing, and 
breakthroughs in artificial intelligence (AI) and machine learning (ML) has led to major changes in AMP discovery 
research.29 Conventional approaches to AMP discovery have relied heavily on natural product screening, rational design 
based on structure–activity relationship studies, and combinatorial library construction—approaches that can be rather 
laborious and provide only narrow coverage of the immense search space of AMPs.30 The number of distinct peptide 
sequences of 20–50 residues using the standard 20-amino-acid alphabet is staggeringly large, rendering exhaustive 
screening experiments infeasible even with high-throughput technologies. Computationally driven strategies for AMP 
discovery, especially those that rely on ML, offer an alternative to experimentally intensive techniques. They use known 
AMP data to learn regularities and predict the antimicrobial activity of a novel sequence without the need for costly 
synthetic or biological experiments.31 Computational studies of early stages in the development of AMP predictors have 
focused on classic ML techniques such as SVM, RF, and logistic regression, which use handcrafted sequence feature 
representations as input.32

This article critically reviews the present and anticipated future of AMP discovery using ML. The various databases 
and computational tools are extensively surveyed for their applicability to AMP discovery. Furthermore, the strengths 
and limitations of the various ML architectures are discussed, and a translational pathway connecting computational 
design to animal trials to clinical studies in humans will be outlined. Lastly, key impediments to the full realisation of AI- 
based AMPs will be assessed. Both discriminative models for predicting in vivo activity and generative models designed 
de novo will be discussed, with emphasis on combating antibiotic-resistant pathogens.

Antimicrobial Peptides
AMPs have been found in all known living organisms, and the first AMP was likely found in a plant. In the 1960s, before 
the advent of large-scale research, it was first discovered that milk contained a protein called lactoferrin, and that frogs 
contained a similar protein called bromin. Although these factors were researched in the mid-1990s, and researchers 
originally established a significant role in insect immunity by showing that when the genetic coding for AMPs was 
removed, fruit flies were susceptible to potent fungal pathogens.33,34

Mechanism of Action of Antimicrobial Peptides
Previously, the specific functional mechanism of AMPs had been a point of scientific debate. The first assumption was 
that the role of AMPs in bacteria was limited to their ability to permeabilize and destabilise cellular membranes. In 
contrast, more recent studies have shown that many peptides, when added to bacteria, gained access to the bacterial 
membrane without damaging it, and subsequently accumulated within the bacterial cytoplasm to inhibit several essential 
pathways in the bacterial cell, including nucleic acid synthesis, protein synthesis, cell division, and cell wall synthesis. 
Here, we present examples of the various mechanisms through which peptide antibiotics exert their effects.33,34 Table 1.

Cell Membrane Lysis
Most AMPs are classified as membrane-disrupting agents. During the initial phase of interaction, these molecules form 
electrostatic interactions with anionic lipid structures exposed on the bacterial surface, such as LPS in Gram-negative 
bacteria and lipoteichoic acids (LTA) in Gram-positive bacteria. This interaction initiates destabilisation of the anionic 
phospholipids, resulting in pore formation and ultimately cell death as cellular contents leak. The most recognised 
mechanisms by which AMPs disrupt cellular membranes to kill microorganisms are the barrel-stave, carpet, and toroidal 
models.76,77 As proposed by the barrel-stave model, peptides orient to bind to cellular membranes, leading to their 
aggregation into a bilayer. The greater the assembly, the more likely hydrophilic peptides will create a pathway to the 
interior of the membrane, while hydrophobic peptides will conjugate near the lipid core. The carpet model proposes that 
when peptides become immersed in the cell membrane’s outer phospholipid layer, their incorporation into the membrane 
causes it to break apart, as if by a “detergent,” eventually allowing them to form a relatively permanent film (ie., 
a carpet). Integrated peptides generate aggregation in the toroidal model, and lipid monolayers must constantly flex as 
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Table 1 Mechanisms of Human and Nan-Human AMP Resistance in Nosocomial Gram-Positive Bacteria and Mycobacterium Tuberculosis

Bacteria AMPs Mechanisms and Regulatory Pathways of 
Antimicrobial Peptide Resistance

Correlation of AMP with Pathogenicity 
and Virulence

Gene(s) 
Involved in 
Resistance

Refs

Staphylococcus 
aureus

LL-37 

Haloganan

Degradation by metalloprotease aureolysin Not required aur [35,36]

LL-37 Degradation by V8 glutamylendopeptidase (serine protease) Virulence and in vivo growth sspA [35,36]

LL-37 

Lactoferrin

Inhibition by iron-regulated surface determinant A Initial stage of abscess formation after IV 

infection

isdA [35–37]

Lactoferricin 

Tritrpticin 

Human defensins

Inhibition by staphylokinase Establishment of skin infections agr locus [35,36,38]

Host lysozyme O-acetylation of peptidoglycan In mice, septic arthritis Anti-inflammationIn 

mice, it inhibits T-helper cell polarisation.

oat [35,39]

Group IIA phospholipase A2 

HBD-3

WTA-mediated protection Induction and progression of endovascular 

infection (rabbit model of infective 
endocarditis), adherence to human epithelial 

cells, biofilm formation, colony spreading, 

and virulence in mammals

tagO [35,40]

Nisin, 

HNP1–3 
Gallidermin, 

Protegrins 3 and 5, 

Tachyplesins-1 and 3, 
Magainin-2, 

tPMP-131

D-alanylation of TAs In mice, sepsis and septic arthritis dlt (agr) [35,41]

Daptomycin Alteration of cytoplasmic membrane lipid composition Unknown pgsA and cls2 [35,42]

Defensins Lysinylation of PG Systemic infection mprF/lysS [35,43]

Defensins and LL-37 Active ABC efflux Skin infection pmtABCD [35,44]

tPMP Plasmid-mediated active MFS efflux Endovascular infections qacA [35,45]

Nisin, 
LL-37, 

HBD3, 

Indolicidin,

TCS induces AMP resistance Kidney infections graRS and apsSX/apsR [46]

Nisin, 

LL-37, 
HBD3, 

Indolicidin,

Active ABC efflux Hemolytic activity, expansion of 

subcutaneous abscesses

vraFG [35,47]

(Continued)
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Table 1 (Continued). 

Bacteria AMPs Mechanisms and Regulatory Pathways of 
Antimicrobial Peptide Resistance

Correlation of AMP with Pathogenicity 
and Virulence

Gene(s) 
Involved in 
Resistance

Refs

Staphylococcus 
epidermidis

LL-37, 
HBD-3, 

Anionic dermcidin

Inhibition by EPS Resistance to PMN killing ica [35,48]

Group 
A Streptococcus

LL-37 Degradation by cysteine-proteinases SpeB is highly expressed in vivo and 

colocalises with LL-37 in human tissue 
samples

speB/ideS (covRS also 
known as csrRS)

[35,49]

LL-37 Capsule (hyaluronic acid)-mediated repelling Survival in neutrophil extracellular traps hasABC (covRS) [49,50]

LL-37 Secreted and surface-bound inhibitory proteins Skin or systemic infection emm1 (Fimbrial M1 
proteins)

[51]

LL-37 Systemic dissemination and virulence ska streptokinase [35,52]

LL-37 

Defensins

Skin infection sic [35,53]

LL-37 

Defensins

Shedding of host proteoglycans that bind cationic AMPs Skin infection lasA and speB [35,54]

LL-37 Cleavage by GRAB Skin infection speBgrab [55]

LL-37 Regulatory systems sensing and inducing AMP resistance In vivo induction by LL-37 covRS [56]

mCRAMP Competitive advantage crgR [57]

LL-37, 

Polymyxin B, 

Lysozyme

D-alanylation of TAs Resistance to neutrophil killing, adhesion, 

and invasion (pharyngeal epithelial cells)

dlt [58]

SalA 

SalA1 lantibiotics

Active ABC efflux Intramacrophage survival salY [58]

Defensins Manipulation of host AMP production Unknown Unknown [59]
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Group 
B Streptococcus

Nisin, 
LL-37, 

Polymyxin B, 

Colistin,

TCS regulatory pathways Sepsis and pneumonia liaR and covRS [35,60]

mCRAMP 

Lyzozyme

Intracellular survival within neutrophils, 

murine macrophages and the human brain 
microvascular endothelial cells

ciaR [35,61]

LL-37, 
CRAMP, 

Defensins

Competitive binding/inactivation by PBP1a AntiphacocyticPulmonary infection and 
sepsis

ponA (liar) [35,62]

LL-37 

Colistin 

mCRAMP

Sequestration by pili Based on the human and animal models, 

invasion and paracellular translocation 

mediate resistance to phagocytic killing and 
virulence

pilB (liar) [35,63]

D-alanylation of TAs Pulmonary or systemic infection dlt (dltSR) [35,64]

Streptococcus 
pneumoniae

Apolactoferrin Inhibition by pneumococcal surface protein A Pneumococcal infection pspA [35,65]

Polymyxin B 

HNP-1

Neutralisation by free anionic capsular polysaccharide Unknown cps [35,66]

Nisin 

Gallidermin

D-alanylation of TAs Competitive advantage in murine model of 

pneumococcal pneumonia

dlt (ciaRH) [35,67]

Nisin, 

LL-37, 
Bacitracin,

Active ABC efflux Unknown macAB homolog [35,68]

LL-37, 
Defensins, 

CRAMP

Active MFS efflux Unknown mefE [35,68]

Lysozyme N and O-acetylations of peptidoglycan Colonisation of the upper respiratory tract pgdA and adr [35,69]

(Continued)
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Table 1 (Continued). 

Bacteria AMPs Mechanisms and Regulatory Pathways of 
Antimicrobial Peptide Resistance

Correlation of AMP with Pathogenicity 
and Virulence

Gene(s) 
Involved in 
Resistance

Refs

Enterococcus 
faecalis

LL-37 
HYL-20

Degradation by gelatinase Peritonitis gelE [35,49]

HYL-20 Degradation by serine proteases Peritonitis sprE [35,70]

Neutrophil-derived α- 

defensins

Shedding of host proteoglycans and neutralisation of AMPs Unknown gelE [35,54]

Nisin, 

Colistin, 
Polymyxin B

D-alanylation of TAs Unknown dlt [35,71]

Defensins 
Daptomycin

Lysinylation of phospholipids Bacteremia mprF1 and mprF2 [35,72]

Daptomycin 
Telavancin

Alteration of the localisation of cardiolipin microdomains Unknown liaR [35,73]

Lysozyme O-acetylation of peptidoglycan Survival in peritoneal macrophages EF_0783 [74]

Mycobacterium 
tuberculosis

HNP-1 
Lysozyme

Lysinylation of PG Respiratory infection lysX [35,75]
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they pass through the pores.10,31 The combined mechanism provides the surface of the core protein as determined by the 
polar regions of the lipids in conjunction with the integrated polypeptide chains.78,79

Non-Permeabilising Mechanism (Targeting Intracellular Components)
Recent findings show that AMPs kill by mechanisms distinct from membrane perturbation. Two examples may be 
illustrative: both peptides penetrate membranes and kill by targeting intracellular components, or by inhibiting nucleic 
acid and protein biosynthesis, or even cell wall biosynthesis and division.78

Inhibition of Cell Wall Synthesis
The bacterial cell envelope provides structural support and prevents osmotic lysis; its function is paramount. Antibiotics, 
including penicillin and cephalosporins, cause bacterial cell death by targeting the cell envelope, which confers selective 
toxicity because it is unique to prokaryotic cells, and (most) mammalian cells do not possess similar features. Several 
studies have shown that certain AMPs do not diffuse into membranes, nor do they cause inner K+ loss or ATP leakage. In 
contrast, research has shown that plectasin ultimately leads to bacterial death by blocking envelope turnover by binding 
lipid II. This bacterial death mechanism is observed with membrane-acting antibacterial peptides such as lipopeptides 
(daptomycin) and lantibiotics (mersacidin), as well as bacteriocins, and with nisin, a commonly used food preservative 
that kills bacteria by binding lipid II to form pores, leading to leakage and cell death. In other studies, nisin has been 
shown to competitively bind lipid III or IV and effectively prevent the formation of teichoic or lipoteichoic acids. N- 
acetylmuramoyl-L-alanine amidase is an autolysin that was activated in Staphylococcus simulans by nisin, and also by 
Pep5 (an AMP), which ultimately caused lysis of the bacteria77,80,81 Table 2.

Inhibition of Nucleic Acid and Protein Synthesis
Peptides that translocate through bacterial membranes inhibit cellular DNA, RNA, and protein synthesis. The short 21- 
residue peptide buforin II gains access and accumulates inside bacteria without disrupting their cell membranes. The 

Table 2 Selected AMP with Bacterial Membrane Depolarisation

AMPs Source of 
AMP

Structure 
of AMP

Target 
Bacteria

Target Sites Administration Refs

LL-37 

(hCAP18)

Human α-helical Hard-to-heal 

venous leg ulcers

Membrane lipids with a negative charge, 

bacterial cell wall constituents such as LPS 
and LTA, and internal cellular targets 

including DNA, RNA, and acyl carrier 

protein.

Wound bed 

preparations

[35,82]

Nisin Lactococcus 

lactis

Cyclic Broad-spectrum, 

food preservative

Inhibit cell wall synthesis Undefined; oral 

or IP in animal 
models

[35,83]

Colistin Bacillus 
colistinus

Cyclic MDR G- 
infections

Separation of positive inter-LPS 
connections, destabilisation of the 

membrane, and, finally, bacterial lysis.

Topical, oral, IV [35,84]

Brilacidin Synthetic Linear Staphylococcus 

spp. skin 

infections

Bacterial cell membrane Topical and 

mouth rinse

[35,85]

Polymyxin B Bacillus 

polymyxa

Cyclic MDR G- 

infections

Interacting with the LPS through an 

electrostatic attraction between the 
positively charged polymyxin molecule and 

the negatively charged lipid A portion of 

the LPS.

Topical, oral, IV, 

ophthalmic, 
aerosolised

[35,86]

(Continued)
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buforin peptide translocates via the Pro11 hinge, which can transport otherwise non-cell-permeable peptides into cells. 
Internalisation of buforin II led to cell death, given its affinity for bacterial DNA and RNA, which affected their cellular 
functions. The robust binding affinity with nucleic acids indicates that buforin II is similar to the N-terminal of histone 
H2A, as peptoids like the dermaseptin, defensin, and pleurocidin have also been shown to inhibit bacterial nucleic acid 
and protein synthesis through impeding radioactive precursors (thymidine, uridine, and leucine) during macromolecular 
biosynthesis.79,95 Insects contain proline-rich AMP such as pyrrhocoricin, drosocin, and apidaecin. These peptides act 
non-lytically to kill bacteria; they then use SbmA to enter bacterial cells, where they accumulate and target or bind to their 
structures. Proline-rich peptides are found to bind DnaK from bacterial lysates with high affinities at low micromolar 
concentrations. However, DnaK is not the principal target of proline-rich peptides, as DnaK null mutants were shown to 
be more sensitive to proline peptides than wild-type strains, indicating DnaK was not the target of proline-rich peptides. 

Table 2 (Continued). 

AMPs Source of 
AMP

Structure 
of AMP

Target 
Bacteria

Target Sites Administration Refs

Daptomycin Streptomyces 
roseosporus

Cyclic G+ skin 
infections, 

endocarditis, and 

bacteremia

The cellular membrane of Gram-positive 
bacteria, notably S. aureus, exhibits 

calcium-dependent characteristics. Its 

incorporation into the membrane disrupts 
its functional integrity and depolarises its 

membrane potential, leading to the 

expulsion of cytoplasmic ions, such as 
potassium, and ultimately causing the death 

of the bacterial cell.

IV [35,87]

Murepavadin Synthetic Cyclic Pseudomonas in 

cystic fibrosis

The conveyance of LPS in Gram-negative 

bacteria is critically dependent on 

Lipopolysaccharide transport protein 
D (LptD), an outer membrane protein.

IV and eFlow® 

nebulizer system

[35,88]

Gramicidin 
S

Brevibacillus 
brevis

Cyclic Broad spectrum; 
wound 

infections, 

conjunctivitis, 
genital ulcers

Disruption of the bacterial cell membrane’s 
lipid bilayer occurs, leading to its 

destruction.

Ophthalmic and 
topical 

preparations

[35,89]

hLF1-11 Synthetic Linear MDR 
A. baumannii, 
MRSA, Lm, E. coli, 
and Kp

It can affect bacteria by directly interfering 
with their cell membranes and cell walls.

IV [35,90]

LTX-109 Synthetic Cyclic G+ skin 

infections, anti- 
MRSA and VRSA

Bacterial cell membrane. Topical or nasal [35,90,91]

Omiganan Synthetic Linear Skin and catheter 

infections, 

antisepsis

Cytoplasmic membrane. Topical [35,92]

Melimine Synthetic Random 

coil

Contact lens 

colonisers, anti- 
biofilm

_______ Ocular [35,93]

Pexiganan Synthetic α-helical Infected diabetic 
foot ulcers

Bacterial cell membrane. Topical [35,94]
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Proline-rich peptides have been shown to bind strongly to the 70S ribosomal subunit and, at nanomolar concentrations, 
inhibit protein translation efficiently. Crystallography has recently reported an oncocin derivative that inhibits translation 
at the 70S ribosome. It was shown that the peptide acts, apparently, in the ribosomal exit tunnel to disrupt the binding of 
aminoacyl-tRNA.96,97 Figure 2.

Antimicrobial Peptides-Producing Bacteria
The production of AMP most likely gives the bacteria a competitive advantage by eliminating competing bacteria from 
their niche. These bacteriocins are often more potent than innate immune AMPs. The resistance gene is normally located 
close to the biosynthesis genes, and is generally involved in self-protection by producers. Resistance genes can be found 
in chromosomes and/or mobile genetic elements. These immunity proteins have efflux pumps, bacteriocin enzymes, or 
target competitors when acting in immunity. Staphylococcus epidermidis has an example of epidermin immunity. The 54- 
kb plasmid encodes a peptide that has production and immunity functions. The peptide is exported from the cytoplasmic 
membrane by the EpiFEG ABC transporter, providing immunity.98,99

Nisin is a widely studied bacteriocin used as a food preservative, as shown in Table 3. The nisin resistance genes in its 
producer, Lactococcus lactis, can be transferred to other bacteria, conferring immunity to nisin. Foodborne bacteria can 
also develop nisin resistance. The frequency of spontaneous nisin resistance in Listeria monocytogenes ranges from 10–2 
to 10–7, depending on the strain and conditions. Mechanisms of nisin resistance can involve changes to the bacterial cell 
wall/membrane composition, protection of lipid II, and secretion of enzymes. These examples demonstrate that bacteria 
can develop resistance to AMPs and indicate the potential for existing natural determinants for resistance to spread if 
selected.76,100 Table 3.

Figure 2 How AMP fight bacteria: proposed models. Through interactions with membranes, AMPs exert their direct germ-killing mechanism by increasing membrane 
permeability, rupturing the cell membrane, or causing leakage of intracellular material, ultimately leading to cell death. Membrane-pore formation is primarily explained by 
four models, specifically the barrel-stave, toroidal-pore, carpet, and aggregate models. After the AMPs pass through the phospholipid membrane, their hydrophobic 
components associate with the inner hydrophobic region of the bilayer, while their hydrophilic components remain on the exterior. AMPs employ another bactericidal 
mechanism by permeating the cytoplasm and interacting with internal cellular components, including obstructing DNA, RNA, and protein synthesis; disrupting protein 
folding; inhibiting enzyme function and cell wall synthesis; and promoting the release of lytic enzymes to demolish cellular architecture.
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Table 3 Mechanisms of Human and Nan-Human AMP Resistance in Nosocomial Gram-Negative Bacteria (Enterobacteriaceae and Non-Enterobacteriaceae) and Gram-Negative Cocci

Bacteria AMPs Mechanisms and Regulatory Pathways of 
Antimicrobial Peptide Resistance

Correlation of AMP with Pathogenicity and 
Virulence

Gene(s) Involved in 
Resistance

Refs

E. coli Lactoferrin Protease-mediated degradation Urovirulence (humans) degP [35,101]

LL-37, 

Protamine, 
C18G,

ompT 
degP

Polymyxin B Core oligosaccharide-mediated protection Unknown pmrD [35,102]

LL-37 Acylation of lipid A Unknown pagP 
lpxM (pmrAB and mgrB)

[35,103]

Polymyxin B, 

Colistin

Addition of 4AraN to lipid A Unknown arn (phoPQ, pmrAB, and 

mgrB)

[35,103]

Polymyxin B, 

Colistin

Addition of PEtN to lipid A Unknown eptA, eptB, eptC, and mcr 
(phoPQ, pmrAB, and mgrB)

[35,103,104]

Colicin, 

P6

Decreased entry via porins Unknown ompF [35,105]

Protamine, 
Magainin, 

Melittin

Peptidoglycan modification Unknown amiA and amiC (cpxRA and 
nlpE)

[35,106]

Bacitracin 

Colistin

Active ABC efflux Unknown macB [35,106]

Protamine Active RND and MFS efflux Unknown acrAB and emrAB (cpxRA) [35,107]

LL-37, 
HBD-1,

Transcriptional repression of host’s AMP 
production (ETEC)

Downregulation of kinase A, ERK MAP Kinase, and 
Cox-2 pathways (intestinal epithelial cells)

elt (heat-labile toxin- 
encoding gene)

[35,108]
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K. pneumoniae Polymyxin B, 

Lactoferrin

Capsule-mediated protection Pulmonary infection (mice) cps [35,109]

Histones O-antigen-mediated protection Unknown wcaI, cpsB, wcaJ, and cpsG [35,110]

Polymyxin B, 

Colistin, 

CP28, 
C18G Polymyxins (lpxL2, 

pagP, crrab),HNP-1, HBD-1, 

−2, and −3 (mgrB)

Acylation of lipid A Antiphagocytic, limits the activation of inflammatory 

responses by macrophages, and survival 

(G. mellonella); pneumonia (mice)

lpxMlpxL2 and pagP(mgrB 
and crrab)

[35,111]

Polymyxins Hydroxylation of lipid A Pulmonary infection (mice) lpxO (phoPQ) [35,112]

Colistin Addition of 4AraN to lipid A Same phenotypes as for lpxM mutant in 

G. mellonella

pmrHFIJKLM(phoPQ, pmrAB, 

and mgrB)

[35,113]

Colistin Addition of PEtN to lipid A Unknown eptA, eptB, eptC, and mcr, 
(phoPQ, pmrAB, and mgrB)

[35,114]

Polymyxin B 

Protamine

Activation of unknown systems dedicated to 

ameliorating AMP cytotoxicity

Pulmonary infection (murine) ompA [35,115]

LL-37 Active efflux (ABC family/K+-dependent) Systemic infection (mice) sapA [35,116]

Polymyxin B, 

HNP-1, HBD-1 and HBD-2, 

Colistin

Active efflux (RND-type) Pneumonia (mice) acrRABH239_3064 (crrAB) [35,117]

Polymyxins Hydroxylation of lipid A Pulmonary infection (mice) lpxO (phoPQ) [35,112]

(Continued)
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Table 3 (Continued). 

Bacteria AMPs Mechanisms and Regulatory Pathways of 
Antimicrobial Peptide Resistance

Correlation of AMP with Pathogenicity and 
Virulence

Gene(s) Involved in 
Resistance

Refs

Salmonella 
enterica

LL-37, 

C18-G

Endopeptidase-mediated degradation Unknown pgtE (phoPQ) [35,118]

Polymyxin B,C18G and PG-1 Acylation of lipid A Inflammation and septicemia in mice (msbB), minor 

effects (pagP),Required for full virulence (phoP)

lpxM (msbB) pagP (phoPQ) [35,119]

Polymyxin B Dephosphorylation of lipid A Low effects in mice (pagL and lpxR) pagL and lpxR (phoPQ) [35,120]

LL-37 Hydroxylation of lipid A Increased invasion of human epithelial cells and full 

virulence in animals (lpxO mutant)

lpxO (phoPQ) [35,119,121]

Defensins 

Polymyxin B

Addition of 4AraN to lipid A Gastrointestinal infection (mice) pmrHFIJKLM (phoPQ) [35,119]

Polymyxin B 

Colistin

Addition of PEtN to lipid A/core oligosaccharide Unknown eptA, eptBC (core), cptA 
(core) (pmrAB), mcr

[35,122]

Protamine, 

Magainin, 

Melittin

Peptidoglycan modification Unknown amiA and amiC (cpxRA and 

nlpE)

[35,107]

C18G Active efflux (ABC transporter) Intracellular survival (macrophages) macAB [35,123]

Protamine, 

Melittin, 

Polymyxin B

Active efflux (ABC family/K+-dependent) Gastrointestinal infection (mice) sapyejABEF [35,124]

P2, 

Polymyxin B, 
Murine,α-defensin cryptdin 4

Extracytoplasmic σE factor Gastrointestinal infection (mice) rpoE [35,125]

Shigella 
dysenteriae

LL-37 Manipulation of host AMP production Bacillary dysentery (human) Unknown [35,126]

Shigella 
flexneri

Histones O-antigen-mediated protection Unknown Unknown [35,127]

Rabbit α-defensin NP5 Alteration of host AMP production Repression of NF-kB-responsive genes (Caco-2 and 

HeLa cells, rabbits)

ospF (mxiE) [35,128]
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Proteus 
mirabilis

Cecropin B, 

Brevinin

Proteolytic degradation Unknown Unknown [35,128,129]

LL-37 Degradation by metalloprotease Urinary tract infection (mice) zapA [35,130]

Polymyxin B Addition of 4AraN to lipid A Unknown pmrAB [35,130,131]

Protegrin Active efflux (ABC family/K+-dependent) Unknown sap [35,131]

Burkholderia 
cenocepacia

LL-37, 

HBD-1

Degradation by zinc metalloproteases Chronic respiratory infection (mice) zmpB and zmpA (cepIR and 

cciIR)

[35,132]

Cathelicidins Inhibition by exopolysaccharides (mainly 

cepacian)

Lung infections of cystic fibrosis (humans) - [35,133]

Polymyxin B, 

Melittin, 
HNP-1

Blockage of AMP uptake by the LPS-heptosylated 

core oligosaccharide

Unknown waaF [35,134]

Polymyxin B Stabilisation of the inner membrane lipids Unknown ispH (LytB; isoprenoid 

synthesis) and hpnJ (encodes 

hopanoid)

[35,134]

Polymyxin B Protease-mediated protection (unknown role/ 

mechanism)

Unknown mucD (HtrA protease family) [35,134]

Polymyxin B Active efflux (MATE-type) Unknown norM [35,134,135]

Polymyxin B Addition of 4AraN to lipid A Unknown (mutants of 4AraN synthesis not viable) ugdBCAL2946 (two ugd in 

B. caepacia)

[35,134,135]

Polymyxin B Alternative sigma factor regulon (37 °C) Phagolysosomal fusion in macrophages rpoE [35,134,135]

Enterobacter 
cloacae

Polymyxin B 
Colistin

Active efflux (RND-type) Systemic infection (intraperitoneal mouse model) acrAB-tolC (soxSR)kexD/ 
(crrC)

[35,136,137]

Colistin heteroresistance Addition of 4AraN to lipid A Unknown arn (phoPQ and mgrB) [35,136,137]

Colistin Addition of PEtN to lipid A Unknown mcr [35,136,137]

Colistin heteroresistance Potential efflux mechanism mediated by an inner 

membrane protein

Unknown dedA (ecl) [35,136,137]

(Continued)
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Table 3 (Continued). 

Bacteria AMPs Mechanisms and Regulatory Pathways of 
Antimicrobial Peptide Resistance

Correlation of AMP with Pathogenicity and 
Virulence

Gene(s) Involved in 
Resistance

Refs

Acinetobacter 
baumannii

Polymyxin B Acylation of lipid A Unknown lpxL [35,138,139]

LL-37, 
Lysozyme, 

Lactoferrin

LPS-full-length-mediated protection Bacteremia (mice) lpxA, lpxC, and lpxD [35,138,139]

Polymyxin B Deacylation of lipid A Unknown naxD (pmrB) [35,138,139]

Polymyxin B, 
Colistin, 

HBD-3

Hydroxylation of lipid A Bacteremia (Galleria mellonella) Antiphagocytic 
(invertebrates and mammalian cells)

lpxO/pagQ [35,138,139]

Colistin Addition of PEtN to lipid A Increased virulence in G. mellonella ept, mcr (plasmid-encoded), 

(pmrAB and stkSR)

[35,140]

LL-37, 

Colistin (uptake),BMAP-28 

(binding), 
Colistin

Uptake by/binding to porins Virulence to the human airway epithelium, 

adherence to cells, and biofilm formation

ompAompW [35,141]

ColistinColistin 
heteroresistance

Active efflux (MFS and RND-types) Overexpression increased virulence in a pulmonary 
infection model

emrBadeABC [35,142]

Galiomycin, 
Gallerimycin, Lysozyme

Manipulation of host AMP production Bacteraemia (G. mellonella) lpxO [35]
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Pseudomonas 
aeruginosa

LL-37 Degradation by elastase Corneal infection (mice) las [35,143]

Polymyxin B Capsule-mediated protection Resistance to neutrophil-mediated killing cps [35,143]

LL-37, 
human α-defensins

Shedding of host proteoglycans Pulmonary infection (mice) lasA [35,143]

Polymyxin B Hydroxylation of lipid A Acquisition of loss-of-function mutations during 
chronic CF lung infection (mice)

lpxO [35,143]

Colistin, 
polymyxin B,

Addition of 4AraN to lipid A Cystic fibrosis (humans) pmrHFIJKLM (pmrAB, phoPQ, 
parRS, colRS, and cpsRS)

[35,143]

Colistin Addition of PEtN to lipid A Unknown eptA (only by ectopic 
expression in L-Ara4N- 

defective mutants) and mcr

[35,143]

Protamine Alteration of the membrane phospholipid 

composition

Unknown PA0920 [35,143]

Colistin, 

polymyxin B

Active efflux (RND family) Controversial and opposing roles since some 

mutations increase virulence

mexAB, mexCD, and mexXY [35,143]

LL-37, 

HBD-1, 

HBD-3

Stimulation of host cathepsins Cystic fibrosis (humans) Unknown [35,143]

Neisseria 
gonorrhoeae

Lactoferricin Inhibition by lactoferrin-binding protein B Unknown lbpB [35]

LL-37 Inhibition by type IV pili adhesins (Same scenario 

in N. meningitides, involvement of host cell RhoA 

and Cdc42 signalling)

Adherence to human epithelial cells pilE [35]

LL-37, 

PG-1, 
PC-8, polymyxin B, 

Colistin

Active efflux (RND-type) Genital tract infection (mice) mtr [35]

(Continued)
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Table 3 (Continued). 

Bacteria AMPs Mechanisms and Regulatory Pathways of 
Antimicrobial Peptide Resistance

Correlation of AMP with Pathogenicity and 
Virulence

Gene(s) Involved in 
Resistance

Refs

Neisseria 
meningitidis

Lactoferricin Inhibition by lactoferrin-binding protein B Unknown lbpB (nalP) [35,144]

LL-37, 
HBD-1 and −2, 

HNP-1 and −2, 

CRAMP, 
PG-1, 

Polymyxin B

Sequestration/shielding by capsule Meningitis (humans) cps [35,144]

Cationic Sequestering by blebs from the OM and biofilm 

formation

Unknown - [35,144]

Polymyxin B Addition of PEtN to lipid A (constitutive)(Same 

scenario in N. gonorrhoeae)

Colonisation, inflammation, and survival in 

neutrophils (EptA)

eptA (formerly lptA) (misRS) 
dsbA

[35,144]

Polymyxin B Porin-mediated export Unknown porB [35,144]

LL-37, 
Polymyxin B, 

PG,

Active efflux (RND-type) Unknown mtr (constitutive) [35,144]
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Advantages of Antimicrobial Peptides
Broad Spectrum, Rapid Killing, and Synergism with Antibiotics
Antimicrobial peptides have demonstrated efficacy against many Gram-positive and Gram-negative bacteria, and some 
are also active against viruses, parasites, and fungi. Its broad activity is particularly useful for polymicrobial infections, 
particularly among hosts with compromised immune systems who regularly acquire multiple infections. These peptide 
groups also exhibit rapid killing activity at their MICs, unlike a conventional antibiotic.95,96 Many fast-acting AMPs 
possess attributes that limit the development of resistance, improve prognoses, contain infections, or shorten treatment 
duration. Both antibiotics and peptides quickly weaken bacterial cell membranes cooperatively, allowing greater anti
biotic access to bind bacterial targets. There is a range of benefits from the synergistic combination of antibiotics and 
peptides. These benefits might include reducing the likelihood of resistance, allowing a lower antibiotic dose with lower 
toxicity, or broadening the range of pathogens effectively treated.4,80,145

Active Against Drug-Resistant Pathogens and Low Emergence of Bacterial Resistance to Antimicrobial 
Peptides
The mechanism of killing associated with AMPs does not allow for cross-resistance with traditional antibiotics. Furthermore, 
AMPs can kill multidrug- and pan-drug-resistant bacterial strains. The occurrence of resistance to AMPs is rarely associated 
with a significant risk of resistance development compared to traditional antibiotics, likely because the mechanisms of action 
of AMPs may involve the cellular membrane or target vital cellular processes; thus, these compounds are often assessed as 
“dirty” drugs. The likelihood of developing a mutation resistant to AMPs is low; it would require either modifying the lipids 
that comprise the bacterial cell membrane or multiple mutations in targets essential for bacterial fitness or survival.146 Others 
have demonstrated that bacteria do not develop resistance after 7 passages of subinhibitory pexiganan concentrations. In 
clinical trials, authors reported observations consistent with those previously reported in the literature and did not demonstrate 
significant development of pexiganan resistance in clinical patients. Resistance to ofloxacin was reported by some individuals 
in trials. Researchers conducting long-term studies with other AMPs reported either a complete absence of resistance to AMPs 
or a lower likelihood of bacterial resistance compared with standard antibiotics.147,148

Anti-Endotoxic Activity
LPS is a unique pathogenic factor for Gram-negative bacteria. The activation of mononuclear phagocytes to secrete 
proinflammatory cytokines such as TNF-α and IL-6 occurs when LPS is liberated into the host during bacterial death, 
replication, or antibiotic exposure. Excessive amounts of LPS cause excessive quantities of proinflammatory cytokines to 
be secreted and may result in fatal sepsis. Each year, around 18 million people are affected by septic shock worldwide, 
and approximately 30% of those affected die. Numerous AMPs prevent toll-like receptor 4 activation by binding LPS and 
blocking LPS association with LBP. These peptides subsequently inhibit proinflammatory cytokine secretion and the 
secretion of other mediators of septic shock. LL37 is a human cathelicidin that inhibits the binding of LPS to CD14 on 
mononuclear phagocytes and the inhibition of TNF-α expression. In models of murine endotoxin shock, LL-37 was 
reported to be a potent inhibitor of proinflammatory cytokines. Furthermore, LL-37 interfered with the assembly of the 
LPS receptor complex (CD14/TLR4) and blocked JNK-mediated apoptosis phosphorylation in endothelial cells follow
ing LPS exposure. AMPs have been identified as inhibitors of serious consequences such as sepsis and endotoxaemia, 
working by neutralising LPS, preventing substantial loss of life worldwide. Additionally, it offers a unique advantage in 
treating Gram-negative infections, as conventional antibiotics (especially cell wall inhibitors) can lead to greater LPS 
release and cell lysis during treatment.149,150

Immune-Modulatory Properties
Numerous AMPs possess strong antimicrobial activity and directly modulate immunity to enhance bacterial infection 
clearance. LL-37 induces chemotaxis, modulates the release of pro- and anti- inflammatory cytokines, regulates the 
differentiation of immune cell populations, and stimulates dendritic cell functions. In addition, LL-37 is implicated in the 
generation of neutrophil extracellular traps (NETs), in which neutrophil DNA forms extracellular fibres that bind to the 
pathogen. Cathelicidin stimulates both NET induction and protects NETs from degradation by bacterial nucleases. The 
biochemical facilitators are hydrophobicity and cationicity. LL-37 is chemotactic and induces purified human neutrophils, 
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CD4 T cells, and monocytes to migrate.151,152 IDR-1 lacked direct in vitro antimicrobial activity, yet it protected in 
a mouse model of bacterial infection. IDR-1 enhances the anti-inflammatory cytokine IL-10 in the blood and reduces the 
pro-inflammatory cytokines TNF- and IL-6 at the site of infection. As a chemotactic agent, IDR-1 attracts monocytes and 
macrophages to the site of infection by enhancing the production of chemokines such as MCP-1 and RANTES, which are 
critical for protection. The tremendous immunomodulatory properties of IDR-1 suggest it will be an effective candidate 
for the clearance of bacterial infections. In summary, the immunomodulatory functions of AMPs effectively control 
inflammation in the host, which must be potent enough to preserve key aspects of the immune responses required for the 
resolution of a bacterial infection.151 Table 4.

Table 4 Advantages, Disadvantages, and Limitations of AMP

Advantages Disadvantages Limitations Challenges Opportunity Refs

Some AMPs show 

synergistic interactions 

with conventional 
antibiotics

Cytotoxic/ 

biocompatibility 

issues

Unfavorable 

pharmacokinetic profile— 

may be improved by 
formulating as a prodrug

Possibility for AMPs 

resistance 

development over 
time

Improvement of peptide 

delivery system using 

nanotechnology

[147]

Broad-spectrum of 
antimicrobial activity 

against yeast, fungi, viruses, 

and bacteria

Bacterial resistance 
may emerge to 

certain AMPs

No clear in vivo efficacy over 
conventional treatments

Immunoactivity Use of computation biology 
to designed and predict the 

protein-protein interaction

[147]

Easier to synthesize—short 

amino acid sequences

Limited stability Some require PTMs limiting 

expression systems

Maintaining balance 

between cost and 
reimbursements

Update formulation and 

dosage

[147]

Rapid onset of action Short half-life Downstream purification 
issues post production

Increasing failure of 
well-known AMP in 

the pre-clinical trials

Screening and discoveries of 
new AMPs using next 

generation sequence

[147]

Potent Protein and 

enzymatic 

degradation

Formulation for oral delivery 

raises issues

Continuous efforts to 

product cost effective 

therapeutic options

[147]

Not effected by AMR 

phenotypes

Reduced in vivo 

antimicrobial action

Not usually tolerant of low- 

pH environments

[147]

Some effective against 

biofilms

Over stimulation of 

immune system 
may be an issue

May lose activity in the 

presence of physiological 
salts or serum

[147]

Potential for use as vaccine 
adjuvants

Expensive to 
produce

Binding to serum proteins 
such as albumin

[147]

Some AMPs are stable and 
active in a wide pH range

Toxicity to 
microbial 

expression systems 

during production

Limited in vivo 
biocompatibility information 

currently available

[147]

May not induce dysbiosis in 

the patient

May induce pro-inflammatory cytokines [147]

Immunomodulatory effects

AMPs can self-assemble in 

to various structures which 

may aid potency.

[147]

Abbreviations: AMP, antimicrobial peptide; PTM, post-translational modification; AMR, antimicrobial peptide.

https://doi.org/10.2147/IDR.S602699                                                                                                                                                                                                                                                                                                                                                                                                                                                                Infection and Drug Resistance 2026:19 20

Tahmasebi and Arabestani                                                                                                                                                        

Powered by TCPDF (www.tcpdf.org)Powered by TCPDF (www.tcpdf.org)



Mechanisms of Antimicrobial Peptide Resistance in Bacteria
Given bacteria’s adaptation and resistance to AMPs, the extensive use of AMPs in healthcare settings should promote the 
emergence of novel resistance mechanisms or the dissemination of existing resistance elements. This speculation is 
supported by the observations discussed in more detail below. After millennia of co-evolution with hosts, bacteria have 
developed defences against host AMPs that are lethal to other forms of life. The combinations of cellular processes that 
encode these mechanisms protect bacteria during host colonisation by either exploiting other pathways or by directly 
responding to host AMPs. We consider these mechanisms intrinsic resistance mechanisms because they do not require 
further genetic adaptation. Examples of acquired resistance show that bacteria have adapted to tolerating AMPs better 
because of these peptides; acquired resistance is observed despite the phylogenetic proximity of the parent strain. Genes 
encoding self-protective immunity in bacteria that tolerate AMPs are often located on their plasmids or transposons.35,153 

An overview of all these mechanisms is depicted in Figure 3

Intrinsic Resistance
Numerous examples have shown that innate AMP resistance exists. AMP hyper-susceptibility has been found in many 
organisms using various mutagenesis techniques. Bacteria commonly develop AMP resistance through cell wall or outer 
membrane modifications that reduce permeability or the net negative charge. This will likely minimise the attraction of 
AMPs to these, therefore hindering interaction or absorption. Deletion of these genes will increase AMP susceptibility 
and decrease virulence in mouse models. While these modifications have been observed in many Bacillus species, it is 
important to note that multiple genes encode them. For example, the dltABCD gene products attach the positively 

Figure 3 Bacterial resistance mechanisms to antibiotics and the mechanisms of AMP in bacteria. The majority of AMPs demonstrated bactericidal activity against microbial 
cells by destabilising the plasma membrane, regardless of the presence of potential antibiotic resistance mechanisms. Bacteria can develop resistance to AMPs when exposed 
to sub-lethal doses, which are subsequently removed by highly effective efflux pumps. Membrane interactions significantly influence the direct antimicrobial efficacy of AMPs. 
There are four antimicrobial peptide membrane models. Specifically, these models include the barrel-stave, toroidal-pore, and carpet models. Also, four key molecular 
strategies that enable bacterial survival against antibiotic treatments are shown in this figure. These include changes in drug targets, efflux pumps, and antibiotic enzymes that 
degrade or alter antibiotics. When these resistance mechanisms occur together in one bacterium, it results in high resistance to diverse antibiotics.
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charged D-alanine to anionic teichoic acids within the cell walls of Gram-positive bacteria. S. aureus has the MprF 
enzyme, which modifies phosphatidylglycerol with D-lysine and is the only known positively charged 
phospholipid.151,152 Furthermore, many Gram-negative bacterial species modify the outer membrane LPS molecules 
with aminoarabinose. The PmrA-PmrB two-component pathway controls many genes in this process. The two- 
component system, the PhoP-PhoQ system, well characterised in Salmonella, detects environmental Mg2+ levels and 
regulates various virulence and AMP-resistance genes. The pagP gene adds an acyl chain to lipid A of LPS, reducing 
membrane permeability.119,121

Acquired Resistance
The body of research on the ingenuity of bacteria in acquiring increased AMP resistance and its implications for 
physiology and virulence is limited; however, we will provide a compilation of studies on this topic. A team of 
researchers conducted a significant laboratory experiment demonstrating that bacteria developed high resistance to an 
AMP in a fully controlled in vitro laboratory environment. They escalated exposure to the pharmaceutical AMP 
pexiganan (a synthetic magainin analogue) in populations of P. fluorescens and E. coli. The authors found that most 
bacterial lineages (22 of 24 populations) developed high resistance to the AMP after approximately 600–700 bacterial 
generations, regardless of the mutation type. The resistance was found to be stable, and pexiganan did not affect log- 
phase bacterial growth. A complete fitness assessment regarding resistance was not conducted; therefore, the specific 
resistance determinants were not assessed. Another study produced 20 Group A Streptococcus isolates that showed 
greater resistance to cathelicidin peptides using a combination of transposon mutagenesis and repeated exposure to the 
peptide. Through these techniques, they isolated a resistant clone, more closely analysed it, and found that a gene was 
disrupted, with similarity to GntR regulators.154

After subcutaneous inoculation, this strain exhibited increased virulence, producing larger, more persistent lesions 
than the parent strain. Another example describes an S. aureus mutant that showed increased tPMP resistance due to 
a transposon insertion mutation. The transposon was found in the snoD (mnhD) gene, which encodes the complex 
I NADH: ubiquinone oxidoreductase. When the gene was disrupted, membrane fluidity increased, transmembrane 
potential decreased, and mutant survival increased in rabbits. Moreover, tPMP-resistant strains emerged from serial 
exposure to low doses of the peptides.154,155 A fourth example demonstrated that E. coli developed resistance to specific 
proline-rich AMPs through mutations in the sbmA gene, leading to decreased peptide uptake. Spontaneous SbmA mutants 
of Salmonella typhimurium exhibited increased AMP-resistance from the same cause. Mutations that allow constitutive 
expression of resistance gene homologs can confer resistance, as in Haemophilus influenzae, which develops increased 
cationic drug resistance (eg., colistin, LL-37) from specific mutations in phoP-phoQ or pmrA-pmrB. Interestingly, 
constitutive expression of phosphorylcholine, resulting from the action of LPS-oligosaccharides, greatly increases 
resistance to LL-37.154,156

All approaches to combating AMR are fundamentally based on infection prevention, stewardship initiatives, or novel 
therapies like AMPs. The use of ML involves using WGS data to generate predictions of resistance patterns, enabling 
preemptive policy intervention. AMPs and ML represent a glimmer of hope for developing long-term solutions to AMR; 
however, ultimately addressing AMR requires a multidisciplinary approach.

Machine Learning Approaches for AMP Discovery
The application of machine learning to antimicrobial peptide discovery has evolved substantially over the past decade, 
progressing from simple binary classifiers based on hand-engineered features to sophisticated DL architectures capable of 
generating entirely novel peptide sequences with predicted therapeutic properties. This section provides a systematic 
review of the major ML approaches employed in AMP research, organised by methodological paradigm. We examine 
classical machine learning methods, DL architectures, protein language models, geometric DL, and generative models, 
analysing the strengths, limitations, and appropriate use cases for each approach. Figure 4.
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Classical Machine Learning Approaches
Classical machine learning techniques, including support vector machine (SVM), random forest (RF), k-nearest neigh
bour (k-NN), logistic regression (LR), and gradient boosting algorithms (XGBoost, LightGBM), have formed the 
prevailing approach towards AMP prediction during the early era of computational AMP studies (around 2010–2018) 
and remain useful approaches for particular purposes.157 In general, classical algorithms process information encoded as 
peptide feature vectors, thereby being easy to understand and computationally efficient.157

Support vector machines employ kernel transformations to project input features into a higher-dimensional space 
where linearly separable decision boundaries emerge.158 The kernel transformation used (linear, polynomial, radial basis 
function, sigmoid) greatly affects the model’s performance; the RBF kernel has proven more efficient for predicting 
AMPs due to the flexibility it offers in generating decision boundaries. AMP prediction algorithms based on SVMs 
include the aforementioned AntiBP2, iAMP-2L, and CAMP-SVM models; these techniques have demonstrated the 
feasibility of AMP prediction, achieving accuracy of 75–85% on early benchmarks.159 On the other hand, SVMs are 
constrained by computational complexity (quadratic training time relative to the data volume), hyperparameter sensitiv
ity, and difficulty handling unbounded-length sequences.160

Random forests ensemble decision tree learners using bootstrap sampling techniques and randomly selected features 
to provide reliable results requiring limited hyperparameter tuning.161 RF-based classifiers have shown significant 
promise for AMP prediction, with models such as AMPEP, CAMP-RF, and AMPScanner achieving promising accuracy 
levels.162 The built-in feature-scoring mechanism of random forests provides useful interpretability for identifying the 
physicochemical properties that best predict antimicrobial effects.163 The use of random forests is generally less prone to 
overfitting than that of decision trees alone, and they handle imbalanced classes reasonably well by employing weight 
adjustment or balancing techniques. Like SVM classifiers, random forests rely on predetermined feature vectors.

Gradient boosting algorithms, such as XGBoost, LightGBM, and CatBoost, have consistently delivered high-quality 
results across multiple AMP prediction tasks.164 These algorithms build a collection of weak learners, such as shallow 
decision trees, where subsequent learners are designed to address the mistakes made by their predecessors. Gradient 
boosting classifier methods, including XGB-AMP and CatBoost-AMP, have achieved accuracies above 90%, outper
forming or matching many competing DL algorithms, especially when only a small number of training examples are 

Figure 4 End-to-end machine learning pipeline for antimicrobial peptide discovery.
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available.165 Using gradient boosting combined with engineered feature sets based on physicochemical properties and 
evolutionary information has shown particular success.

Traditional ML methods (ie., machine learning methods) are hindered in their ability to predict AMP due to their need 
for handcrafted (or manually created) feature representations (eg., input data, characteristics of the data, etc).166 

Developing optimal features for AMP prediction requires substantial domain expertise. As a result, using 
a handcrafted feature representation may unintentionally eliminate information relevant to predicting AMP activity 
that is very difficult to encode manually. Classical ML methods cannot adequately model higher-order interactions among 
amino acid residues that may be important for membrane targeting. However, traditional ML practices still have 
advantages: they are computationally efficient, require smaller training datasets than deep learning techniques, allow 
for interpretable models via feature importance analysis, and consistently perform competitively when implemented with 
high-quality handcrafted features.167 Therefore, traditional ML practices are generally considered an effective and viable 
solution for researchers with limited computational resources or small training datasets.

Deep Learning Architectures
Deep learning algorithms have emerged as the dominant paradigm for predicting AMPs because of their ability to 
automatically learn hierarchical representations of input sequences, without any need for manual feature selection or 
extraction.168 There have been three main classes of DL frameworks used in AMP prediction applications: convolutional 
neural networks (CNNs), recurrent neural networks (RNNs), and transformers that utilise attention mechanisms. CNNs 
use sliding-window operations on one-hot or embedding-encoded AMP sequences to detect local motifs responsible for 
antimicrobial activity.169 First-layer convolutional filters identify simple motifs, such as clusters of positively charged 
amino acids or hydrophobic segments; deeper layers combine these basic motifs to form more complex structure-function 
associations.170 Several AMP predictor models based on CNNs, such as Deep-AMPEP30, AMPScannerV2, and ACP- 
DL, achieve AUC-ROC values greater than 0.90 on benchmark datasets.171 The translation invariance of convolutional 
operations makes CNNs a good choice for detecting motifs regardless of their location within a sequence. However, 
conventional CNNs struggle to model long-range residue interactions, which might be important for maintaining 
secondary structures required for AMP membrane insertion.172

RNNs and their variants, such as LSTM and BiLSTM networks, sequentially operate on input sequences, storing 
information of previous residues through their internal state vectors.173 Such a framework is especially well-suited to 
modelling sequential dependencies, ie., how AMP activity emerges from the sequential arrangement of amino acids. 
BiLSTM networks operate on input sequences in two directions, allowing the network to use sequence information from 
previous and subsequent positions to predict each position in the sequence.174 RNNs have been successfully used to build 
several AMP predictors, such as BiLSTM-AMP and deep-AMPpred, which outperform other sequence encoding 
algorithms by virtue of the bidirectional sequence processing capabilities of BiLSTM models.175 GRU networks offer 
an alternative to LSTMs with improved efficiency without compromising performance.176

One such limitation is the ability of attention models to overcome the challenges posed by modelling dependencies, 
using RNNs and the fixed receptive field in CNNs. Attention methods dynamically emphasise important positions in the 
sequence to make accurate predictions. The key characteristic of self-attention is the calculation of weighted associations 
between all pairs of positions in the sequence, allowing the method to capture dependencies regardless of their distance. 
Architectures using only self-attention, including transformers – purely feed-forward neural networks that do not have 
any recurrent or convolutional elements – demonstrate impressive results in natural language processing and can be 
applied for bioinformatics purposes.177 Transformer-based AMP predictors treat peptides as sequences of tokens, where 
each amino acid corresponds to an embedding vector learned during training. Self-attention layers calculate association 
scores between each pair of positions, allowing detection of key residue-residue contacts responsible for antimicrobial 
action. Transformer-based AMP predictors achieve state-of-the-art results on the benchmark dataset, with AUC exceed
ing 0.95.178,179 dsAMP represents an approach to designing AMP predictors by combining CNN layers for local feature 
extraction with attention-augmented BiLSTM layers for sequential representation, achieving over 95% accuracy through 
transfer learning on small datasets.180 Another example of a successful AMP predictor is the AMP-EBiLSTM frame
work, which utilises embedding layers, bidirectional LSTM networks, and attention mechanisms.181 Figure 5.
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Protein Language Models and Transfer Learning
Protein language models (PLMs) represent a paradigm shift in computational biology, leveraging techniques from natural 
language processing to learn rich representations of protein sequences through self-supervised pre-training on massive 
sequence databases.182 Unlike task-specific models trained from scratch on limited AMP datasets, PLMs are pre-trained 
on millions of protein sequences from UniProt, Pfam, and other resources, using objectives such as masked language 
modelling (predicting masked amino acids from context) and next-token prediction. This pre-training enables PLMs to 
capture evolutionary patterns, structural constraints, and functional relationships embedded in protein sequence data, 
generating contextualised embeddings that serve as powerful input features for downstream tasks.183

ProtBERT, a BERT-based model pre-trained on over 2 billion protein sequences, generates 1024-dimensional 
contextualised embeddings for each amino acid position.184 When fine-tuned for AMP prediction, ProtBERT achieves 
AUC values exceeding 0.95 on multiple benchmark datasets, substantially outperforming models trained from scratch 
with limited training data.185 The self-attention mechanism in ProtBERT enables the model to capture long-range 
interactions between residues, including contacts that stabilise antimicrobial-relevant secondary structures.

ESM-2 (Evolutionary Scale Model 2), developed by Meta AI, is one of the most powerful protein language models, 
trained on 65 million protein sequences with the masked language modelling objective.186 The ESM-2 architecture 
family includes various models with 8 million to 15 billion parameters; the larger models provide better representations. 
For AMP prediction, ESM-2_650M (with 650 million parameters) provides a good trade-off between representation 
quality and computational cost, achieving about 0.96 AUC on AMP benchmarks.187 ESM-2 produces representations that 
include evolutionary, structural, and functional features and enables zero-shot predictions of protein characteristics 
without task-specific fine-tuning.188

The ProtT5 model uses the text-based T5 (Text-to-Text Transfer Transformer) architecture, treating protein sequences 
as text and training it to restore corrupted sequences using an encoder–decoder paradigm.189 It was shown that ProtT5 
representations can be used for the AMP prediction problem, as fine-tuning ProtT5 models on AMP data using transfer 
learning achieves state-of-the-art results.190 One of the main benefits of ProtT5 is its encoder–decoder architecture, which 
enables it to be applied not only to sequence classification but also to sequence generation tasks. The use of transfer learning 
strategies to predict AMP typically involves one of two methods: feature extraction or fine-tuning the pretrained language 
model (PLM). When employing the feature extraction method, peptide sequences are fed into the pre-trained PLM, which 
generates embeddings that serve as input to downstream classifiers (eg., logistic regression, gradient boosting), but the 
PLM’s parameters are not modified.191 In contrast, with the fine-tuning method, the pre-trained PLM is modified by adding 
task-specific layers, and both the new and old layers are trained on AMP-specific datasets, allowing the new representations 
to adapt to the idiosyncratic representations relevant to antimicrobial activity. Fine-tuning usually has higher accuracy than 
feature extraction, but also has a higher requirement for training data and computational resources; whereas, feature 

Figure 5 Comparative DL architectures for AMP prediction.
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extraction can achieve very good performance without requiring as large an amount of training data, making it a more 
efficient method of extracting relevant features from the data than the fine-tuning method.192

Geometric Deep Learning
Geometric DL models using graph neural networks (GNNs) offer an appealing approach to AMP prediction, particularly 
because they incorporate three-dimensional structural data.193 Sequence-based models, while assuming that antimicrobial 
behaviour is influenced solely by the primary amino acid sequence, overlook the crucial aspects of peptide folding and 
the formation of structures that enable membrane disruption and insertion.194 Peptide molecules used for prediction via 
GNNs can be represented as graphs, where each node corresponds to a specific amino acid residue, and edges correspond 
to either spatial proximity (a distance of 6–8 Å between heavy atoms) or chemical bonds.195 Each node represents not 
only an amino acid but also its physicochemical characteristics; edge features may include distance, bonding types, etc. 
Convolutional neural networks operating with graph data (GCNs) transfer information between nodes through message- 
passing algorithms.196

In this regard, the sAMPpred-GAT approach highlights the use of GNNs for AMP prediction, specifically graph 
attention networks (GATs) for recognising relevant spatial connections associated with antimicrobial activity.197 By 
incorporating sequence-based features (one-hot encoding, positional encoding, PSSM profiles) and structural features 
derived from contact map predictions, sAMPpred-GAT has been shown to significantly outperform sequence-based 
methods across eight independent test datasets using AUC, MCC, accuracy, sensitivity, and specificity metrics.198 AMPs- 
Net uses a graph representation of peptides, where nodes represent atoms and edges represent bonds, to apply graph 
convolutional networks with 20 layers of message passing to learn the graph representations and combining these graph 
embeddings with physicochemical property annotations results in improved precision by 8.80% to 19.02% and accuracy 
by 5.74% to 24.23% when compared with alternative DL techniques.198,199

LABAMPsGCN employs a heterogeneous graph model with nodes of amino acids, dipeptides, and tripeptides, with 
the edges representing co-occurrence information, resulting in accuracies for independent tests between 0.913 and 0.938. 
By using a heterogeneous graph, this model learns multi-scale sequence information at three levels: individual amino 
acid residues, dipeptides, and tripeptides, to incorporate sequence information for AMP discovery.200 One major 
challenge in applying GNNs to peptide prediction is their reliance on structural information, which can only be predicted 
when the structures have not yet been determined. While structures predicted by AlphaFold2 are accurate enough in most 
cases, there is still potential for error propagation due to incorrect structural predictions, especially for disordered 
peptides and novel folds. Another challenge with GNNs is the increased computational demand of graph construction 
and message passing. Despite these challenges, advancements in both structure prediction and computational capacity 
ensure that geometric DL will continue to grow.201,202

Generative Models for De Novo AMP Design
While discriminative models classify or score existing peptide sequences, generative models create entirely novel 
sequences with predicted antimicrobial properties, offering a powerful approach to exploring the vast sequence space 
of potential AMPs.203 Generative models learn the underlying distribution of antimicrobial peptide sequences and can 
sample new sequences from this learned distribution, potentially discovering peptides with improved properties that 
differ substantially from known sequences. Generative adversarial networks (GANs) consist of two competing neural 
networks: a generator that produces candidate peptide sequences and a discriminator that distinguishes between real 
(from the training data) and fake (generated) sequences.204 Through adversarial training, the generator progressively 
learns to produce increasingly realistic AMP-like sequences that can fool the discriminator. The Feedback GAN 
(FBGAN) framework integrates a property predictor into the GAN training loop, guiding generation toward sequences 
with predicted antimicrobial activity.205 The dsAMPGAN model extends this approach by incorporating multi-label 
classification for multiple antimicrobial activities (antibacterial, antifungal, antiviral) alongside a regression model for 
MIC prediction, generating peptides with predicted broad-spectrum activity.180

VAE encodes peptide sequences into a continuous latent space and then learns to reconstruct peptide sequences using 
a decoder network.206 By sampling points within the latent space and subsequently reconstructing, a VAE can generate 
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novel peptide sequences through interpolation in the latent space.207 Since minor variations in latent vector values result in 
slight changes to generated peptides, VAEs allow optimisation of peptide properties via gradient ascent/descent in the latent 
space.208 The AMP Generator represents a Variational autoencoder (VAE) trained on AMP peptide sequences, enabling 
interpolations between peptide types belonging to different AMP families and, hence, generating peptides with intermediate 
properties.206 Modern approaches to VAEs include combining VAE training with various optimisation strategies, such as 
Bayesian Optimisation or Genetic Algorithms, to discover peptides with optimal activities and safety properties.206

Diffusion models are the latest trend in machine learning for AMP peptide design, gradually applying noise to peptide 
sequences and learning to reverse the process for generating peptides.209 AMP-Diffusion is a framework that relies on 
a latent diffusion model and protein language models to generate diverse AMP peptides, allowing decoupling of 
sequence generation from peptide property control and providing users with the flexibility to tune the length and 
diversity of AMPs.210 While diffusion models still trail behind both GANs and VAEs in terms of stability and generated 
peptide quality, this type of model is expected to dominate AMP peptide design soon. As mentioned above, one approach 
to peptide property optimisation involves reinforcement learning, in which an RL algorithm learns to construct a peptide 
amino acid by amino acid, receiving a reward based on predicted peptide activity and properties.211 RL methods allow 
encoding multiple objectives (eg., activity, toxicity, stability) into the reward function to generate sequences with specific 
target properties.211 MCTS combined with a neural network value function is another technique used for navigating the 
huge combinatorial space of peptides. Figure 6.

Choosing the most suitable generative model depends on your design objectives. GANs can generate a wide variety 
of candidate sequences for experimental screening.206 VAEs can help you find intermediate sequences and optimise 
property values in the latent space. Diffusion models can generate very high-quality sequences while allowing precise 
control over specific characteristics.206 Reinforcement learning (RL) methods are ideal for optimising specific multi- 
objective property profiles. Once again, it is crucial, no matter which of these methods you choose to use to generate your 
new sequence(s), that you filter your new sequence(s) through computational means (ie. predicting activity, toxicity and 
stability) prior to synthesising them in order to increase the likelihood of finding a clinically relevant candidate from your 
new sequence generation.212

Figure 6 Performance benchmarking of ML methods for AMP prediction.
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ML-Guided AMP Design and Optimisation
Activity Prediction Models
Activity prediction corresponds to one of the fundamental aims of computational AMP research, involving binary 
classification (separating AMPs from non-AMPs), multi-class classification (forecasting activity toward certain pathogen 
classes), and regression (quantitative predictions of minimum inhibitory concentration, MIC, for individual bacterial 
strains).213 All of the mentioned tasks pose different issues, which require appropriate evaluation criteria.

Binary classification involves assessing peptide sequences to determine whether a given sequence displays AMP 
activity, thereby reducing the problem to two-class discrimination.214 Despite its simplicity in principle, binary classifica
tion faces issues such as class imbalance (where positive samples are predominant in training sets) and the lack of negative 
samples (randomly generated peptides cannot be considered representative of inactive ones). Binary classification models 
can be evaluated using accuracy, sensitivity (true positive rate), specificity (true negative rate), precision, F1 score, 
Matthews correlation coefficient (MCC), and area under the ROC curve (AUC).215 Among the evaluation criteria, MCC 
is particularly valuable because it uses all four elements of confusion matrices.216 Recent advances in binary classifiers 
include fine-tuning the ESM-2 model and transformers, resulting in MCC values of 0.85–0.90 and AUC > 0.95.203

Activity prediction against specific bacterial species or strains constitutes a step beyond generalised antimicrobial 
activity prediction, which has practical application since different pathogens require differential treatment.217 It poses 
additional difficulties due to insufficient labelled data for each species and to intricate amino acid sequence motifs 
responsible for species-specificity. Transfer learning techniques that fine-tune a generalised AMP classifier on individual 
species datasets are successful. Notably, the dsAMP approach demonstrates that transfer learning can achieve more than 
90% classification accuracy when predicting species-specific activity using small, species-specific datasets (up to 200 
peptides) across the four bacteria, P. aeruginosa, E. coli, S. aureus, and S. pneumoniae.180 Binary VAE combined with 
quantum annealing has also been applied to species-specific optimisation, although it is too computationally intensive for 
practical use.218 Table 5.

The second type of quantitative predictive modelling concerns the estimation of the minimal inhibitory concentration 
(MIC), or the minimal amount of peptide required to inhibit bacterial growth to a certain degree. MIC regression provides 
clinically useful information, but it poses even greater challenges than binary classification. First, it demands precision, as 
rough estimates are not useful for drug discovery. Second, MIC values depend on the laboratory methods used to measure 
them and therefore exhibit great variability. BERT-AmPEP represents an innovative step toward MIC regression, fine- 
tuning a BERT classifier to predict MIC values for peptides targeting E. coli and S. aureus using self-attention-based 
encoding of long-range amino acid motifs.231 Deep learning MIC regression models that combine knowledge encoded in 
the physical and chemical properties of peptides with a learned representation achieve high Pearson correlation coefficients 
between predicted and experimentally measured MIC values (0.7–0.8). However, a small number of MIC datasets (a few 
hundred to a thousand peptides) limits the development of a higher-accuracy model.232,233

The classification of peptides based on their activity spectra is an extension of species-level spectrum prediction. It 
includes the classification of peptides that display an activity against either a narrow spectrum (active only against 
a certain type of Gram-positive or Gram-negative pathogens) or a broad spectrum (active against both types), or 
extended-spectrum (show activity against fungi, viruses, and parasites).234 Multi-label classification systems make 
simultaneous predictions of multiple activity labels to help identify peptides with appropriate spectral profiles. 
Recently, GNNs that model the evolutionary relationships among organisms targeted by these peptides have demon
strated promise for spectrum prediction, allowing the evolutionary relatedness of pathogens to be generalised across 
species in which they were predicted.212

Property Prediction and Multi-Objective Optimisation
In addition to antimicrobial activity, peptides must demonstrate acceptable safety profiles, stability, and pharmaceutical 
properties for successful clinical translation.235 Predictors for these key peptide characteristics have been developed using 
ML algorithms, enabling multi-objective optimisation of both the activity and safety of potential AMPs.
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Table 5 ML in Predicting and Designing AMP

ML 
Technique

Role in Prediction Role in Design Key Features Used Examples/Studies Advantages Limitations Ref

Random 

Forest (RF) 

and SVM

Binary/multi-class 

classification (eg., 

AMP vs non-AMP, 
bioactivity types)

Fitness 

functions in 

evolutionary 
algorithms

Physicochemical 

properties, amino acid 

composition, AAindex 
descriptors

AmPEP (Bhadra et al, 2018); 

AMPActiPred (Yao et al, 2023) for 

antibacterial/MIC prediction

High interpretability; 

effective on small datasets; 

outperforms DL in some 
benchmarks (MCC 0.913)

Limited handling of 

sequential data; 

sensitive to feature 
selection biases

[219,220]

CNN & RNN/ 
LSTM

Sequence-based 
prediction; 

hierarchical 

classification up to 
species-specific

Generative 
pipelines for 

mining 

proteomes/ 
metagenomes

One-hot encodings, 
embeddings, cellular 

automata images

Deep-AmPEP30 (Yan et al, 2020); iAMP- 
CA2L (Xiao et al, 2021); Veltri et al 

(2018) for AMP recognition

Captures local/sequential 
patterns; high accuracy 

(>90%) in cross-validation

Black-box nature; 
requires large data; 

overfitting on 

imbalanced sets

[221–223]

Graph Neural 
Networks 

(GNNs: GCN, 

GAT)

Structural/topological 
prediction; anti- 

specific pathogen 

activity

Structure- 
guided 

optimisation 

using graph 
representations

Node/edge graphs 
(atoms/residues), 

predicted structures 

(TrRosetta/ESMFold)

sAMPpred-GAT (Yan et al, 2023); 
LABAMPsGCN (Sun et al, 2022); esm- 

AxP-GDL (AUC 0.99)

Incorporates 3D geometry; 
superior for complex 

interactions

Computational 
intensity; 

dependency on 

accurate structure 
predictions

[200,224]

Generative 
Adversarial 

Networks 

(GANs)

Validation of 
generated sequences 

for activity

De novo/ 
analogue 

generation with 

controlled 
properties

Activity labels, latent 
spaces, feedback loops

AMPGAN v2 (Van Oort et al, 2021); 
FBGAN (Zervou et al, 2024); 5–6 active 

peptides in vitro

Produces diverse, realistic 
sequences; conditional 

generation for low toxicity

Training instability; 
mode collapse; 

limited to standard 

amino acids

[205,225]

Variational 
Autoencoders 

(VAEs)

Latent space for 
activity prediction

Sampling novel 
sequences from 

embeddings

Sequence data, 
physicochemical 

constraints

PepVAE (Dean et al, 2021); Das et al 
(2021) with MD simulations (38 AMPs, 

MIC 0.5–128 μM)

Efficient exploration of 
sequence space; integrates 

uncertainty

Blurry generations; 
challenges in 

discrete sampling

[207,226]

Diffusion 

Models

Sequence 

resemblance 

validation

Discrete 

generation with 

denoising

Latent diffusion, 

protein LM 

integrations

AMP-diffusion; ProT-Diff (Wang et al, 

2024: 34/35 active vs bacteria)

High-fidelity generations; 

handles discrete data well

Slow inference; 

requires noise 

modelling 
optimisation

[227]

Evolutionary/ 

Genetic 

Algorithms

ML-fitness for 

activity/toxicity 

prediction

Multi-objective 

optimisation 

(potency, 
diversity)

Sequence fragments, 

wet-lab feedback, 

QSAR features

Guavanin 2 (Porto et al, 2018: effective in 

mice); Yoshida et al (2018: 160-fold IC50 

improvement)

Explores vast spaces 

efficiently; incorporates real 

feedback

Dependent on the 

initial population, it 

may converge to 
local optima

[228,229]

Hybrid/ 
Ensemble 

Models

Comprehensive 
hierarchical 

prediction (Levels 1– 

5)

Integrated 
design with 

structure/ 

activity

Multi-modal 
(sequence, structure, 

embeddings)

APEX (Maasch et al, 2023: 37,176 AMPs 
from extinct proteomes); Global 

microbiome mining (Torres et al, 2024: 

1M AMPs, 79/100 active)

Combines strengths; robust 
to biases

Complexity in 
integration; higher 

computational cost

[230]
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Hemolysis prediction models evaluate peptide hemolytic activity toward human erythrocytes, a critical parameter of 
AMP safety.236 Hemolytic activity is often positively correlated with antimicrobial activity because peptides share the 
ability to perturb membranes. However, the therapeutic potential of AMPs depends not on their activity but on the 
therapeutic index, defined as the ratio of the hemolytic concentration to the MIC. Data on hemolytic activity can be found 
in the HemoPI and DBAASP databases, together with activity information,41 which allows the development of 
specialised hemolysis predictors. In particular, DL architectures based on multi-head cross-attention-based feature fusion, 
such as HemoFuse, achieved predictive performance of >90% for predicting peptide hemolytic activity.237

Prediction of cytotoxicity and immunogenicity helps evaluate broader safety concerns beyond hemolysis.238 The 
cytotoxic activity toward mammalian cell lines (HEK293, HepG2) determines the maximal tolerated dose of peptides, 
while immunogenicity associated with activation of adaptive immunity precludes their further use. Cell viability data 
used to train cytotoxicity predictors are less abundant than hemolysis data, which hampers the availability of public 
training data sets.239 Prediction of immunogenicity was traditionally performed by predicting MHC binding affinity using 
NetMHC and NetMHCpan.240

Stability prediction provides information on the sensitivity of peptides to enzymatic digestion, which helps estimate 
plasma half-life and oral bioavailability.241 Cleavage site predictors of proteases provide insight into amino acid positions 
on a peptide chain that may serve as cleavage sites of host proteases such as trypsin, chymotrypsin, pepsin, or bacterial 
proteases. Predicted cleavage sites can be eliminated through mutations to produce stable peptides.242 Other methods to 
enhance peptide stability include cyclisation (head-to-head and head-to-tail, or via disulfide linkages), substitution of D- 
amino acids, and incorporation of non-canonical amino acids; their impact on stability can be assessed computationally 
using structural modelling.243

The multi-objective optimisation framework considers several goals, including optimising antimicrobial activity, 
minimising potential toxicity, maximising stability, and optimising physicochemical properties.244 The problem can be 
posed either as a constrained optimisation problem, where antimicrobial activity is maximised while satisfying con
straints on toxicity, stability, and other properties, or as a Pareto optimisation problem, which describes all possible 
solutions that represent an optimal balance between the objectives.245 A DL generative model that incorporates predictors 
of multiple properties into the loss function can simultaneously optimise multiple properties during sequence 
generation.246 Bayesian optimisation techniques applied in the latent space of variational autoencoders (VAE) have 
proven successful in handling multi-objective problems and producing sequences with optimised compromises between 
activities and safety.247

Structure-Activity Relationship Modelling
Insights into the mechanisms by which peptide structure determines antimicrobial activity are important for the rational 
development of AMPs.248 SAR studies analyse structural properties such as the presence of specific secondary structures, 
hydrophobic moment, charge distribution, and amphipathy that correlate with activity and the spectrum of action.

The alpha-helix is the largest group among AMPs that have been extensively studied and form amphipathic helices in 
a membrane-like environment, allowing membrane binding and insertion.249 The hydrophobic moment, which indicates 
the separation of hydrophobic and hydrophilic amino acids along two sides of the helix, is an important property 
determining the ability of peptides to bind to the membrane and antimicrobial activity.250 Computational models that 
predict helical structure and the hydrophobic moment from sequence are widely used to optimise peptide amphipathy. 
QSAR models based on molecular descriptors calculated from three-dimensional peptide structures have yielded 
successful results in predicting the activity of alpha-helical peptides. However, their accuracy is limited by the 
requirement for reliable structure prediction.251

Alternative secondary structures, such as beta-sheets and cyclic AMPs, exhibit unique strengths. Beta-sheet structures 
held together by disulfide bridges (defensins) and cyclic backbones (bacteriocins) display increased proteolytic stability, 
and the latter can achieve high selectivity with specific binding surfaces.252 Designing AMPs using computational 
approaches such as molecular docking and molecular dynamics simulation is possible by identifying optimal replace
ments for amino acids.252 ML-assisted molecular dynamics utilises simulation data to learn force-field corrections or 
better sampling techniques, either.253 3D-QSAR extends QSAR by leveraging structural alignment and the use of fields, 
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namely electrostatic, steric, and hydrophobic. CoMFA and CoMSIA have been used on the AMP series with a common 
structural core. However, the application of this method has a limitation, as training molecules must be structurally 
related, thereby limiting sufficient diversity among sequences.254,255

Integration of Experimental Validation
Predictions generated by computational methods, however advanced, must always be confirmed experimentally. 
Incorporating experimental results into the iterative design process is an integral component of AMP discovery via 
machine learning, enabling the model to learn from real-world data and refine its predictive capabilities.256

Active learning, also known as optimal experimental design, selects the most valuable candidates for experimentation 
to extract the maximum information from each trial.257 In the context of AMP discovery, active learning strategies 
choose the most informative sequences in terms of uncertainty (ie., those that are most unpredictable according to the 
model; uncertainty sampling) or those whose properties will provide the greatest benefit to the model’s performance; 
query-by-committee).258 Active learning approaches have been shown to reduce the number of required experiments to 
identify active peptides by 50–80% compared to random screening.259

In closed-loop discovery, the iterative process between design and experiment becomes fully automated.260 In this 
type of system, machine learning models generate sequence candidates, which are then synthesised and screened by 
automated laboratory processes (eg., liquid-handling robotics and high-throughput screening systems).185 The informa
tion gathered from the experiments can be incorporated into further model refinement. Companies such as Recursion 
Pharmaceuticals and Insilico Medicine have already proven closed-loop drug discovery for small molecules, while 
similar techniques have been applied for peptides.261 One key problem with closed-loop discovery is time – usually, 
computational design takes from hours to days, while synthesis and tests span from days to weeks.261 Testing and 
validation are done through successive tiers of tests.262 The first in silico filtration tests the prediction of the activity, 
toxicity and stability of potential peptides. Those that do not appear in any of the parameters mentioned proceed to 
further in vitro tests. These include MIC tests for activity, hemolysis tests for toxicity evaluation, and protease resistance 
test for pharmacokinetics. Potential candidates which passed in vitro screening will go on to animal trials for further 
testing of their biological effects.263 This method ensures efficient spending since the costly in vivo experimentation is 
undertaken only for the most promising sequences.248

Animal Model Studies
In vivo Efficacy Studies
Infection models in animals are a critical stepping stone between in vitro assessments of antimicrobial activity and 
subsequent clinical trials, as they demonstrate whether peptides that exhibit significant antimicrobial activity in vitro 
retain it in the complex environment of a living organism.264 There are numerous infection models used to examine the 
efficacy of AMPs, each with strengths and weaknesses specific to the model. Murine sepsis models remain the most 
common strategy for investigating systemic AMP efficacy.265 Such models involve infecting mice with the target bacteria 
via intraperitoneal injection, followed by treatment of the infection with the AMP of interest, either prophylactically 
(prior to infection) or therapeutically (afterwards). Evaluation endpoints include survival rates and bacterial load in the 
blood, peritoneum, or organs. A murine sepsis model is a highly challenging evaluation of AMP efficacy, as systemic 
infection requires AMP delivery to achieve therapeutic levels in both the bloodstream and other tissues, along with being 
able to function despite interference from serum proteins and lipids, as well as numerous host defence molecules capable 
of neutralising the activity of cationic peptides.266 Several ML-designed peptides have been shown to exhibit therapeutic 
efficacy in murine sepsis models, delivering survival rates ranging from 60 to 80% against multidrug-resistant pathogens, 
compared to 0 to 20% in untreated groups.267

Models of wound infection represent another widely used animal infection model assessing the efficiency of AMPs in 
localised tissue infections.268 Such models include creating full-thickness skin ulcers on the dorsal side of a mouse or rat, 
inoculating the ulcers with the target pathogens, and applying an AMP topically or systemically, followed by analysis of 
bacterial load in the tissue after the specified treatment period. Wound infection models are particularly relevant for 
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AMPs designed for topical application (eg., wound, burn, and surgical treatments), as they also provide information on 
local tissue distribution and biofilm penetration.269 Numerous investigations into the activity of ML-optimised peptides 
have confirmed their efficacy in reducing bacterial colonisation in wound infections and in outperforming untreated 
controls and conventional antibiotic groups.270

Murine pneumonia models are used in testing the effectiveness of AMPs in combating respiratory infections.271 

Bacterial inoculation in this model involves either intranasal instillation or aerosol exposure, while peptide administration 
is performed intranasally, intravenously, or by nebulization. Parameters measured in this model include bacterial 
colonisation of the lungs and bronchoalveolar lavage (BAL) fluid, as well as lung histopathology analysis. This 
pneumonia model is essential in evaluating AMPs as treatments against the pathogenic bacteria causing respiratory 
infections, including Pseudomonas aeruginosa, Klebsiella pneumoniae, and A. baumannii – the top causes of ventilator- 
associated pneumonia in the ICU.272

Zebrafish infection models represent an excellent tool, in addition to mammalian models, as an alternative to animal 
testing for toxicity and efficacy screening during early stages of development.273 The zebrafish innate immune system 
shows a high degree of similarity to the mammalian innate immune system; moreover, the optical clarity of zebrafish 
larvae provides an opportunity to visualise and observe infection dynamics and immune responses in action. This kind of 
screening uses relatively small quantities of compounds (in the nanogram to microgram range), making it appropriate 
when peptide amounts are insufficient for evaluation.274 Using this model, machine-learning-designed peptides exhibited 
their effectiveness against S. aureus and Escherichia coli, and interesting correlations between zebrafish and mouse data 
were observed.275

Research on how AMP’s behaviour in living systems is measured through Pharmacokinetic studies in animals, and 
this information is used to develop the key components (ADME) of AMP use.276 Blood is collected following injection 
(intravenous, subcutaneous, or intraperitoneal) at specific time points, and the concentrations of the AMPs are then 
measured using methods such as LC-MS/MS or ELISA. The pharmacokinetic components measured are the maximum 
plasma concentration (Cmax), time to achieve the maximum plasma concentration (Tmax), area under the plasma 
concentration-time curve (AUC), elimination half-life (t1/2), clearance (CL), and volume distribution (Vd).277 The 
majority of natural AMPs are found to have very short half-lives in blood (minutes to hours). This is caused by the 
breakdown of AMP (through proteolysis) and by its clearance from the body (through the kidneys). Therefore, calcium 
stabilisation is done by using various methods to improve circulation time, including structural modifications (adding 
a ring, changing D-amino acids, or adding PEG to amplified peptides) and by using different formulations.278

ML-Designed AMPs Validated in Animal Models
Multiple recent studies have shown that peptide designs optimised using ML techniques can achieve notable efficacy in 
animal infection models, providing proof-of-principle evidence that peptides can be designed computationally.267 For 
example, the breakthrough work by Wang et al (2025) used an explainable DL approach, combined with virtual 
evolution, to identify AMPs effective against MDR human pathogens.267 Training a DL model on an initial dataset of 
AMPs, it was predicting their activity against pathogens and evolving AMP sequences using optimisation algorithms to 
increase their ability to combat specific MDR pathogens. Finally, the designed peptides were tested in murine infection 
models, showing activity equivalent to or higher than that of antibiotics against carbapenem-resistant A. baumannii and 
colistin-resistant P. aeruginosa. Importantly, the authors demonstrated that the ML-designed peptides were nontoxic to 
the animals at therapeutic concentrations and did not induce resistance to the treatment when passed through multiple 
generations.267

Similarly, the rapid discovery of antimicrobials by Das et al used generative ML models along with molecular 
dynamics simulations to generate AMPs and subsequently synthesised and tested these peptides.279 Namely, the 
generative ML model suggested new sequences, molecular dynamics simulations predicted binding conformations 
with pathogen membranes, whereas high-throughput synthesis and testing confirmed the antiviral activity of the peptides. 
Further experiments involving promising peptides included testing their activity in murine sepsis models; specifically, 
several peptides demonstrated a dose-dependent reduction in MRSA infections, and one candidate achieved 80% survival 
at 10 mg/kg, compared with only 10% in controls.279
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Deep learning was used by Torres et al to identify antibiotics with peptide structures from archaeal proteomes, 
thereby opening unexplored regions of sequence space for novel antimicrobial sequences.280 The predicted peptides were 
synthesised and tested in infection mouse models using Enterococcus faecium and S. aureus, in which multiple peptides 
exhibited significant decreases in bacterial load in peritoneal wash and spleen tissue samples. This study highlights the 
potential of machine learning-guided genomic mining to generate novel AMP from sources beyond the usual suspects.280 

Several studies comparing peptides generated by machine learning algorithms to those generated by traditional or natural 
methods indicate that ML-guided optimisation improves the therapeutic index (ratio of efficacy to toxicity), likely due to 
sequence modifications that boost antimicrobial activity without increasing hemolytic activity.21 This increased efficiency 
is attributable to machine learning algorithms’ superior ability to navigate complex multidimensional sequence spaces.

Toxicity and Safety Assessment
Comprehensive toxicity assessment is essential before advancing AMP candidates to human clinical trials.281 While 
computational toxicity prediction models provide initial filtering, animal studies are required to characterise dose-limiting 
toxicities and establish safety margins. Hemolysis and cytotoxicity in animal models extend beyond in vitro measure
ments by assessing toxicity in the context of systemic circulation and tissue distribution.282 Acute toxicity studies in mice 
involve single-dose administration escalating to identify the maximum tolerated dose (MTD) and lethal dose (LD50). 
Most ML-designed AMPs that pass initial in silico toxicity filters demonstrate acceptable safety profiles in animal 
studies, though unexpected toxicities (hypersensitivity reactions, complement activation) occasionally emerge that were 
not predicted by computational models.283

Immunogenicity assessment evaluates whether repeated administration of the peptide triggers adaptive immune 
responses that could limit clinical utility.278 Even though most AMPs are too short to function as T-cell-dependent 
antigens, they may bind to MHC molecules and elicit T-cell responses or form aggregates that activate B cells. Animal 
immunogenicity studies measure anti-peptide antibody titers following repeated dosing and assess hypersensitivity 
reactions.284 Studying the development of resistance focuses on the ability of pathogens to rapidly acquire resistance 
to ML-designed AMPs under selective pressure. Serial passage studies subject bacteria to subinhibitory concentrations of 
peptides over many generations, with MIC changes monitored over time. One of the primary benefits of many AMPs 
(particularly those that act through membrane disruption) is that, compared to conventional antibiotics, they have 
a relatively low potential to promote the development of resistant bacterial strains.285–287 Studies have shown that ML- 
designed AMPs that disrupt membranes exhibit unchanging MIC values even after 20–30 serial passages, whereas 
control antibiotics exhibit rapid increases in MIC.282 This property of ML-designed AMPs is critical for clinical 
applications where the therapeutic regimen must be maintained for a long period. Figure 7.

Human Clinical Trials
Approved AMP-Based Therapeutics
Even with decades of research on and identification of AMP, very few AMP-based drugs have received regulatory 
approval for use.282 The lag between the large number of identified AMPs and the small number of FDA-approved drugs 
can be attributed to significant hurdles in developing AMPs for human use.

The most advanced AMP drug to date was Pexiganan (MSI-78). It was a 22-amino-acid analogue of magainin, found 
in Xenopus laevis. It was developed as a topically applied antibiotic for the treatment of infected diabetic foot ulcers. 
Pexiganan demonstrated broad-spectrum activity against Gram-positive and Gram-negative bacteria in preclinical testing. 
In Phase III testing, however, it failed to show superiority over ofloxacin as a treatment option. As a result, the FDA 
issued a not-approvable letter because it did not demonstrate efficacy or safety in humans.288 Although it did not receive 
FDA approval as an antibiotic, it still has a role as a topical antiseptic, especially after a lawsuit settlement between 
Bayer and Novartis.252

Another lantibiotic in use today is Nisin. It is a 34-amino acid antibacterial peptide produced by Lactococcus lactis. It 
has been used safely as a food preservative since the late nineteenth century in many countries, including the United 
States (FDA) and the European Union (EFSA).289 Even though Nisin has not been approved for use as a drug, there is 
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scientific literature on its activity against various cancer cells and pathogens.290 It is under clinical trial for the treatment 
of squamous cell carcinoma of the mouth, where it serves as both an antimicrobial and an anticancer agent. Gramicidin, 
a mixture of pentadecapeptides produced by Bacillus brevis, was among the first AMPs used clinically and remains 
available as a topical antibiotic in combination products (often with polymyxin B and neomycin).291 However, its narrow 
spectrum (primarily Gram-positive), mammalian cell toxicity, and limited topical use illustrate the challenges that have 
constrained broader clinical deployment of early AMPs.

Antimicrobial Peptides in Clinical Development
Several AMP-based drugs are at various stages of clinical development and stand out as the most promising for 
upcoming entry into clinical practice.292 hLF1-11 is a synthetic AMP isolated from the N-terminus of human lactoferrin 
exhibiting broad-spectrum antibacterial properties towards Gram-positive and Gram-negative microorganisms, as well as 
fungal species such as those causing infections by MRSA, Klebsiella pneumoniae, and Listeria monocytogenes.293 Of 
note, the drug shows minimal in vitro antimicrobial activity under physiologic conditions but demonstrates high efficacy 
in vivo and might exert immunomodulatory effects in addition to its direct anti-infective mechanisms.294 In particular, 
hLF1-11 stimulates monocyte differentiation and cytokine release, promoting innate host immunity to infectious 
agents.295 Some Phase I and Phase II clinical trials have already been performed, demonstrating favourable safety and 
tolerability profiles, with ongoing evaluation of clinical efficacy in specific infection indications.

EA-230 is a synthetic AMP consisting of a linear tetrapeptide derived from human chorionic gonadotropin, which 
acts predominantly as an immunomodulatory substance without significant direct antimicrobial effects.296 EA-230 
demonstrates renoprotective properties in animal experiments and shows a favourable pharmacological profile in 
Phase I and Phase II clinical trials.297 This AMP is not considered a typical antimicrobial agent but rather represents 
other AMP-based compounds that exert immunomodulatory effects in infected hosts, particularly important for immu
nosuppressed individuals.

C16G2, a specific antimicrobial peptide (STAMP) from C3 Jian Inc., targets Streptococcus mutans, the primary 
causative agent of dental caries.297 This peptide incorporates a targeting domain that binds to S. mutans, in conjunction 

Figure 7 Complete translational pipeline from computational design through clinical trials.
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with the killing domain derived from the antimicrobial peptide novispirin G10.298 It allows for the specific killing of 
S. mutans while leaving other oral microbes intact. C16G2 has received FDA approval to proceed with human clinical 
trials for caries prevention, based on promising data from Phase II testing in healthy volunteers.297

Novexatin(R) (NP213) is a newly developed antifungal peptide designed based on host defence peptide structure 
templates.299 NP213 is indicated for topical use in the treatment of onychomycosis.37 Two Phase IIa human trials showed 
the agent’s effectiveness in treating fungal nails and demonstrated a safer side-effect profile compared to oral antifungals, 
which can cause liver damage or interact with concomitantly taken drugs. As such, NP213 appears superior to existing 
options due to limited absorption.

Challenges in Clinical Translation
The clinical translation of AMPs from preclinical development to commercial products faces several challenges that 
increase the risk of high attrition rates during clinical development.300 The high cost and scalability associated with 
production remain two of the major challenges to commercial success.301 The cost of solid-phase peptide synthesis is 
considerably higher than that of producing antibiotics, which may range from hundreds to thousands of dollars per gram 
depending on the peptide’s length and complexity. Recombinant expression using bacteria and yeast provides a more 
cost-effective method of producing longer peptides; however, issues of expression, purification, and folding can be 
problematic.302 To compete with cheap generic antibiotics available at a few cents per unit dosage, the cost of producing 
AMPs needs to be reduced by optimising synthesis processes or adopting new technologies.303

Issues surrounding bioavailability and mode of delivery limit the possible methods of administration for most 
AMPs.304 Proteolytic breakdown of the AMPs in the GI tract limits their potential for oral administration, thereby 
restricting their delivery route to either parenteral injection (intravenous, intramuscular, subcutaneous) or topical 
application. In the case of parenteral injection, formulation must ensure sterility; parenteral injection will often require 
hospital administration, thus restricting outpatient use.305 Various strategies being explored include liposomal delivery, 
polymer nanoparticles, hydrogels, and modification (eg., PEGylation, cyclisation, lipidation).306

AMPs face additional regulatory hurdles that complicate their development. In contrast to small molecules, which 
have established regulatory procedures, peptide drugs require validation of immunogenicity, consistency of manufactur
ing processes (including critical quality attributes such as purity, impurities, and aggregation state), and stability data that 
may differ from those expected for ordinary antibiotics.307,308 The lack of precedent for regulatory approval of AMPs as 
antimicrobial agents suggests that drug manufacturers must invest considerable effort in discussing regulatory guidelines 
with regulators to determine appropriate endpoints and tolerable safety limits.309

Economic viability is the key overarching issue to be addressed. The combination of high production costs, limited 
delivery methods, and competition from low-cost generic antibiotics results in a poor economic outlook for AMPs unless 
they target narrow indications that cannot be treated with currently available drugs due to antibiotic resistance. The most 
realistic strategies are focused on treating hospital-acquired infections with multidrug-resistant pathogens, where treat
ment expenses are significant and new solutions are desperately needed, and on topical treatments, where production 
costs are reduced, and less rigorous formulations are possible.248,310,311

Key Challenges and Future Perspectives
Data and Modelling Challenges
The small size and bias of the training datasets remain the main limitations in developing machine learning models 
capable of predicting AMPs.203 While several AMP databases have been developed, the number of sequences (3,000 to 
5,000) in these databases, which have undergone experimental validation of their antimicrobial activities, represents 
a very small portion of the extensive sequence space of AMPs.312 In addition, the collected data sets exhibit 
a considerable bias towards peptides from particular sources (eg., amphibian skin secretions, mammalian HDPs) and 
pathogens. As a result, models are likely to fail when encountering new classes of AMPs and pathogens.313 The quality 
of the data set continues to represent a serious issue that negatively affects the performance of machine learning models. 
Diverse approaches and criteria used in experiments for activity measurement, as well as the lack of standardisation in 
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data annotation, introduce noise into the data, making it difficult to identify patterns. Efforts to establish guidelines for 
data collection and reporting are necessary to improve data quality.175,314,315

Generalizability to novel sequence families is an important test of the model’s usefulness.63 While most benchmark 
studies focus on identifying sequences similar to those seen during training (at around 30–40% sequence identity), real- 
world applications require detecting AMPs derived from novel sequence families.316 Methods such as few-shot and zero- 
shot learning, which leverage transfer learning via pre-trained protein language models, show promise for generalizability 
beyond the training distribution, but significant performance drops are typically observed for highly dissimilar 
sequences.317 The mechanistic understanding of machine learning predictions and results remains limited.318 While 
the use of DL models allows for accurate predictions, understanding how specific sequence features contribute to 
antimicrobial properties is crucial for rational design.319 Using explainable AI (XAI) techniques such as attention 
maps, SHAP values, and saliency maps helps uncover insights into the model’s workings, but turning them into design 
principles poses challenges.320

Experimental Validation Bottlenecks
The high-throughput production of synthesised peptides is a major limiting step in the drug discovery pipeline.29 While 
computational algorithms can screen several thousand to several million sequences per hour, peptide synthesis is limited 
to tens to hundreds of sequences per day using automated solid-phase peptide synthesis (SPPS) and costs a lot of 
money.321 Despite promising developments in DNA-encoded libraries and in cell-free protein expression as alternative 
approaches that would accelerate the process, these methods have not yet been widely applied to AMP discovery.28 

Differences in translation, both in vivo and in vitro, create significant problems in predicting peptide activity.322 For 
instance, peptides that exhibit interesting antimicrobial activity in vitro by MIC assay may fail to work in vivo due to 
interactions with plasma proteins, proteolysis, lipid binding, etc.323 Predicting in vivo activity of the sequences based on 
in vitro results remains one of the major unresolved issues in AMP drug discovery.319 Limited budgets and time for 
preclinical studies do not allow testing many compounds.175 Indeed, evaluation of each candidate in vitro and in vivo can 
cost tens to hundreds of thousands of dollars and take months to years.324 Therefore, it is crucial to improve computa
tional approaches and minimise candidates for further experiments.

Future Directions
Multimodal learning that combines sequence information, structural data, and functions is another area of research to 
explore. ML models using embeddings of protein sequences, predicted 3D structures, and functional information (activity 
profile, toxicity) can generate higher-quality multimodal representations than unimodal models.325,326 Transformers that 
take multiple input modalities, mapped using modality-specific encoders followed by cross-modality attention layers, are 
expected to make significant progress on this task.326 Protein sequence foundation models, such as ESM-3 and ProGen2, 
are becoming larger and more sophisticated in capturing the relationship between a protein sequence and its function.182 

These foundation models, which are pre-trained on billions of protein sequences, might have emergent capabilities to 
predict AMPs and design them without explicit training on that task.327 The application of prompt-based and in-context 
learning from natural language processing to protein sequences represents an untapped direction that warrants 
investigation.328

Closed-loop discovery platforms that incorporate computational design and automated protein sequence synthesis are 
expected to greatly expedite AMP discovery.65 The recent advancements in automated chemistry, microfluidics, and 
laboratory robotics enable iterative optimisation through computational design and experimentation without human 
interaction.329 Several companies, including Recursion, Exscientia, and Insilico Medicine, have successfully applied 
a closed-loop discovery approach to designing small molecules, and the use of that platform for peptide drugs is currently 
under development. Personalised antimicrobial therapy involves a futuristic concept where machine learning models will 
generate personalised AMP depending on the pathogen causing the disease, its location in the body, and the immuno
logical and physiological status of the patient.330,331 By quickly decoding the pathogen’s DNA, followed by computa
tional AMP design, on-demand, highly personalised antimicrobial therapy can be provided.332 Though we are far from 
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realising this scenario, technological advances in rapid diagnostics, computational peptide drug design, and automated 
synthesis can make it possible.261

Collaboration on data sharing and benchmarking is needed to advance the field.333 Challenges that benchmark 
different standardised methods against standardised datasets (eg., CASP for protein structure prediction) allow a fair 
comparison and identify the most promising techniques.334 Federated learning tools that allow model training across 
diverse datasets without sharing data belonging to a single set of genes could be an effective way to advance the field 
while respecting data ownership.335

Discussion
Critical Synthesis of ML Approaches
The space of ML techniques for AMPs has witnessed tremendous advancements, evolving from the use of classic 
classifiers employing hand-crafted physicochemical features to modern techniques such as deep learning (DL), protein 
language modelling, geometric DL, and generative AI. Each methodology paradigm comes with its strengths and 
weaknesses and must be considered in relation to particular applications. Classical ML techniques (eg., support vector 
machines, random forests, gradient boosting), although no longer state-of-the-art in terms of predictive power due to their 
inefficiency, remain valuable options for problems with limited data available; however, in such cases, efficiency and 
interpretability become more important than the representational capability of DL. Classical ML algorithms enable 
researchers to easily visualise decision boundaries and extract feature importance scores from models, providing valuable 
insights into which physicochemical features contribute to AMPs being antimicrobial rather than non-AMPs. However, 
by using only predefined features, these algorithms are unable to discover new patterns, a key strength of DL 
architectures. The latter have set a new bar for AMP classification performance, with transformer-based models 
consistently outperforming other architectures in classification accuracy. The transformer architecture captures long- 
range residue interactions through attention mechanisms that play a crucial role in an antimicrobial function and cannot 
be represented by traditional features. For example, the protein language model ESM-2 achieves the best-known AUC 
values greater than 0.96 for AMP classification tasks when fine-tuned.

Geometric DL approaches that incorporate three-dimensional structural information via GNNs offer a promising 
direction, particularly for structure-activity relationship modelling. However, their performance advantage over 
sequence-based methods remains modest on most benchmarks, suggesting that current structure representation strategies 
have not yet fully exploited the information available in three-dimensional conformations.110 The integration of 
AlphaFold2-predicted structures with GNN encoders is an active area of development, and improvements in structure- 
prediction accuracy are expected to directly translate into better AMP prediction performance.

Generative models for de novo AMP design have advanced from proof-of-concept demonstrations to systems capable 
of generating libraries of candidate sequences with predicted therapeutic properties. GANs, VAEs, diffusion models, and 
reinforcement learning each offer distinct trade-offs among generation diversity, controllability of properties, and 
computational efficiency. Diffusion models currently represent the most promising generative approach, offering high- 
quality generation with fine-grained control over properties, though their computational requirements remain substantial. 
The integration of multiple generative strategies within unified frameworks that can adapt the generation approach to 
specific design objectives represents a promising direction.

The Translation Gap
Notwithstanding the computational successes achieved thus far, the major problem plaguing the development of AMPs 
designed using machine learning is bringing in silico-predicted peptides to market as approved medicines. The attrition 
rates are very high, with about 10,000 computationally designed peptides being reduced to only about 500 showing 
promise in vitro, ~25 of which will be found to have biological activity in animal studies, resulting in 1–2 peptides for 
clinical trials, each with a mere 10%–20% chance of getting approved.

Several reasons account for this high attrition rate. The problem is that if machine learning models are trained on 
small and/or unbalanced data sets, their predictions of peptide activity may suffer from overfitting, in which spurious 
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correlations are mistaken for true structure-activity relationships. In addition, there is always the problem of transferring 
knowledge from peptides with in vitro activity (tested in simple buffer solutions) to peptides exhibiting in vivo activity in 
the more complicated environment of living animals. The “valley of death” between preclinical development and clinical 
trials is particularly deep for AMP therapeutics, due to high manufacturing costs, limited bioavailability, and competition 
from inexpensive generic antibiotics. The most viable path forward likely involves targeting specific clinical niches 
where existing therapies fail due to resistance and where premium pricing can support development costs: multidrug- 
resistant nosocomial infections, chronic wound infections, topical applications, and adjunctive therapy in combination 
with existing antibiotics.

Recommendations for the Field
Based on the results presented in this review, we make the following recommendations to improve ML-driven AMP 
discovery:

Improve data quality and accessibility: Using identical protocols across communities, requiring minimal information 
for database deposition, and using the same data would substantially increase the quality and quantity of training data 
available for model development. Negative examples (confirmed inactive peptides) should be collected and shared to 
improve class imbalance. Quantitative activity measurements (MIC values) under standardised conditions should be 
preferred over binary activity annotations. Develop clinically relevant benchmarks: Current benchmarks focus on binary 
classification accuracy, which is only weakly associated with clinical utility. Multi-objective performance should include 
activity, toxicity, stability, and pharmacokinetic properties. The use of time-holdout data (train on older data, test on new 
data) would better inform model generalisation to newly discovered sequences.

Strengthen experimental validation. Predictions should be combined with experimental validation on representative 
candidates to achieve real-world prediction accuracy.131 The model should be trained via active learning to continually 
improve its accuracy at minimal cost. Reporting the validation results, both positive and negative, is needed so the model 
can be evaluated with confidence. Foster interdisciplinary collaboration: Computational scientists, microbiologists, 
immunologists, medicinal chemists, and clinicians must collaborate to advance further. Computational scientists must 
gain a better understanding of antimicrobial biology; experiments should use computational methods and validate their 
results with high-quality data. Agency funding agencies should support collaborative teams consisting of computational 
and experimental specialists.

Address manufacturing and delivery challenges. Investment in cost-effective peptide manufacturing technologies 
(recombinant production, novel synthesis methods) is essential for commercial viability. Formulation science to enable 
oral administration or extended-release parenteral delivery would dramatically expand clinical applications. Platform 
approaches that leverage common manufacturing and formulation technologies across multiple peptide candidates could 
reduce per-compound development costs.

Conclusion
The confluence between antimicrobial peptide studies and machine learning is undoubtedly one of the most exciting 
fields in the worldwide war against AMR. According to what was stated above, machine learning-assisted discovery of 
AMP has evolved from its infancy, with the use of simplistic classification techniques, to a sophisticated endeavour that 
now employs protein language models, geometric DL, and generative AI for the prediction, design, and optimisation of 
new AMPs in a way that has never been seen before. The problem of AMR persists, with WHO priority pathogens such 
as carbapenem-resistant A. baumannii, Pseudomonas aeruginosa, and Enterobacteriaceae causing hundreds of thousands 
of fatalities per year, while the antibiotic pipeline lags in addressing the rising demand. AMPs can offer an attractive 
treatment option because of their broad-spectrum activity, rapid bactericidal effect, ability to act via multiple mechan
isms, making it difficult for bacteria to evolve against them, and the potential to serve as immunomodulators.

Current state-of-the-art machine-learning approaches for AMP prediction exhibit very high computational efficiency. 
Transformers and geometric DL models achieve AUCs above 0.95 on benchmark datasets, whereas generative 
approaches generate new peptide sequences capable of displaying antimicrobial properties both in vivo and in vitro. 
Transfer learning from protein language models enables accurate predictions even with limited training data. Moreover, 
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multi-objective optimisation methods are currently used to achieve a trade-off among antimicrobial effect, hemolytic 
potential, proteolytic stability, and immunogenicity.

Notwithstanding these achievements, the transition from computational success to clinical success has been con
siderably constrained. AMPs designed using machine learning have shown survival benefits and low levels of resistance 
to the respective pathogens in animal model experiments. However, few therapeutic agents based on AMP have advanced 
beyond preclinical evaluation and entered clinical trials, and the process from computational design to clinical validation 
is long and demanding, with more than 99% of designs failing before reaching the market. Problems of manufacturing, 
delivery, regulation, and economic viability need to be overcome via consistent investment in the development of peptide 
formulations and affordable manufacturing techniques. Several factors indicate future advancements in computational 
design of AMPs. Multimodal learning models that leverage the synergy among sequence information, structural data, and 
functional properties promise improved representational capacity. Larger protein language models exhibit emergent 
capabilities, including increased scalability and predictive accuracy in AMP design. Finally, closed-loop automated 
systems that seamlessly combine peptide design, synthesis, and high-throughput testing may reduce development time by 
orders of magnitude. This may pave the way for an integrated approach to personalised antimicrobial therapy by 
leveraging the synergistic use of rapid diagnostics, computational design, and on-site peptide synthesis.

Realising this vision will require sustained interdisciplinary collaboration between computational scientists, experi
mental biologists, medicinal chemists, clinicians, and regulatory specialists. Community initiatives to standardise data 
collection, establish meaningful benchmarks, and share both positive and negative validation results are essential for 
collective progress. The AMR crisis demands urgent action, and the tools of machine learning - properly developed, 
rigorously validated, and thoughtfully translated - offer a powerful weapon in this existential struggle against resistant 
pathogens. The future of antimicrobial therapy will be increasingly computational, and the integration of AI-driven 
peptide design with experimental validation and clinical development represents our best hope for outpacing the 
relentless evolution of bacterial resistance.
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