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Background: The rapid expansion of generative artificial intelligence (GenAI) systems such as ChatGPT, Google Gemini, and Claude 
is transforming how individuals access and interpret health information. While these tools enhance accessibility and engagement, they 
also introduce risks related to misinformation, hallucination, and automation bias, raising concerns about how users evaluate and act 
on AI-generated advice.
Objective: This study examines the psychological and cognitive determinants influencing whether individuals follow or verify AI- 
generated health advice, focusing on the roles of eHealth literacy, cognitive load, and technology self-efficacy within the context of 
Saudi Arabia’s digital health transformation.
Methods: A cross-sectional online survey was conducted among 487 Saudi adults with prior experience using GenAI for health- 
related purposes. Validated instruments, including the eHealth Literacy Scale (eHEALS), Cognitive Load Scale, and Computer and 
Information Technology Self-Efficacy Scale, were employed. Structural Equation Modeling (SEM) was used to test direct, mediating, 
and moderating relationships.
Results: Verification intention was positively predicted by eHealth literacy (β = 0.36, p <0.001) and technology self-efficacy (β = 
0.25, p <0.001), while both reduced reliance on unverified AI advice. Cognitive load increased following behavior (β = 0.29, p <0.001) 
and reduced verification (β = –0.27, p <0.001). Cognitive load partially mediated the relationship between eHealth literacy and 
verification, while technology self-efficacy mitigated the negative impact of cognitive load. The model explained 56% of the variance 
in verification and 44% in following intentions.
Conclusion: eHealth literacy and technology self-efficacy support critical evaluation of AI-generated health information, whereas 
cognitive load acts as a barrier to informed decision-making. These findings highlight the need for user-centered AI design strategies— 
such as simplified outputs and verification prompts—and targeted literacy initiatives to promote safe and effective use of AI in 
healthcare.
Keywords: generative artificial intelligence, AI-generated health advice, eHealth literacy, cognitive load, technology self-efficacy, 
Saudi Arabia

Introduction
The rise of generative artificial intelligence (GenAI) represents a major shift in how individuals access, interpret, and use 
health information in digital environments. Unlike traditional information systems, GenAI models generate responses 
through probabilistic language modeling trained on large-scale datasets, enabling them to produce context-aware, 
conversational outputs rather than retrieving static information. Conversational systems such as ChatGPT, Google 
Gemini, and Claude can generate natural, human-like responses to complex health-related queries, allowing personalized 
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guidance to reach a broad and diverse audience.1–3 These systems can synthesize biomedical knowledge, simulate 
empathetic communication, and present information in accessible language, making them increasingly valuable tools for 
public health communication and patient education.4–6

The adoption of GenAI in healthcare has accelerated globally, and this transformation is particularly evident in Saudi 
Arabia. Under Saudi Vision 2030, artificial intelligence has become a central pillar in national efforts to modernize 
healthcare systems, improve service efficiency, expand digital access, and strengthen patient engagement.7,8 As part of 
this transformation, AI-driven platforms are increasingly integrated into digital health ecosystems, shaping how indivi
duals seek and interpret health information. However, the persuasive and human-like nature of GenAI outputs introduces 
new challenges related to information accuracy, user trust, and behavioral responses, especially in rapidly evolving digital 
health environments such as Saudi Arabia.

A key concern is that GenAI systems do not generate knowledge through direct verification of evidence but through 
statistical pattern recognition. Although the responses produced are often coherent and contextually appropriate, they 
may include inaccuracies, biases, or fabricated details—a phenomenon commonly referred to as hallucination.9,10 In 
practice, this creates a critical dilemma: users may act on incorrect information without verification, while excessive 
skepticism may lead them to dismiss valid advice. In the Saudi context, where digital health adoption is expanding 
rapidly and trust in institutional authority often shapes decision-making, understanding how individuals navigate this 
balance between trust and verification is particularly important.11,12

Trust plays a central role in shaping human interaction with intelligent systems. Appropriate trust allows users to 
benefit from automation while maintaining critical judgment, whereas misplaced trust can lead to automation bias—the 
tendency to accept algorithmic outputs without sufficient scrutiny.13 The concept of calibrated trust explains how 
individuals adjust their reliance on technology based on perceived reliability.14 Prior research indicates that trust in AI 
systems is influenced by perceptions of accuracy, transparency, and ethical design.15,16 However, there remains limited 
empirical evidence on how these perceptions translate into concrete behaviors, particularly in the context of health- 
related decision-making where users must choose whether to follow or verify AI-generated advice. This gap is especially 
relevant in Saudi Arabia, where cultural norms related to authority, expertise, and technology acceptance may shape user 
responses in distinct ways.

eHealth literacy represents a critical factor influencing how individuals engage with AI-generated health information. 
It refers to the ability to locate, evaluate, and apply digital health information effectively.17 Individuals with higher levels 
of eHealth literacy are generally better equipped to assess the credibility of online content and integrate it into informed 
decision-making processes.18 However, even highly literate users may be influenced by the fluency and persuasive tone 
of GenAI outputs, which can reduce critical evaluation.19 In addition, Cognitive Load Theory suggests that when 
information is complex, dense, or poorly structured, it imposes a burden on working memory, limiting users’ capacity 
for analytical reasoning.20,21 Under such conditions, individuals may rely on heuristic cues—such as language fluency or 
perceived authority—rather than systematically evaluating the content. In digital health environments in Saudi Arabia, 
where users vary widely in digital competence, these cognitive constraints may significantly shape how AI-generated 
health advice is interpreted and used.

Another important determinant of user behavior is technology self-efficacy, defined as an individual’s confidence in 
their ability to effectively use and evaluate digital technologies.22 Extensive research has shown that higher self-efficacy 
is associated with greater persistence, motivation, and analytical engagement when interacting with technology.23,24 

Users with strong technological confidence are more likely to critically assess AI-generated outputs, whereas those with 
lower self-efficacy may experience uncertainty or cognitive fatigue, increasing their reliance on automated recommenda
tions. In the Saudi context, where digital transformation initiatives are expanding access to AI tools across diverse 
population groups, variations in technology self-efficacy may play a significant role in shaping user behavior and 
decision-making.

Despite the rapid integration of GenAI into healthcare systems, empirical research examining the behavioral 
dynamics of trust, verification, and decision-making remains limited. Existing studies have largely focused on general 
technology acceptance or attitudes toward AI, rather than specific evaluative behaviors such as whether users choose to 
follow or verify AI-generated advice.25,26 Furthermore, most research has been conducted in Western settings, with 
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limited attention to non-Western contexts where cultural, social, and technological factors may influence user behavior 
differently.27 In Saudi Arabia, where national strategies emphasize digital health innovation and AI adoption, there is 
a clear need to understand the cognitive and psychological mechanisms that guide user interactions with AI systems. 
Generating such evidence is essential for informing the design of ethical guidelines, user-centered AI systems, and policy 
frameworks that promote safe and responsible engagement with AI-generated health information.

Study Aim
This study examines the behavioral factors that shape whether individuals follow or verify AI-generated health advice. It 
focuses on how eHealth literacy, cognitive load, and technology self-efficacy interact to influence user behavior. Drawing 
on cognitive load theory, self-efficacy theory, and trust calibration models, the research seeks to explain these behavioral 
processes and support the design of AI systems that encourage thoughtful, informed engagement with digital health 
information.

Theoretical Framework and Hypotheses
Understanding why individuals either follow or verify AI-generated health advice requires an integrative view of 
cognition, confidence, and trust. The conceptual framework underpinning this study synthesizes three complementary 
theories: the eHealth Literacy Framework, Cognitive Load Theory, and Self-Efficacy Theory. Together, these frameworks 
explain how cognitive capacity, informational demands, and self-perceived competence interact to determine the depth of 
user engagement with AI-generated content.17–23

Building on these perspectives, the study proposes that users with higher eHealth literacy and self-efficacy are more 
capable of managing cognitive demands, calibrating trust appropriately, and engaging in verification-oriented beha
viors. In contrast, lower literacy and self-efficacy are expected to increase cognitive load and promote automatic 
compliance.

Hypotheses

H1: eHealth literacy positively predicts the intention to verify AI-generated health advice.

H2: eHealth literacy negatively predicts the intention to follow AI-generated health advice without verification.

H3: Cognitive load negatively influences the intention to verify AI-generated health advice.

H4: Cognitive load positively influences the intention to follow AI-generated health advice without verification.

H5: Cognitive load mediates the relationship between eHealth literacy and verification behavior.

H6: Technology self-efficacy positively predicts the intention to verify AI-generated health advice.

H7: Technology self-efficacy negatively predicts the intention to follow AI-generated health advice without verification.

H8: Technology self-efficacy moderates the relationship between cognitive load and verification behavior, such that the 
negative effect of cognitive load is weaker among users with higher self-efficacy.

Conceptual Model
The proposed conceptual model, as shown in Figure 1, integrates these relationships to explain user behavior when 
interacting with GenAI chatbots. eHealth literacy and technology self-efficacy act as enabling factors, cognitive load 
functions as a processing constraint, and following versus verification intentions represent behavioral outcomes. This 
framework underscores that trust in GenAI should be balanced—strong enough to encourage engagement but calibrated 
to prevent overreliance or neglect of critical reasoning.
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Theoretical Framework and Hypotheses Development
Understanding why individuals choose to follow or verify AI-generated health advice is an increasingly important area of 
inquiry within digital health psychology. A key aspect of this behavioral process lies in how cognitive effort, self- 
confidence, and trust jointly shape decision-making in AI-mediated environments. Investigating these interrelationships 
provides valuable insights into how users evaluate, accept, or question algorithmic outputs—an issue that has received 
considerable attention in human–AI interaction research over the past decade.

The conceptual framework underpinning this study synthesizes three complementary theoretical perspectives. The 
eHealth Literacy Framework conceptualizes individuals’ ability to locate, appraise, and apply health information from 
digital sources.17,18 Cognitive Load Theory explains how information complexity, presentation style, and task demands 
influence mental effort and the quality of decision-making.20,21 Self-Efficacy Theory posits that individuals’ confidence 
in their competence governs their persistence, adaptability, and engagement with challenging cognitive tasks.22,23 Taken 
together, these frameworks may provide a comprehensive explanation of how people process AI-generated health 
information: users with higher eHealth literacy and stronger technological self-efficacy are generally better equipped 
to manage cognitive demands, calibrate trust, and engage in verification-oriented rather than compliance-based 
behaviors.

eHealth Literacy and Behavioral Response
eHealth literacy has been widely recognized as a fundamental property of effective digital health engagement. It provides 
the cognitive foundation that enables individuals to interpret, compare, and critically evaluate online health information. 
Previous studies have documented that individuals with higher literacy levels are more capable of distinguishing credible 
content from misinformation and integrating multiple cues in decision-making.18 In contrast, users with limited literacy 
often rely on surface characteristics such as fluency, authority tone, or technical jargon, which may inadvertently be 
mistaken for accuracy.

Recent developments in AI-based health communication have heightened the need for renewed attention to eHealth 
literacy. The ability to interrogate AI-generated outputs, identify potential biases, and cross-check recommendations is 

Figure 1 Conceptual Model Illustrating the Hypothesized Relationships Among eHealth Literacy, Cognitive Load, and Behavioral Intentions to Follow or Verify AI- 
Generated Health Advice.
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crucial for maintaining informed agency. Consequently, greater eHealth literacy should foster verification intentions 
while reducing the tendency toward passive acceptance.

H1: eHealth literacy positively predicts users’ intention to verify AI-generated health advice.

H2: eHealth literacy negatively predicts users’ intention to follow AI-generated health advice without verification.

Cognitive Load as a Mediating Mechanism
Cognitive load, defined as the total mental effort required to process information, remains a central construct in 
explaining technology-mediated decision-making. Within the context of AI-driven health communication, cognitive 
load encompasses both intrinsic load (arising from task complexity) and extraneous load (arising from suboptimal 
information presentation).20 When users are exposed to lengthy, ambiguous, or dense AI responses, their cognitive 
capacity for systematic reasoning diminishes, increasing reliance on heuristic cues such as perceived expertise or writing 
style.21

A growing body of evidence suggests that elevated cognitive load may therefore discourage verification and instead 
promote uncritical acceptance of AI-generated advice. Conversely, manageable levels of cognitive load are likely to 
enhance comprehension and support analytical evaluation. It can therefore be assumed that cognitive load not only exerts 
a direct influence on user behavior but also serves as a mediating mechanism linking eHealth literacy to verification 
tendencies.

H3: Cognitive load negatively influences the intention to verify AI-generated health advice.

H4: Cognitive load positively influences the intention to follow AI-generated health advice without verification.

H5: Cognitive load mediates the relationship between eHealth literacy and verification behavior.

Technology Self-Efficacy and Critical Engagement
Technology self-efficacy, a major area of interest in applied behavioral science, refers to users’ confidence in their ability 
to interact with and evaluate technological systems effectively.22–24 Several studies have shown that individuals with 
strong self-efficacy engage more actively with technology, demonstrate higher persistence, and display more reflective 
decision-making behaviors. By contrast, low self-efficacy is associated with avoidance, overreliance on automated 
outputs, and reduced analytical engagement.

An implication of this is the possibility that self-efficacy acts as both a direct predictor and a moderator of cognitive 
processing in AI-mediated communication. High self-efficacy may not only enhance verification intentions directly but 
also buffer the detrimental effects of cognitive load, sustaining users’ ability to process information critically even under 
complex conditions.

H6: Technology self-efficacy positively predicts the intention to verify AI-generated health advice.

H7: Technology self-efficacy negatively predicts the intention to follow AI-generated health advice without verification.

H8: Technology self-efficacy moderates the relationship between cognitive load and verification behavior, such that the 
negative influence of cognitive load is weaker among users with higher self-efficacy.

Conceptual Model
The proposed conceptual model shown in Figure 1 integrates these theoretical relationships to explain behavioral 
outcomes in GenAI–user interactions. eHealth literacy and technology self-efficacy operate as enabling factors that 
enhance cognitive regulation and trust calibration, whereas cognitive load represents a processing constraint that can 
either impede or mediate these effects. The behavioral outcomes—verification and following intentions—capture the 
extent to which users act reflectively or automatically when faced with AI-generated health recommendations.
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Taken together, this framework highlights that trust in AI is not inherently problematic but must be appropriately 
calibrated. Excessive skepticism may hinder engagement, while overreliance can compromise safety. Balancing these 
dynamics requires both cognitive capability and technological confidence—qualities that this model seeks to quantify and 
explain empirically.

Methodology
Research Design and Setting
This study employed a cross-sectional quantitative research design using an online survey to examine the behavioral 
determinants influencing users’ intentions to follow or verify AI-generated health advice. This design is well suited for 
capturing individual differences in perceptions, cognitive processes, and technology-related behaviors within 
a naturalistic, non-clinical setting. Cross-sectional surveys are widely used in health informatics and behavioral research 
due to their efficiency in collecting attitudinal and behavioral data from large populations at a single point in time.

Data were collected between March and June 2025 across the Kingdom of Saudi Arabia (KSA), a country undergoing 
rapid digital transformation under the Vision 2030 Health Sector Reform Program. Ethical approval was obtained from 
the Research Ethics Committee (REC) at the University of Hail (Approval No. H-2025-357). All procedures adhered to 
the ethical principles outlined in the Declaration of Helsinki and Saudi national research ethics guidelines.

Participants and Sampling
Participants were adults aged 18 years or older residing in Saudi Arabia who had prior experience using at least one 
generative AI platform (eg., ChatGPT, Google Gemini, or Claude) for health-related purposes. Eligibility criteria 
included basic digital literacy, proficiency in Arabic or English, and voluntary consent to participate.

A convenience sampling approach was used to recruit participants through online platforms, including Twitter/X, 
LinkedIn, WhatsApp academic networks, and institutional mailing lists. This approach enabled efficient access to 
a diverse population of AI users; however, it may limit the generalizability of findings to the broader population.

The required sample size was calculated using Cochran’s formula for large populations (95% confidence level, 5% 
margin of error), yielding a minimum of 385 participants. To account for incomplete responses, the target sample size 
was set at 500. A total of 516 responses were collected, of which 487 valid responses were retained after data screening.

While the final sample included participants from varied demographic backgrounds, it was relatively skewed toward 
male respondents and individuals with higher education levels. This distribution should be considered when interpreting 
the generalizability of the findings.

Instrument Development
The survey instrument was developed by adapting validated scales aligned with the study’s conceptual framework. The 
questionnaire comprised five sections: demographics, eHealth literacy, cognitive load, technology self-efficacy, and 
behavioral intention.

eHealth literacy was measured using the eight-item eHealth Literacy Scale (eHEALS),17,18 rated on a five-point 
Likert scale (1 = strongly disagree to 5 = strongly agree). Cognitive load was assessed using the Cognitive Load Scale 
developed by Leppink et al (2013), capturing both intrinsic and extraneous load across seven items measured on a seven- 
point Likert scale.

Technology self-efficacy was measured using the Computer and Information Technology Self-Efficacy Scale 
(CITSE),22 consisting of eight items rated on a five-point Likert scale. Behavioral intentions were measured using a six- 
item scale adapted from the automation trust literature,13,14,25 comprising two subdimensions: following intention and 
verification intention.

All survey items were translated into Arabic and back-translated into English using a standardized forward–backward 
translation procedure to ensure linguistic and cultural equivalence. Content validity was assessed by three bilingual 
experts in digital health and behavioral psychology. A pilot study (n = 40) was conducted to evaluate clarity and 
reliability, with all constructs demonstrating strong internal consistency (Cronbach’s α > 0.80).
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Data Collection Procedure
Data were collected using a secure online survey administered via Google Forms, accessible on both desktop and mobile 
devices. Participants were provided with an information sheet outlining the study purpose, confidentiality measures, and 
their rights. Electronic informed consent was obtained prior to participation.

To ensure data quality, the survey included attention-check items and was configured to limit duplicate submissions. 
No personally identifiable information (eg., names or IP addresses) was collected. The average completion time was 
approximately 7 minutes.

Data Analysis
Data were analyzed using IBM SPSS (version 29) and AMOS (version 29). The analysis followed three stages: 
preliminary analysis, measurement model evaluation, and structural model testing.

Preliminary analysis included screening for missing data, outliers, and normality. Descriptive statistics (means, 
standard deviations, frequencies) were calculated. Reliability was assessed using Cronbach’s alpha, composite reliability 
(CR), and average variance extracted (AVE).

Confirmatory Factor Analysis (CFA) was conducted to evaluate the measurement model. Model fit was assessed 
using standard indices: χ2/df < 3.0, Comparative Fit Index (CFI) ≥ 0.90, Tucker–Lewis Index (TLI) ≥ 0.90, and Root 
Mean Square Error of Approximation (RMSEA) ≤ 0.08. Convergent validity was established when AVE > 0.50, and 
discriminant validity was assessed using the Fornell–Larcker criterion and the Heterotrait–Monotrait ratio (HTMT).

Structural Equation Modeling (SEM) with 2000 bootstrapped samples was used to test the hypothesized relationships 
(H1–H8), including direct, mediating, and moderating effects. Mediation was assessed through indirect path analysis, and 
moderation was examined using an interaction term (cognitive load × technology self-efficacy). Statistical significance 
was set at p < 0.05.

The supplementary appendices provide additional methodological and statistical details in numerical order. 
Appendix 1 presents item-level descriptive statistics for the eHEALS, intrinsic cognitive load, extraneous cognitive 
load, and technology self-efficacy scales. Appendix 2 presents item-level descriptive statistics for the verification 
intention and the following intention scales. Appendix 3 summarizes scale reliability, convergent validity, discriminant 
validity, and inter-construct correlations. Appendix 4 provides the measurement and structural model fit indices, 
standardized SEM path estimates, mediation results, moderation results, and explained variance values. Appendix 5 
includes the full survey items used in the study.

Ethical Considerations
This study was reviewed and approved by the Research Ethics Committee (REC) at the University of Hail (Approval No. 
H-2025-357). All participants provided electronic informed consent prior to participation. The consent form explicitly 
stated that participation was voluntary, that respondents could withdraw from the study at any time without penalty, and 
that no incentives were offered.

To maintain confidentiality and data integrity, no identifying information (eg., names, IP addresses) was collected. All 
responses were stored securely, anonymized, and analyzed in aggregate form only.

The study adhered to the ethical principles of autonomy, beneficence, confidentiality, and non-maleficence, in 
alignment with the Saudi national research ethics guidelines and the Declaration of Helsinki for research involving 
human participants.

Results
Participant Characteristics
After data screening and exclusion of incomplete responses, 487 valid cases were retained for analysis. Table 1 
summarizes the demographic profile of participants. The sample was predominantly male (68.2%), with most respon
dents aged 25–44 years (67.8%) and holding at least a bachelor’s degree (74.3%). More than half (58.5%) reported using 
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generative AI (GenAI) systems such as ChatGPT, Gemini, or Claude on a weekly basis, and nearly one-third (31.4%) had 
previously sought AI-generated health information within the preceding three months.

Reliability and Descriptive Statistics
All scales demonstrated excellent internal consistency (Cronbach’s α = 0.85–0.92). Table 2 presents the descriptive 
statistics and reliability indicators. Overall, participants reported moderate-to-high eHealth literacy and technology self- 
efficacy, alongside relatively lower perceived cognitive load. Male respondents displayed marginally higher self-efficacy 
and verification tendencies (M = 4.18) compared with females (M = 4.02),

…although the differences were not statistically significant (p > 0.05). Detailed item-level descriptive statistics for 
eHealth literacy, cognitive load, and technology self-efficacy are provided in Appendix 1. Item-level descriptive statistics 
for verification and following intention measures are provided in Appendix 2.

Table 1 Demographic Characteristics of Respondents (N = 487)

Variable Category n %

Gender Male 332 68.2

Female 155 31.8

Age (years) 18–24 70 14.4

25–34 188 38.6

35–44 142 29.2

45 + 87 17.9

Education High school or below 35 7.2

Bachelor’s 362 74.3

Postgraduate 90 18.5

AI-use frequency Rarely (< once/month) 81 16.6

Occasionally (1–3 × / month) 121 24.9

Frequently (weekly) 285 58.5

Table 2 Descriptive Statistics and Reliability Indicators

Construct Items Mean (SD) α CR AVE

eHealth Literacy 8 3.95 (0.71) 0.89 0.91 0.55

Cognitive Load 7 3.18 (0.80) 0.86 0.88 0.53

Technology Self-Efficacy 8 4.07 (0.67) 0.92 0.93 0.57

Verification Intention 3 4.10 (0.74) 0.88 0.9 0.6

Following Intention 3 3.27 (0.76) 0.84 0.87 0.59

Notes: All constructs exceeded recommended thresholds for reliability and validity (α 
> 0.70; CR > 0.70; AVE > 0.50). Correlations among latent variables were lower than 
the square root of their respective AVE values, confirming discriminant validity. 
A complete summary of reliability, validity, and inter-construct correlations is provided 
in Appendix 3.
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Measurement Model Evaluation
Confirmatory factor analysis (CFA) was conducted to evaluate the adequacy of the measurement model comprising five 
latent constructs: eHealth literacy, cognitive load, technology self-efficacy, verification intention, and following intention. 
The model demonstrated a good fit to the data:  
χ2 = 406.12, df = 214, χ2/df = 1.90, CFI = 0.952, TLI = 0.944, RMSEA = 0.043 (90% CI: 0.037–0.050), SRMR = 0.038.

All standardized factor loadings were statistically significant (p < 0.001) and ranged from 0.64 to 0.88, providing 
strong evidence for convergent validity and satisfactory construct representation. In addition, all constructs exceeded 
recommended reliability and validity thresholds (CR > 0.70; AVE > 0.50), confirming the measurement model’s 
robustness prior to structural analysis.

Structural Model Evaluation
The Structural Equation Model of Behavioral Determinants Influencing Following and Verification of AI-Generated 
Health Advice, shown in Figure 2. The hypothesized structural model also achieved an excellent level of fit:  
χ2 = 454.85, df = 237, χ2/df = 1.92, CFI = 0.947, TLI = 0.937, RMSEA = 0.044, SRMR = 0.041.

As shown in Table 3, all proposed direct, indirect, and moderating relationships were statistically significant in the 
expected directions. The final model explained 56% of the variance in verification intention and 44% in following 
intention, indicating strong explanatory power for behavioral responses toward AI-generated health advice. A complete 
summary of model fit indices and standardized SEM path estimates is provided in Appendix 4.

Mediation and Moderation Effects
Bootstrapped analysis (2,000 resamples) confirmed a partial mediation of cognitive load in the literacy–verification link 
(β = –0.09, 95% CI [–0.17, –0.04]). Users with higher eHealth literacy reported lower perceived cognitive load, which 
increased their verification intention.

The interaction between cognitive load and self-efficacy was significant (β = 0.10, p = 0.010). Simple-slope analysis 
indicated that at high self-efficacy, the negative slope between cognitive load and verification intention flattened 
considerably, suggesting that confident users maintained analytical engagement despite mental effort. Detailed direct, 
indirect, and moderated effects are presented in Appendix 4.

Figure 2 Structural Equation Model of Behavioral Determinants Influencing Following and Verification of AI-Generated Health Advice. 
Notes: Standardized path coefficients (β) are presented along the arrows. Solid lines indicate direct effects, whereas dashed lines indicate moderating effects. * p < 0.05. ** 
p < 0.01. *** p < 0.001.
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Discussion
This study examined how eHealth literacy, cognitive load, and technology self-efficacy shape individuals’ intentions to 
verify or follow AI-generated health advice within the context of Saudi Arabia’s rapidly evolving digital health 
ecosystem. Drawing on the eHealth Literacy Framework, Cognitive Load Theory, and Self-Efficacy Theory, the findings 
provide empirical insight into the cognitive and psychological mechanisms that govern user engagement with generative 
AI systems. The structural model demonstrated strong explanatory power, offering a nuanced understanding of how users 
navigate trust, verification, and decision-making when interacting with AI-mediated health information in a digitally 
transforming society.

The findings underscore the central role of eHealth literacy in shaping user behavior. Individuals with higher literacy 
levels were more likely to verify AI-generated health information and less likely to accept it without critical evaluation. 
This aligns with prior research demonstrating that digital literacy enhances individuals’ ability to assess the credibility of 
online information and engage in analytical reasoning when interacting with algorithmic outputs.6,9,10,18,19 In the Saudi 
context, where national initiatives are actively promoting digital health engagement under Vision 2030, these findings 
highlight the importance of strengthening population-level eHealth literacy as a foundational component of safe AI 
adoption. Enhancing literacy may be particularly important for populations with limited digital experience, who may be 
more vulnerable to automation bias and misinformation.

Cognitive load emerged as a key mechanism influencing behavioral responses. Higher levels of cognitive load were 
associated with reduced verification and increased reliance on AI-generated advice, supporting the assumptions of 
Cognitive Load Theory.20,21 When AI-generated content is complex, lengthy, or ambiguous, users may experience 
mental fatigue, leading them to rely on heuristic cues such as language fluency or perceived authority. This pattern 
reflects cognitive offloading, where individuals increasingly depend on automated systems when cognitive effort is 
high.25–29 Within Saudi Arabia’s diverse user population—characterized by varying levels of digital literacy and 

Table 3 Standardized and Unstandardized Path Estimates, Confidence Intervals, and Significance Values for Hypothesized 
Relationships in the Structural Model (N = 487)

Hyp. Path β B SE 95% CI p-value Decision

Common Direct Effects

H1 eHealth Literacy → Verification Intention 0.36 0.34 0.07 (0.21, 0.48) < 0.001 Accepted

H2 eHealth Literacy → Following Intention –0.18 –0.16 0.06 (–0.28, –0.04) < 0.001 Accepted

H3 Cognitive Load → Verification Intention –0.27 –0.23 0.07 (–0.36, –0.10) < 0.001 Accepted

H4 Cognitive Load → Following Intention 0.29 0.27 0.08 (0.11, 0.42) < 0.001 Accepted

H6 Technology Self-Efficacy → Verification Intention 0.25 0.22 0.06 (0.10, 0.35) < 0.001 Accepted

H7 Technology Self-Efficacy → Following Intention –0.16 –0.13 0.06 (–0.25, –0.02) 0.001 Accepted

Indirect/Mediated Effects

H5 eHealth Literacy → Cognitive Load → 
Verification Intention

–0.09 –0.08 0.03 (–0.15, –0.03) 0.001 Accepted 
(Mediation)

Moderating Effect

H8 Cognitive Load × Technology Self-Efficacy → 
Verification Intention

0.1 0.09 0.04 (0.02, 0.17) 0.01 Accepted 

(Moderation)

Model 
Summary

R2 (Verification Intention) = 0.56 R2 (Following Intention) = 

0.44

Model Fit 
Indices

χ2 = 454.85, df = 237, χ2/df = 1.92, CFI = 0.947, TLI = 0.937, RMSEA = 0.044, SRMR = 0.041
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technological familiarity—these cognitive constraints may significantly influence how AI-generated health information is 
processed and acted upon.

From a practical standpoint, these findings highlight the importance of designing AI systems that minimize 
unnecessary cognitive burden. Features such as concise outputs, structured formatting, clear segmentation of information, 
and transparent sourcing can support users in engaging more critically with AI-generated content. Importantly, the 
mediating role of cognitive load suggests that even individuals with high eHealth literacy may struggle to maintain 
analytical engagement under cognitively demanding conditions. This indicates that improving user literacy alone is 
insufficient; system-level design considerations must also play a central role in promoting safe and effective AI use.

Technology self-efficacy also played a significant role in shaping user behavior. Individuals with higher confidence in 
their ability to use and evaluate digital technologies were more likely to verify AI-generated advice and less likely to 
follow it uncritically. This finding is consistent with prior research linking self-efficacy to greater persistence, engage
ment, and reflective decision-making in digital environments.22–24 Moreover, the moderating effect observed in this study 
suggests that self-efficacy can buffer the negative impact of cognitive load. Even when information is complex, users 
with higher confidence are better able to sustain critical evaluation.29–32 In the Saudi context, where digital transforma
tion initiatives aim to expand access to AI technologies across diverse population groups, fostering technological 
confidence is essential for ensuring equitable and safe use.

These findings altogether support the proposed conceptual model and contribute to a more nuanced understanding of 
trust calibration in AI-mediated health contexts. The results suggest that user behavior is a trade-off between acceptance 
and verification, rather than a binary view of trust. The distinction between following and verifying AI-generated advice 
is a meaningful step forward in the study of human-AI interaction, suggesting that suitably interacting with AI requires 
both cognitive capacity and psychological readiness.32–35 This balance is especially important in fast digitalizing 
healthcare settings like Saudi Arabia to ensure that users gain from the benefits of AI technologies without being overly 
reliant on them.

From a theoretical perspective, this study extends existing research by integrating cognitive, literacy, and psycholo
gical constructs into a unified framework that explains behavioral responses to AI-generated health information.36–40 It 
moves beyond traditional technology acceptance models by focusing on evaluative behaviors rather than general 
attitudes, thereby offering a more behaviorally grounded understanding of user–AI interaction.41–43 From a practical 
perspective, the findings provide actionable insights for developers, educators, and policymakers seeking to promote 
responsible AI use in healthcare settings.

Practical and Policy Implications
The findings have several important implications for AI developers, healthcare organizations, and policymakers, 
particularly within the Saudi healthcare system. For developers, incorporating user-centered design principles is essential 
to reduce cognitive load and support informed decision-making. This includes features such as simplified language, 
bullet-point summaries, visual structuring of information, and built-in prompts encouraging users to verify health advice 
through credible sources. Embedding transparency mechanisms—such as source attribution and confidence indicators— 
may further enhance users’ ability to critically evaluate AI outputs.

Healthcare organizations can play a key role by integrating AI literacy into patient education and clinical commu
nication strategies. Educating users about both the capabilities and limitations of AI systems can help foster more 
balanced and informed engagement. Training initiatives targeting different population groups—particularly those with 
lower digital literacy—may be especially valuable in reducing disparities in AI use.

At the policy level, the findings reinforce the importance of aligning technological advancement with behavioral 
readiness. Saudi Arabia’s Vision 2030 strategy emphasizes digital transformation and AI integration; however, the 
present results suggest that successful implementation also depends on strengthening eHealth literacy and technology 
self-efficacy among users. Policymakers may consider incorporating these constructs into national digital health 
strategies as measurable indicators of readiness, ensuring that technological adoption is accompanied by adequate user 
competence and awareness.
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Limitations and Future Research
While this study provides important insights, several limitations should be acknowledged. First, the cross-sectional 
design limits the ability to infer causal relationships among variables. Future research employing longitudinal or 
experimental designs would provide stronger evidence of causal pathways. Second, the use of convenience sampling 
may limit the generalizability of findings. The sample was relatively skewed toward male participants and individuals 
with higher education levels, which may not fully reflect the broader population in Saudi Arabia. Third, reliance on self- 
reported measures introduces the potential for social desirability and recall biases.

Future research should explore these relationships across more diverse and representative populations, as well as 
examine behavioral outcomes in real-world settings. Experimental studies could test the effectiveness of interface design 
interventions aimed at reducing cognitive load and promoting verification behavior. Additionally, further investigation 
into cultural factors—such as trust in authority, collectivism, and technology acceptance norms in Arab contexts—may 
provide deeper insight into how user behavior varies across different sociocultural environments.

Conclusion
This study contributes to the growing body of knowledge on human–AI interaction by demonstrating how behavioral and 
cognitive factors shape individuals’ intentions to follow or verify AI-generated health information. The findings show 
that eHealth literacy and technology self-efficacy function as key enablers of critical evaluation and responsible 
engagement, whereas cognitive load acts as a significant barrier that can promote uncritical reliance on AI-generated 
advice. These results highlight that effective use of AI in healthcare depends not only on technological capabilities but 
also on users’ cognitive capacity and confidence in interacting with digital systems.

Within the context of Saudi Arabia’s ongoing digital transformation under Vision 2030, these findings carry important 
implications for the safe and effective integration of AI into healthcare. Promoting balanced and informed engagement 
with AI-generated health information requires a dual focus on both user capability and system design. AI systems should 
be developed with an emphasis on simplicity, transparency, and cognitively efficient presentation of information to 
reduce user burden and support verification behaviors. At the same time, policymakers and healthcare institutions should 
prioritize initiatives that strengthen eHealth literacy and technology self-efficacy across the population, ensuring that 
individuals are equipped to critically assess AI-generated outputs.

Future research should build on these findings by employing longitudinal and experimental designs to better establish 
causal relationships and evaluate intervention strategies. In addition, further investigation into contextual and cultural 
factors—particularly within rapidly digitalizing societies—will be essential for understanding how users interact with AI- 
generated health information in diverse environments. Advancing this line of research will support the development of 
more accountable, user-centered, and ethically grounded AI systems in healthcare.
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