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Purpose: Large language models (LLMs) and other generative artificial intelligence systems are increasingly used in mental health 
care for psychoeducation, emotional support, screening, and crisis-related interactions. To our knowledge, this is the first structured 
synthesis explicitly mapping LLM-specific cybersecurity and privacy risks to Software as a Medical Device (SaMD) regulatory 
frameworks. We aimed to characterize deployment patterns, identify multi-layered risks, and evaluate alignment of reported safeguards 
with established healthcare governance standards.
Methods: A PRISMA-guided systematic review was conducted using PubMed, APA PsycNet, and Google Scholar. After screening 
eligible records against predefined inclusion criteria, 33 studies were included. Two reviewers independently extracted data on 
application domains, deployment settings, risk categories, attack surfaces, data sensitivity, and reported or recommended controls.
Results: Generative AI chatbots were most frequently used for therapy or emotional support (13/33, 39.4%), followed by safety 
evaluation or benchmarking (9/33, 27.3%) and psychoeducation or advice (6/33, 18.2%). Suicide prevention or crisis detection was the 
most common domain (10/33, 30.3%). Most systems relied on general-purpose LLMs (21/33, 63.6%) and were deployed via 
consumer-facing platforms (16/33, 48.5%). Key risks included harmful or unsafe outputs, failures in crisis response, exposure of 
sensitive personal information, and limited transparency. Critically, 78.8% of studies (26/33) were rated high risk for cybersecurity 
evaluation rigor, indicating that formal adversarial testing and structured threat modeling remain rare.
Conclusion: Current governance frameworks have not fully adapted to generative conversational AI in mental health contexts. 
Because the therapeutic interface functions as a primary attack surface, single-layer security evaluation (assessing only software 
validation or content safety in isolation) is inadequate. More comprehensive approaches are needed, including stronger cybersecurity 
controls, privacy-preserving data practices, and explicit alignment with FDA SaMD guidance, HIPAA, ISO 14971, and the NIST AI 
Risk Management Framework.

Plain Language Summary: Mental health chatbots powered by artificial intelligence are becoming more common. People use them 
for emotional support, advice, and even help during crises. These tools can be helpful, especially when access to mental health care is 
limited. However, they also raise important concerns about safety, privacy, and security. 

We reviewed 33 research studies to better understand how these chatbots are used and what risks they may pose. We found 
that many chatbots are used in sensitive situations, such as supporting people with depression or responding to suicidal 
thoughts. Most systems rely on general-purpose AI tools and are often available directly to the public without clinical 
supervision. 

Our review identified several key risks. Some chatbots can provide incorrect or harmful advice, especially in high-risk situations. 
Others may not respond appropriately during a crisis. Privacy is also a concern, as users may share highly personal information 
without fully understanding how it is stored or used. In addition, few studies reported strong cybersecurity practices, such as testing 
systems against attacks or formally evaluating risks. 
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These findings suggest that current safeguards are not enough. Mental health chatbots need stronger protections, clearer oversight, 
and better alignment with healthcare regulations. Improving how these systems are designed and evaluated can help make them safer 
and more trustworthy for people who rely on them. 

Keywords: risk management, digital therapeutics, conversational systems, data protection, clinical safety, regulatory frameworks

Introduction
Large language models (LLMs) and other generative artificial intelligence (AI) systems have rapidly evolved from 
experimental tools to widely used components of healthcare information workflows. In mental health contexts, LLM- 
based conversational agents are increasingly applied to psychoeducation, supportive dialogue, screening, summarization 
of counseling content, and crisis-related interactions, particularly in settings where access barriers and workforce 
shortages make continuously available digital support attractive.1 Unlike earlier rule-based chatbots, generative AI 
systems produce open-ended responses that adapt dynamically to user input, enabling flexible interactions while 
introducing new and underexplored challenges related to safety, privacy, and cybersecurity.2 Users report both perceived 
benefits, such as convenience and non-judgmental engagement, and notable risks, including harmful or misleading 
content, inconsistency, overdependence, and insufficient safety safeguards.3

These developments are occurring within a high-stakes domain. Mental health interactions frequently involve 
sensitive disclosures, including suicidal ideation, trauma, psychiatric history, medication use, substance use, and inter
personal violence, and may involve vulnerable populations such as minors. Unlike static informational resources, 
generative chatbots provide real-time, context-dependent responses that may be interpreted as clinical guidance. 
Because outputs are generated dynamically rather than retrieved from curated knowledge sources, errors or unsafe 
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recommendations may arise in ways that are difficult for users to detect. Prior studies have demonstrated that LLMs can 
produce inaccurate or unsafe content in mental health–related contexts, highlighting the need for careful evaluation, 
transparency, and appropriate safeguards before these systems can be considered dependable tools.4 In high-risk areas 
such as suicide prevention, failures in chatbot responses may have immediate and serious clinical consequences, 
reinforcing the importance of robust safety and governance mechanisms.5

From an engineering perspective, the adoption of generative AI introduces cybersecurity and privacy risks that differ 
substantially from those associated with traditional healthcare software. Unlike static clinical software, these systems 
integrate probabilistic language models, interactive interfaces, external APIs, and evolving data pipelines into a single 
conversational surface, meaning vulnerabilities may arise at multiple levels, including model-level risks such as data 
poisoning and unintended memorization, interface-level risks such as prompt injection and data exfiltration, and system- 
level risks such as insecure data storage, access control failures, and misuse of application programming interfaces. 
Empirical studies have demonstrated that even small perturbations in training data can significantly alter model behavior 
without obvious degradation in performance metrics.6 In addition, privacy risks are amplified in mental health contexts, 
where users may disclose highly sensitive personal information, and where discrepancies may exist between user 
expectations of confidentiality and actual data handling practices. Prior work has identified specific privacy concerns 
associated with general-purpose LLM chatbots used in mental health discussions.7

These risks become particularly significant when mental health chatbots function as medical-grade digital tools. As 
conversational systems extend beyond general wellness support to roles such as screening, triage, therapeutic guidance, 
or clinical decision support, they may meet definitions of Software as a Medical Device (SaMD). The International 
Medical Device Regulators Forum (IMDRF) defines SaMD as software intended for medical purposes that operates 
independently of hardware medical devices.8 Consistent with this definition, the U.S. Food and Drug Administration 
(FDA) recognizes SaMD within its digital health regulatory framework.9 However, generative AI systems challenge key 
assumptions underlying traditional medical software validation. Their probabilistic outputs, sensitivity to input prompts, 
and dependence on evolving training data complicate verification, validation, change management, and post-market 
surveillance processes compared with deterministic systems. Ongoing model updates and fine-tuning further introduce 
challenges related to version control, performance monitoring, and regulatory oversight.

Privacy requirements add additional complexity. In the United States, the Health Insurance Portability and Accountability 
Act (HIPAA) Security Rule establishes administrative, physical, and technical safeguards for protecting electronic protected 
health information (ePHI).10 However, many mental health chatbot implementations rely on third-party infrastructure, 
consumer-facing platforms, or hybrid deployment models in which data processing and storage may occur outside traditional 
healthcare compliance environments. In parallel, broader AI governance frameworks have emerged, including the National 
Institute of Standards and Technology (NIST) AI Risk Management Framework (AI RMF 1.0), which provides guidance for 
identifying and managing AI-related risks across the system lifecycle.11 Despite these developments, no widely adopted 
framework systematically links LLM-specific cybersecurity and privacy threats in mental health chatbots to concrete technical 
controls and to the regulatory expectations governing medical-grade software systems.

Prior systematic and scoping reviews have examined chatbot use in mental health broadly,12,13 or addressed safety 
and user experience concerns in specific contexts.7,14 However, none has systematically linked LLM-specific threat types 
to the system layers at which they emerge, the technical controls that mitigate them, and the regulatory frameworks that 
govern their management. This review fills that gap. Rather than cataloguing risks in isolation, it provides a structured 
mapping across four interacting system layers (model, interface, data, and infrastructure) that can directly inform 
implementation decisions, evaluation protocols, and regulatory submissions for generative AI mental health applications.

Cybersecurity expectations for digital health technologies continue to evolve. FDA guidance on cybersecurity in medical 
devices outlines recommendations for ensuring resilience to cyber threats and improving the consistency of premarket 
cybersecurity documentation.15 Established risk management standards, such as ISO 14971, provide structured approaches 
for hazard identification, risk evaluation, and control implementation in medical devices.16 However, these frameworks were 
developed primarily for deterministic systems and may not fully address the unique failure modes, security vulnerabilities, and 
lifecycle risks associated with generative AI architectures. This review extends prior descriptive synthesis by developing an 
integrated, multi-layer risk framework that systematically connects threat types, system layers, technical controls, and 
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regulatory requirements. Specifically, this review aims to (1) characterize how generative AI chatbots are used across mental 
health applications and assess their clinical risk implications, (2) identify cybersecurity, privacy, and safety risks and the 
system-level attack surfaces through which these risks emerge, and (3) evaluate reported mitigation strategies and their 
alignment with existing healthcare governance frameworks, including FDA SaMD guidance, HIPAA requirements, ISO 
14971 principles, and the NIST AI Risk Management Framework.

Materials and Methods
Protocol Registration and Reporting
This systematic review was conducted in accordance with the Preferred Reporting Items for Systematic Reviews and Meta- 
Analyses (PRISMA) guidelines for systematic reviews.17,18 A protocol specifying the review objectives, eligibility criteria, 
search strategy, and data synthesis plan was developed before study screening to improve methodological transparency and 
reduce the risk of selective reporting. The protocol was prospectively registered in the International Prospective Register of 
Systematic Reviews (PROSPERO; registration number CRD420261335262) prior to study screening. The registered 
protocol outlined the review rationale, eligibility criteria, screening procedures, data extraction plan, and narrative synthesis 
strategy for examining cybersecurity, privacy, and safety risks associated with generative artificial intelligence systems used 
in mental health contexts. PRISMA 2020 checklist is provided in the Supplementary Table S1.

Eligibility Criteria
Eligibility criteria were defined prior to the literature search in accordance with the registered protocol. Studies were 
eligible for inclusion if they examined generative artificial intelligence technologies, including large language models 
(LLMs), generative conversational agents, or chatbot systems, within a mental health context. Eligible studies were 
required to report cybersecurity risks, privacy risks, safety concerns, governance issues, or other security-related aspects 
associated with these systems. Peer-reviewed primary studies of any design (quantitative, qualitative, mixed-methods, or 
technical analyses) were included, provided they were published in English.

Studies were excluded if they did not involve generative AI or chatbot systems applied to mental health contexts or if they 
focused exclusively on algorithmic performance, model architecture, or technical optimization without addressing cyberse
curity, privacy, safety, or governance implications. Non-peer-reviewed publications, including preprints, technical reports, 
theses, book chapters, and web pages, were excluded. Secondary evidence syntheses, including systematic reviews, scoping 
reviews, narrative reviews, and meta-analyses, were also excluded to ensure that only primary studies were analyzed.

Information Sources and Search Strategy
A systematic literature search was conducted to identify studies examining generative artificial intelligence systems used 
in mental health contexts and the associated cybersecurity, privacy, and safety risks. Searches were performed in PubMed 
and APA PsycNet (including PsycINFO), which provide comprehensive coverage of biomedical and psychological 
research. Google Scholar was additionally searched to capture interdisciplinary and grey literature not indexed in 
traditional databases.

Search strategies were developed using combinations of keywords and Boolean operators related to three core concepts: 
generative artificial intelligence technologies, mental health applications, and cybersecurity or privacy risks. Terms represent
ing generative AI technologies included “generative AI,” “large language model,” “LLM,” “conversational AI,” and 
“chatbot.” These were combined with mental health terms such as “mental health,” “psychological support,” “therapy,” 
“depression,” “anxiety,” and “suicide prevention,” and with cybersecurity and privacy terms such as “cybersecurity,” 
“privacy,” “data protection,” “security risk,” and “data breach.” Boolean operators (AND, OR) were used to combine terms 
and account for variations in terminology across disciplines. The search was limited to studies published up to March 2026, 
and no restrictions were applied based on geographic location. The final database search was conducted in March 2026. The 
full search strategies for each database are provided in the Supplementary Appendix S1. Reference lists of included studies 
were also screened to identify additional relevant articles.
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Study Selection
All records identified through the database searches were imported into Zotero reference management software, where 
duplicate records were identified using automated detection and removed following manual verification. Screening and 
data extraction were managed using a structured spreadsheet developed in Microsoft Excel. Study selection was 
conducted in two stages. In the first stage, titles and abstracts were screened against the predefined eligibility criteria 
to identify potentially relevant studies. In the second stage, the full texts of the remaining articles were retrieved and 
assessed to determine final eligibility.

Screening was performed independently by two reviewers to minimize selection bias and ensure consistency in the 
application of eligibility criteria. Reviewers were blinded to each other’s decisions during the initial screening phase. 
Disagreements between reviewers were resolved through discussion and, when necessary, consultation with a third 
reviewer. The study selection process is summarized using a PRISMA flow diagram.18 The number of records screened, 
assessed for eligibility, and included in the review is reported in the diagram.

Data Extraction
Data extraction was performed independently by two reviewers using a standardized extraction template developed for 
this review. The extraction template was pilot-tested on a subset of included studies to ensure consistency and 
completeness. Variables were defined a priori based on the study objectives and existing literature. Extracted information 
included publication characteristics (author, year of publication, country, and study design) and details of the generative 
AI system evaluated in each study. The unit of analysis was the individual study.

Information describing the mental health application context was also recorded, including the mental health domain 
addressed, target population, and evaluation setting. Additional variables related to cybersecurity and privacy were 
extracted, including reported security vulnerabilities, privacy risks, safety concerns related to chatbot outputs, and attack 
surfaces associated with system deployment. Information on governance or mitigation strategies described in the studies, 
including technical safeguards, security controls, and references to regulatory frameworks, was also recorded.

Discrepancies in extracted data were resolved through discussion between reviewers and, when necessary, consulta
tion with a third reviewer. The complete dataset of extracted variables is provided in the Supplementary Table S2.

Methodological Quality Assessment
The methodological quality of the included studies was assessed independently by two reviewers using a structured bias 
assessment framework adapted from the ROBINS-E (Risk Of Bias In Non-randomized Studies of Exposures) tool.19 The 
tool was adapted to accommodate the diversity of study designs included in this review, which consisted primarily of 
observational, qualitative, and technical evaluation studies rather than randomized controlled trials.

The assessment considered several domains of potential bias, including participant or sampling bias, study design 
limitations, outcome measurement bias, reporting bias, and the rigor of cybersecurity or safety evaluation methods. Each 
domain was qualitatively assessed, and an overall methodological quality rating was assigned to each study based on the 
combined assessment of these domains. Studies were categorized as low, moderate, or high risk of bias based on the 
extent and potential impact of identified methodological limitations across domains.

Disagreements in quality assessments were resolved through discussion between reviewers and, when necessary, 
consultation with a third reviewer.

Application Risk Classification
In addition to methodological quality assessment, each study was assigned an application risk level reflecting the 
potential for harm associated with the chatbot use case described in the study. This classification was conducted 
separately from methodological quality evaluation and was based on the sensitivity of the mental health context and 
the potential clinical consequences of system failure. The classification framework was developed a priori based on the 
study objectives and existing literature on clinical risk and digital health safety.
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Applications were classified as high risk when they involved direct therapeutic interactions, crisis intervention, or 
other contexts in which chatbot outputs could influence clinical decision-making or urgent mental health outcomes. 
Medium-risk applications included systems providing psychoeducation, emotional support, or evaluation contexts that 
could influence user behavior but did not directly guide clinical decisions. Low-risk applications included technical 
analyses, governance discussions, or general wellbeing applications with limited potential for direct psychological harm.

Risk classification decisions were based on the intended use of the system, the level of user vulnerability, and the 
potential severity of harm resulting from incorrect or unsafe outputs. Risk classifications were assigned independently by 
two reviewers during the data extraction process, and disagreements were resolved through discussion with a third 
reviewer.

Reviewer Agreement
To ensure reliability of the review process, a crossover double-review procedure was implemented. Two reviewers 
independently conducted study screening, methodological quality assessment, and application risk classification. 
Reviewers then cross-checked each other’s assessments to identify discrepancies. Disagreements were resolved through 
discussion and, when necessary, consultation with a third reviewer.

Inter-rater agreement between reviewers was high, with Cohen’s kappa coefficient indicating strong agreement 
(κ = 0.89). Overall percent agreement was 97%.

Data Synthesis
Due to substantial heterogeneity in study designs, generative AI systems, and reported outcomes across the included 
studies, quantitative meta-analysis was not appropriate. Instead, findings were synthesized using a narrative synthesis 
approach, supported by descriptive statistics.

The synthesis examined patterns across key dimensions aligned with the objectives of the review, including mental 
health application domains, generative AI use cases, cybersecurity and privacy risks, system attack surfaces, and reported 
safeguards or governance mechanisms. Studies were grouped and compared across predefined categories to support 
structured interpretation of findings. Results were summarized using descriptive tables and visualizations to illustrate the 
distribution of use cases, risk categories, clinical risk levels, and mitigation strategies across the included studies.

Results
Study Selection
The systematic search identified 444 records (PubMed, n = 237; APA PsycNet, n = 54; Google Scholar, n = 153). After 
removal of duplicates (n = 13), 431 records remained for title and abstract screening. Of these, 235 records were 
excluded for not meeting the eligibility criteria.

The remaining 196 articles underwent full-text assessment. Following application of the predefined eligibility criteria, 
32 studies met all inclusion criteria. An additional study was identified through backward citation searching, resulting in 
a total of 33 studies included in the final synthesis. The study selection process is summarized in Figure 1.

Study Characteristics
The included studies (n = 33) were heterogeneous in design, population, and geographic distribution. Most studies were 
observational or cross-sectional evaluations (11/33, 33.3%), followed by qualitative or mixed-methods studies (9/33, 
27.3%). Benchmarking or technical evaluation studies accounted for 5 studies (15.2%), while survey-based studies 
represented 4 studies (12.1%). Randomized controlled trials were limited (3/33, 9.1%), and one study (3.0%) focused on 
the development of a methodological evaluation platform for assessing large language models in mental-health contexts.

Geographically, studies were conducted predominantly in high-income countries. The United States accounted for the 
largest proportion (14/33, 42.4%), followed by China (4/33, 12.1%) and Australia (3/33, 9.1%). Multi-country collabora
tions were reported in 6 studies (18.2%), while additional studies were conducted in Canada, New Zealand, Poland, and 
South Korea. Only one study (3.0%) was conducted in a lower-resource setting (South Africa).
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Target populations varied widely. General or public user populations were most common (10/33, 30.3%), followed by 
mixed or multi-stakeholder groups (8/33, 24.2%). Clinically defined patient populations were examined in 6 studies 
(18.2%), and clinicians or mental health professionals were the focus in 4 studies (12.1%). A small number of studies 
targeted specific demographic groups, including adolescents or young adults (2/33, 6.1%) and marginalized populations 
(1/33, 3.0%). Sample sizes ranged from fewer than 10 participants in qualitative studies to more than 1000 participants in 
large surveys, with several studies also analyzing large-scale conversational datasets.

Control or comparator conditions were reported in a minority of studies (3/33, 9.1%), primarily in randomized or 
experimental designs. A summary of study characteristics is presented in Table 1, with detailed study-level information 
provided in Supplementary Table S2.

Methodological Quality Assessment
Across the 33 included studies, overall methodological quality was predominantly moderate. Most studies (24/33, 72.7%) 
were rated as having moderate risk of bias, while 6 studies (18.2%) were classified as high risk of bias and only 3 studies 
(9.1%) as low risk.

Across individual domains, participant and sampling bias was generally moderate, with 19 studies (57.6%) rated as 
moderate risk. Study design limitations were also common, with 25 studies (75.8%) rated as moderate risk, reflecting the 

Figure 1 PRISMA flow diagram of article identification and selection.
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Table 1 Characteristics of Included Studies (N = 33)

Characteristic Category n (%)

Study Design Cross-sectional/observational evaluation 11 (33.3)

Qualitative or mixed-methods study 9 (27.3)

Benchmarking/technical evaluation 5 (15.2)

Survey-based studies 4 (12.1)

Randomized controlled trials 2 (6.1)

System development/platform evaluation 2 (6.1)

Country/Region United States 14 (42.4)

China 4 (12.1)

Australia 3 (9.1)

Multi-country collaborations 6 (18.2)

Other high-income countries 5 (15.2)

Lower-resource settings 1 (3.0)

LLM/AI Type General-purpose LLMs 21 (63.6)

Hybrid/multi-model systems 7 (21.2)

Domain-specific mental-health models 5 (15.2)

Deployment Context Consumer-facing platforms 16 (48.5)

Research evaluation environments 9 (27.3)

Clinical/clinical-research settings 5 (15.2)

Pilot/prototype implementations 3 (9.1)

Target Population General users/public 10 (30.3)

Mixed/multi-stakeholder 8 (24.2)

Clinical patient populations 6 (18.2)

Clinicians/professionals 4 (12.1)

Adolescents/young adults 2 (6.1)

Marginalized populations 1 (3.0)

Students/participatory samples 1 (3.0)

Social-media datasets 1 (3.0)

Mental Health Domain Suicide/crisis 10 (30.3)

General mental-health support 8 (24.2)

Clinical/therapeutic interventions 6 (18.2)

Neurodevelopmental conditions 3 (9.1)

Other conditions 6 (18.2)

(Continued)
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predominance of observational and exploratory study designs. Outcome measurement bias showed a similar pattern, with 
most studies (27/33, 81.8%) rated as moderate risk.

In contrast, cybersecurity and safety evaluation rigor represented the most significant limitation. A large majority of 
studies (26/33, 78.8%) were rated as high risk in this domain, reflecting limited use of formal adversarial testing, 
structured threat modeling, or systematic security evaluation methods.

Overall, these findings indicate that while the existing literature provides valuable insights into generative AI mental- 
health chatbot applications, methodological limitations, particularly in cybersecurity evaluation, restrict the strength and 
generalizability of current evidence. The distribution of risk-of-bias ratings across domains is summarized in Figure 2 
and Supplementary Figure S1.

Figure 2 Distribution of risk-of-bias ratings across evaluation domains (n = 33). Most domains were rated as moderate risk of bias, whereas cybersecurity evaluation 
showed a predominance of high risk, reflecting limited methodological rigor in security.

Table 1 (Continued). 

Characteristic Category n (%)

Use Case of LLM Therapy/emotional support 13 (39.4)

Safety evaluation/benchmarking 9 (27.3)

Advice/psychoeducation 6 (18.2)

Clinical decision support 3 (9.1)

Other exploratory uses 2 (6.1)

Note: Percentages are calculated based on N = 33 and rounded to one decimal place. 
Abbreviations: LLM, large language model; ADHD, attention-deficit/hyperactivity disorder; MSM, 
men who have sex with men.
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Deployment of Generative AI Mental-Health Chatbots (Aim 1)
Generative AI chatbots were deployed across diverse mental health contexts, with substantial variation in application 
domains, functional roles, and deployment environments. Overall, most applications were associated with moderate to 
high clinical risk, reflecting the sensitivity of mental health interactions and the potential consequences of unsafe outputs.

Application Domains and Use Cases
The included studies (n = 33) examined chatbot use across multiple mental health domains. Suicide prevention, crisis 
detection, and suicide-risk assessment were the most frequently studied areas (8/33, 24.2%). General mental health and 
clinical support contexts were also common (6/33, 18.2%), alongside emotional well-being and companion AI applica
tions (6/33, 18.2%). Studies focusing on security, privacy, or governance in mental health chatbot deployment accounted 
for 6 studies (18.2%). Less frequent applications included condition-specific use cases such as neurodevelopmental 
disorders, HIV-related support, and substance-use education (4/33, 12.1%), as well as depression and anxiety support (3/ 
33, 9.1%).

Across these domains, therapy and emotional conversational support represented the most common functional role 
(18/33, 54.5%), followed by crisis and safety-related applications (4/33, 12.1%), and evaluation or benchmarking of 
chatbot performance (3/33, 9.1%). Additional roles included psychoeducation and health-information support (2/33, 
6.1%), as well as adoption and user-experience studies (1/33, 3.0%). Several studies (5/33, 15.2%) involved mixed or 
cross-cutting roles.

Clinical Risk Distribution
Most chatbot applications were classified as high risk (26/33, 78.8%), with an additional 2 studies (6.1%) categorized as 
very high risk. Only a small proportion of studies were rated as moderate risk (4/33, 12.1%), typically involving survey- 
based or simulated interactions. This distribution highlights the predominance of high-risk use cases, particularly in 
contexts involving crisis response or therapeutic engagement.

Deployment Context and System Architecture
Most studies evaluated general-purpose large language models (LLMs) (21/33, 63.6%), including widely used systems 
such as ChatGPT, GPT-4 variants, Gemini, and Claude. Purpose-built mental health chatbot systems were less common 
(7/33, 21.2%), while hybrid systems combining generative models with additional safety or conversational frameworks 
were reported in 5 studies (15.2%). Consumer-facing platforms were the most common deployment context (16/33, 
48.5%), followed by research or benchmarking environments (9/33, 27.3%) and clinical or clinical-research settings (5/ 
33, 15.2%). A small number of studies (3/33, 9.1%) examined pilot or prototype deployments. Multi-turn conversational 
interaction was the dominant mode (24/33, 72.7%), while single-turn prompt–response evaluation approaches were used 
in 9 studies (27.3%), primarily in benchmarking contexts. The distribution of application domains, use cases, and 
deployment characteristics is summarized in Table 2.

Cybersecurity, Privacy, and Safety Risks (Aim 2)
Cybersecurity, privacy, and safety risks were widely reported across the included studies, often occurring concurrently 
and reflecting the multi-layered architecture of generative AI mental-health chatbot systems. Overall, safety-related risks 
were the most frequently documented, followed by privacy concerns, while explicit cybersecurity evaluations were 
comparatively limited.

Cybersecurity Risks
Cybersecurity risks were reported less frequently and were often identified conceptually rather than through direct 
technical testing. Unauthorized access to chatbot platforms or user data was the most commonly reported concern (4/33, 
12.1%), followed by data leakage or breach risks (2/33, 6.1%). Additional risks included prompt injection and API abuse 
(1/33, 3.0%), adversarial manipulation (1/33, 3.0%), and data poisoning (1/33, 3.0%). These findings suggest that while 
potential attack surfaces are recognized, formal adversarial security evaluation remains limited across the literature.
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Privacy Risks
Privacy risks were more extensively reported and reflect the inherently sensitive nature of mental health interactions. 
Sensitive disclosure of personal information was the most frequently identified concern (6/33, 18.2%), followed by re- 
identification risks (4/33, 12.1%). Governance and confidentiality gaps, including unclear data-handling practices and 
liability concerns, were reported in 5 studies (15.2%). Additional issues included conversational data logging and 
retention (3/33, 9.1%), third-party data sharing (2/33, 6.1%), and profiling or inference risks (1/33, 3.0%). User- 
focused studies further indicated that individuals often misunderstood the level of privacy protection provided by chatbot 
systems, sometimes assuming healthcare-grade confidentiality where such protections did not exist.

Safety Risks
Safety risks related to chatbot outputs were the most extensively documented category. Harmful or unsafe advice was the most 
frequently reported issue (15/33, 45.5%), including clinically inappropriate or potentially dangerous guidance. Failures in 
crisis response or escalation were also common (9/33, 27.3%), particularly in contexts involving suicidal ideation. Additional 
safety concerns included bias or stigmatizing responses (8/33, 24.2%), hallucination or misinformation (8/33, 24.2%), 
overreliance or dependency risks (4/33, 12.1%), and misclassification or diagnostic errors (1/33, 3.0%). These findings 
highlight the potential for chatbot outputs to directly impact user well-being, particularly in high-risk mental health contexts.

Data Sensitivity and Disclosure Context
The risks identified were closely linked to the sensitivity of data processed by these systems. Most studies involved high- 
sensitivity mental health data (25/33, 75.8%), including crisis disclosures, trauma narratives, and clinical information. 
A smaller subset involved very high-sensitivity data (3/33, 9.1%), typically in studies analyzing real-world clinical or 
interaction datasets. Personally identifiable information (PII) was explicitly present in 6 studies (18.2%), while 16 studies 
(48.5%) used anonymized or synthetic data. However, reporting of de-identification practices was inconsistent, with 10 
studies (30.3%) describing some form of anonymization and 10 studies (30.3%) providing no description of de- 
identification procedures.

Integrated Risk Perspective
Across studies, risks frequently co-occurred across system layers, linking data sensitivity, model behavior, and deploy
ment context. For example, highly sensitive user disclosures combined with limited transparency and inadequate 
safeguards increased both privacy and safety risks. These findings suggest that evaluating generative AI mental-health 
chatbots requires a multi-layered risk framework rather than isolated assessment of individual risk categories. The 
distribution of risk categories is summarized in Tables 3, 4, and Figure 3.

Table 2 Distribution of LLM Use Cases by Clinical Risk Level 
(n = 33)

Use Case Moderate High Very High Total

Crisis Intervention 0 6 2 8

Therapy Support 0 7 0 7

Emotional Support 1 6 0 6

Other 3 1 0 4

Clinical Support 0 3 0 3

Assessment/Evaluation 0 2 0 2

Psychoeducation 0 1 0 1

Adoption Research 1 0 0 1

TOTAL 5 26 2 33
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Controls and Regulatory Alignment (Aim 3)
Reported safeguards and governance mechanisms for generative AI mental-health chatbots were heterogeneous and 
inconsistently implemented across studies. Overall, while some form of mitigation was commonly described, structured 
cybersecurity practices and formal regulatory alignment were limited. The distribution of security assurance practices 
across studies is summarized in Table 5.

Residual risk was discussed in all included studies (33/33, 100%), with most studies reporting moderate (19/33, 
57.6%) or high residual risk (12/33, 36.4%). Only a small number of studies (2/33, 6.1%) reported low residual risk, 
indicating that existing safeguards are often insufficient to fully mitigate identified threats.

Human-in-the-loop oversight was the most frequently reported safeguard (20/33, 60.6%), including clinician review, 
expert evaluation, and supervised deployment models. Ethics approval or exemption was reported in 23 studies (69.7%), 
suggesting moderate adherence to institutional governance requirements. Security or performance evaluation was 
described in 21 studies (63.6%), although this typically involved benchmarking or content analysis rather than formal 
adversarial testing.

More structured security practices were less common. Threat modeling was reported in 10 studies (30.3%), often at 
a conceptual level rather than through formal technical frameworks. Explicit references to regulatory or legal compliance, 
including HIPAA, GDPR, or institutional governance requirements, were identified in only 8 studies (24.2%).

Advanced security assurance practices were rare. Red-teaming or adversarial testing was reported in only 2 studies 
(6.1%), and formal audit or framework-based evaluation was similarly uncommon. Where reported, these practices 

Table 3 Cybersecurity Risks by Category and System Layer Across Included Studies (n = 33)

Cybersecurity Risk Category Attack Surface/ System Layer n Included Articles

No formal cybersecurity evaluation reported Not evaluated 23 [3,7,9–11,20–37]

Adversarial manipulation (prompt injection /system misuse) Interface/ prompt layer 2 [38,39]

Data exposure (leakage/ unauthorized access) Data storage/ API/backend 2 [14,40]

Infrastructure and access control vulnerabilities System/cloud infrastructure 2 [41,42]

Endpoint and identity threats User device/ endpoint 1 [43]

Security characterization without empirical validation Conceptual/ evaluation layer 1 [6]

Encryption and transparency deficiencies Data protection/ governance layer 1 [44]

Unspecified cybersecurity risks Cross-layer/not specified 1 [45]

Note: Studies may appear under multiple risk categories; totals therefore exceed the total number of included studies (n = 33).

Table 4 Privacy Risks by Category and System Layer Across Included Studies (n = 33)

Privacy Risk Category Attack Surface/ System Layer No. Studies (n) Included Articles

No privacy risk evaluation reported Not evaluated 11 [3,10,24,29–31,33–37,40]

Confidentiality, governance, and accountability risks Governance/policy /system level 8 [6,9,20,21,23,27,28,41]

User disclosure and re-identification risks User interaction/ data layer 7 [7,14,32,38–40,44]

Data de-identification and protection measures Data processing/ de-identification 3 [25,26,42]

Privacy perceptions influencing use User perception/ behavioral layer 2 [11,45,46]

Data sharing and third-party access risks Data storage/ third-party systems 1 [43]

Data retention, logging, and secondary use risks Backend/data lifecycle 1 [22]

Notes: Studies may appear under multiple risk categories; totals therefore exceed the total number of included studies (n = 33).
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included structured evaluation approaches such as CAPE-II frameworks, post-trial audits, or large-scale clinician review 
processes.

Several studies described additional mitigation strategies, including data minimization, transparency measures, 
encryption, and tiered access controls. However, detailed descriptions of technical cybersecurity safeguards were often 
lacking, and 9 studies (27.3%) reported no explicit guardrails. Where safeguards were described, they were frequently 
limited to platform-level controls or characterized as incomplete.

Overall, these findings indicate that current approaches to risk mitigation and governance are fragmented and 
insufficiently aligned with established healthcare regulatory frameworks. The distribution of reported safeguards and 
governance practices is summarized in Table 6. To move beyond descriptive cataloguing of risks, Table 7 presents an 
integrated framework that maps each identified risk type to the system layer at which it originates, the severity of 
potential harm, the technical controls that can mitigate it, and the regulatory standards that govern its management. This 
framework is intended to provide actionable guidance for developers, evaluators, and regulators working with generative 
AI mental health applications. Unlike prior reviews that treat cybersecurity, privacy, and safety as separate domains, it 

Figure 3 Frequency of reported safety, privacy, and cybersecurity risks across included studies (n = 33). Safety-related risks were most frequently reported, particularly 
harmful or unsafe advice and crisis-related failures. Privacy risks were moderately represented, while cybersecurity risks were less frequently evaluated, indicating gaps in 
formal security assessment. Studies may report multiple risks; counts are not mutually exclusive.
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makes explicit the cross-layer dependencies through which vulnerabilities in one component, such as inadequate input 
sanitization at the interface layer, can propagate to affect data integrity, user safety, and regulatory compliance 
simultaneously.

Table 5 Security Assurance Practices—Presence Across Studies (n =33)

Security/Assurance Practice Present n (%) Absent n (%)

Threat modeling 10 (30%) 23 (70%)

Security testing 21 (64%) 12 (36%)

Red-teaming/adversarial testing 2 (6%) 31 (94%)

Formal audit or framework-based evaluation 2 (6%) 31 (94%)

Residual risk discussed 33 (100%) 0 (0%)

Human-in-the-loop oversight 20 (61%) 13 (39%)

Ethics approval obtained 19 (58%) 14 (42%)

Governance or legal compliance reported 8 (24%) 25 (76%)

Table 6 Data Sensitivity, PII Presence, and De-Identification Practices Across Included Studies 
(n = 33)

Sensitivity Level PII Present De-Identification No. Studies (n) Included Articles

Extreme/Very High Yes Formal (HIPAA/ clinical) 2 [34,41]

Extreme/Very High No Not applicable 1 [44]

High No Not applicable 5 [3,24,29,36,37]

High No Anonymized/de-identified 4 [9,14,26,43]

High No Not reported 1 [23]

High Yes Formal (HIPAA/ clinical) 1 [42]

High Yes Partial/informal 1 [38]

High Yes Not reported 2 [21,39]

High Unclear Anonymized/de-identified 3 [20,25,45]

High Unclear Not reported 4 [7,11,31,40]

Moderate No Not applicable 1 [10]

Moderate No Anonymized/de-identified 1 [30]

Moderate No Not required 1 [6]

Moderate Unclear Not reported 2 [27,28]

Moderate Yes Anonymized/de-identified 1 [32]

Moderate No Anonymized/de-identified 1 [33]

TOTAL 33
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Table 7 Integrated Framework: LLM Risk Type, System Layer, Technical Controls, and Regulatory Alignment

System Layer Risk/Threat Severity Technical Controls Regulatory Alignment

Model Data poisoning and 
training 

manipulation

High Input validation; model provenance tracking; 
differential privacy in training; anomaly 

detection on outputs

FDA SaMD (change management); ISO 
14971 (hazard analysis); NIST AI RMF 

(GOVERN 1.1, MAP 1.5)

Hallucination and 

unsafe output 

generation

High Output filtering pipelines; clinician review gates; 

confidence-score thresholds; factual grounding 

mechanisms

FDA SaMD (software validation); ISO 

14971 (risk control); NIST AI RMF 

(MEASURE 2.5)

Bias and 
stigmatizing 

responses

High Bias auditing; diverse training corpora; human- 
in-the-loop review; red-team testing

FDA SaMD (performance testing); NIST 
AI RMF (MEASURE 2.5, MAP 1.5)

Interface Prompt injection 

and adversarial 

manipulation

High Input sanitization; prompt boundary 

enforcement; adversarial red-teaming; 

monitoring for injection patterns

FDA cybersecurity guidance (premarket 

submission); NIST AI RMF (MANAGE 

2.4)

Crisis response 

failure and 
inadequate 

escalation

Very 

High

Mandatory crisis-detection modules; hard- 

coded escalation triggers; human escalation 
pathways; crisis-scenario testing

FDA SaMD (IEC 62304 lifecycle); ISO 

14971 (residual risk); NIST AI RMF 
(MANAGE 4.1)

Overreliance and 

user dependency

Moderate Session-limit nudges; professional-referral 

prompts; transparency disclosures; usage 

monitoring

FDA SaMD (device labeling); NIST AI 

RMF (GOVERN 6.1)

Data Sensitive disclosure 

and re- 
identification risk

High Data minimization; de-identification pipelines; 

access controls; differential privacy; consent 
management

HIPAA Security Rule (164.312); GDPR 

Article 25; ISO 14971 (risk reduction)

Conversational data 
logging and 

secondary use

High Transparent retention policies; purpose- 
limitation controls; user data deletion rights; 

audit trails

HIPAA Privacy Rule (164.502); GDPR 
Article 5(1)(b) and (e); NIST AI RMF 

(GOVERN 1.7)

Third-party data 

sharing and vendor 

risks

High Business associate agreements; vendor risk 

assessments; data-sharing minimization; 

contractual safeguards

HIPAA Business Associate provisions; 

GDPR Article 28; FDA SaMD 

cybersecurity guidance

System and 
Infrastructure

Unauthorized 

access and 
credential threats

High Multi-factor authentication; role-based access 

control; zero-trust architecture; penetration 
testing

FDA cybersecurity guidance; NIST 

Cybersecurity Framework (PR.AC); ISO 
14971

API abuse and 
insecure 

integrations

High API rate limiting; OAuth scope restrictions; 
integration security reviews; comprehensive 

API call logging

HIPAA Technical Safeguards; NIST AI 
RMF (MANAGE 2.4); FDA premarket 

cybersecurity guidance

Insufficient threat 

modeling and 

security governance

High Formal threat modeling (STRIDE or PASTA); 

continuous monitoring; incident response 

plans; framework-based audits

FDA SaMD (premarket cybersecurity 

submission); ISO 14971; NIST AI RMF 

(GOVERN 2.2)

Notes: Severity ratings: Very High = potential for immediate patient harm; High = significant risk requiring structured mitigation; Moderate = manageable risk with standard 
safeguards. 
Abbreviations: FDA, Food and Drug Administration; SaMD, Software as a Medical Device; HIPAA, Health Insurance Portability and Accountability Act; NIST AI RMF, 
National Institute of Standards and Technology Artificial Intelligence Risk Management Framework; GDPR, General Data Protection Regulation; ISO, International 
Organization for Standardization; STRIDE, Spoofing, Tampering, Repudiation, Information disclosure, Denial of service, Elevation of privilege; PASTA, Process for Attack 
Simulation and Threat Analysis.

Journal of Multidisciplinary Healthcare 2026:19                                                                                 https://doi.org/10.2147/JMDH.S581251                                                                                                                                                                                                                                                                                                                                                                                                      15

Sawesi et al

Powered by TCPDF (www.tcpdf.org)Powered by TCPDF (www.tcpdf.org)



Discussion
This systematic review examined the deployment of generative AI chatbots in mental-health contexts and synthesized the 
associated cybersecurity, privacy, and clinical safety risks. Across the 33 included studies, generative AI systems were 
most frequently deployed for emotional support, therapeutic dialogue, and crisis-related interactions, often in direct-to- 
consumer environments with limited clinical oversight.

Taken together, these findings reveal a fundamental structural tension: the same conversational interface that enables 
scalable and accessible mental-health support also functions as the primary entry point for cybersecurity threats, privacy 
breaches, and safety failures. Unlike traditional healthcare software, generative AI systems operate through probabilistic, 
open-ended interaction, where user input dynamically shapes system output. As a result, risk emerges not from a single 
component but from the interaction between model behavior, user vulnerability, and deployment context.

Deployment Patterns and Clinical Risk
Conversational Support as the Dominant Use Case
Consistent with prior digital mental-health literature, conversational support and therapeutic dialogue emerged as the 
dominant application of generative AI chatbots.7,12,13,20,40 These systems are frequently used for emotional reassurance, 
coping guidance, and discussion of psychological distress, particularly in contexts where access to human clinicians is 
limited or delayed.11,20,21

However, this widespread use introduces substantial clinical risk. Unlike rule-based systems, large language models 
generate context-dependent responses that may vary unpredictably across interactions. Prior research has demonstrated 
that such systems can produce inaccurate or misleading health information and may fail to adhere to established 
communication guidelines.3,22,38 The present review extends these concerns, showing that open-ended conversational 
interaction increases both flexibility and uncertainty in system outputs.

High-risk scenarios were particularly evident in suicide-related and crisis contexts. Several studies reported incon
sistent escalation behavior, absence of appropriate referrals, or inadequate responses to suicidal ideation.3,23,24,38 These 
findings reinforce concerns that conversational AI systems may struggle to reliably detect and respond to high-risk 
disclosures.24,25 Given that crisis communication requires precision, empathy, and timely escalation, even small varia
tions in response quality may have significant safety implications.

Consumer Deployment and Governance Gaps
A second key finding is the predominance of consumer-facing deployment contexts. Nearly half of the included studies 
examined systems operating outside formal healthcare settings, reflecting broader trends in generative AI adoption.14,20,40 

General-purpose models developed by technology companies are increasingly used for mental-health support without 
clinical validation or regulatory oversight. This pattern reflects a broader phenomenon of informal or unsupervised AI use 
that introduces data disclosure and governance risks not captured by traditional frameworks, sometimes described as 
shadow AI use.47

This creates a critical governance gap. Regulated digital health interventions typically include clinical supervision, 
safety monitoring, and post-market surveillance mechanisms.26,41 In contrast, consumer chatbot platforms often lack 
structured oversight, even when users engage in interactions resembling therapeutic dialogue.27,28

Generative AI systems therefore challenge existing regulatory boundaries. While frameworks such as Software as 
a Medical Device (SaMD) define software intended for medical use, generative conversational systems often operate in 
a grey zone between informational tools and therapeutic interventions.6,39 Recent policy discussions have emphasized the 
need to reconsider classification criteria when AI systems influence health-related decision-making or behavior.27,28

Cybersecurity, Privacy, and Safety as Interconnected Risks
Multi-Layered Threat Surfaces
The review demonstrates that risks associated with generative AI chatbots are inherently multi-layered. Unlike traditional 
systems, generative AI platforms integrate language models, user interfaces, APIs, and cloud infrastructure, creating 
complex and evolving attack surfaces.6,39,40
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Cybersecurity risks identified in the literature include unauthorized access, data leakage, and adversarial manipulation 
of model behavior. Several studies highlighted vulnerabilities related to prompt injection, data exposure, and manipula
tion of system outputs, indicating that generative AI systems can be influenced in ways that bypass intended 
safeguards.14,39,40,43 Although these risks are increasingly recognized, the review found that formal adversarial testing 
and systematic security evaluation remain limited across studies.6,48

Privacy Risks in Conversational Contexts
Privacy risks were among the most consistently reported concerns. Mental-health chatbot interactions often involve 
highly sensitive disclosures, including trauma narratives, psychiatric symptoms, and suicidal ideation. Evidence suggests 
that users may disclose information to chatbots at levels comparable to human therapy sessions.20,40,43

However, this level of disclosure is not matched by equivalent protections. Several studies reported that users 
frequently assume healthcare-grade confidentiality, despite interacting with consumer platforms that may log, store, or 
reuse conversational data.14,40,43 Research on AI adoption in healthcare contexts further suggests that privacy perceptions 
are a key moderating factor in how patients engage with AI-based tools, meaning that unaddressed confidentiality 
concerns may suppress beneficial use as well as enable harmful disclosure.49 Kneese et al document how intimacy and 
privacy expectations shift during extended chatbot interactions, widening the gap between user assumptions and actual 
data governance.40 This mismatch between user expectations and platform practices represents a significant privacy 
vulnerability.

In addition, emerging risks such as inference attacks raise further concerns. Prior work has demonstrated that 
machine-learning systems can infer sensitive mental-health attributes from linguistic patterns alone.39,40 In conversa
tional AI systems, similar mechanisms could enable the extraction of psychological traits or health status from interaction 
data, even when explicit identifiers are removed.

Safety Risks and Clinical Implications
Safety risks related to chatbot outputs were the most extensively documented across studies. These included harmful or 
misleading advice, hallucinated information, biased or stigmatizing responses, and failures in crisis response.3,22,24,29,38

These findings are consistent with broader evaluations of large language models in healthcare, which have shown that 
generative systems can produce confident but incorrect outputs—a phenomenon often described as hallucination.22,38,39 

In mental-health contexts, such errors are particularly concerning because users may rely on chatbot responses during 
periods of emotional vulnerability.

Another critical concern is overreliance. Several studies reported that users may develop emotional dependence on 
chatbot systems or substitute them for professional care.14,20,30,40 While conversational AI can increase accessibility, 
excessive reliance may delay appropriate help-seeking, particularly when systems fail to identify high-risk situations.3,38

Implications for Governance and Regulation
The findings of this review highlight a mismatch between current governance frameworks and the operational char
acteristics of generative AI systems. Existing regulatory models were largely developed for deterministic software 
systems and do not fully account for the probabilistic, adaptive, and interactive nature of conversational AI.6,39

Frameworks such as FDA Software as a Medical Device (SaMD) guidance provide important principles for 
evaluating software-based medical technologies; however, generative AI systems challenge these models by continuously 
generating context-dependent outputs in response to user interaction. Evidence from clinical and evaluation studies 
suggests that structured oversight such as clinician monitoring, safety-layer architecture, and formal evaluation protocols, 
is feasible but currently limited to controlled environments.26,41 In contrast, most consumer-facing chatbot platforms 
operate without comparable safeguards, despite being used for high-risk mental health interactions.14,20,28

Similarly, privacy and data-governance frameworks such as HIPAA were designed for structured clinical data and 
may not adequately address conversational interaction data generated in consumer contexts. Multiple studies highlighted 
user misconceptions regarding confidentiality, data handling, and platform accountability, suggesting a gap between 
regulatory assumptions and real-world use.14,40,43
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Recent research and evaluation efforts emphasize the need for lifecycle-based governance approaches that incorporate 
system design, deployment context, and post-deployment monitoring.6,39 However, the current literature indicates that 
such approaches are not yet systematically implemented, with most studies reporting fragmented or incomplete govern
ance strategies.

Implications for Health Informatics Research
This review identifies several priorities for future research. First, there is a need for standardized evaluation methodol
ogies that extend beyond benchmarking and simulated prompts. Many studies relied on exploratory or qualitative 
designs, with limited use of controlled, longitudinal, or real-world deployment evaluations.3,6,22,38 While benchmarking 
platforms and comparative evaluations provide useful insights, they do not fully capture real-world conversational 
interactions.6

Second, research should focus on clinically vulnerable and underserved populations, including individuals experien
cing acute mental-health crises, adolescents, and populations in low-resource settings. Evidence from crisis-response 
studies and community-based deployments suggests that these populations may face both heightened benefits and 
heightened risks when interacting with generative AI systems.21,23,24,29 In particular, variability in crisis-response quality 
and privacy concerns may disproportionately affect users in high-risk or stigmatized contexts.14,43

Third, interdisciplinary approaches are essential. Addressing the complex risk landscape of generative AI chatbots 
requires integrating expertise from health informatics, cybersecurity, clinical mental health, and regulatory science.50 

Several studies highlighted gaps in coordination between technical system design, clinical evaluation, and governance 
frameworks, underscoring the need for unified evaluation models.27,28,39,41 Future work should aim to develop compre
hensive frameworks that integrate technical safeguards, clinical safety validation, and lifecycle governance across 
deployment contexts.

Limitations
Several limitations should be considered. First, the literature on generative AI mental-health chatbots is rapidly evolving, 
and newer studies may alter current understanding as models, deployment practices, and evaluation methods continue to 
change.

Second, included studies were heterogeneous in design, objectives, and evaluation approaches, limiting the ability to 
perform quantitative synthesis or direct comparison across studies. Many studies relied on exploratory analyses, 
simulated prompts, or benchmarking scenarios rather than real-world deployment data, which may not fully capture 
the complexity of natural conversational interactions or user behavior in clinical contexts.6,22,38

Third, reporting of cybersecurity and governance practices was inconsistent across studies. In many cases, security 
controls, data handling practices, and risk mitigation strategies were either incompletely described or evaluated at 
a conceptual level, limiting the ability to assess the effectiveness of proposed safeguards.14,39

Fourth, although study selection followed a structured PRISMA-guided methodology, the review was limited to selected 
databases and English-language publications, which may have excluded relevant studies or introduced selection bias.

Despite these limitations, this review provides a structured synthesis of an emerging field and highlights critical 
intersections between cybersecurity, privacy, and clinical safety.

Conclusion
Generative AI chatbots are rapidly expanding within mental-health contexts, particularly as accessible tools for emotional 
support, psychoeducation, and crisis-related interaction. This review demonstrates that their deployment introduces 
a multi-layered risk landscape that extends beyond traditional software safety concerns.

Current governance approaches, including medical device guidance and health data regulations, were not designed for 
probabilistic, interaction-driven systems. As a result, there is a structural mismatch between how generative AI systems 
operate and how they are currently evaluated and regulated.

Addressing this gap requires integrated, lifecycle-based governance that combines technical safeguards across all 
system layers, privacy-preserving data practices, continuous monitoring, and appropriate human oversight.
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Two actions are particularly urgent. First, regulatory bodies should require structured threat modeling and adversarial 
red-teaming as standard components of premarket submissions for LLM-based mental health applications classified as 
SaMD; current submissions lack these requirements despite the unique attack surface that conversational systems present. 
Second, developers should adopt the integrated risk framework presented in Table 7 as a design and evaluation reference, 
ensuring that safeguards are built across all four system layers (model, interface, data, and infrastructure) rather than 
applied as post-hoc additions at the content or output level alone.

Ultimately, the safe integration of generative AI into mental-health services will depend not only on improving model 
performance, but on developing governance frameworks that reflect the unique risks of conversational systems.
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