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Abstract: This manuscript explores the innovative application of nanotechnology in the diagnosis and treatment of hepatocellular 
carcinoma (HCC), a leading cause of cancer-related mortality worldwide. Emphasizing the synergistic potential of nanotechnology, the 
paper discusses advanced nanomaterials and techniques, such as targeted drug delivery systems, nanoparticle-based imaging, and 
multi-modal therapy, which enhance the precision and efficacy of HCC interventions. Nanotechnology offers significant improvements 
in early diagnosis through enhanced imaging capabilities and tumor-specific biomarkers, enabling more accurate detection of HCC at 
its early stages. Furthermore, it enables the development of novel therapeutic strategies, including the targeted delivery of chemother
apeutic agents, gene therapies, and immunotherapies, minimizing side effects and improving patient outcomes. The manuscript also 
highlights challenges such as bio-barrier penetration, biocompatibility, and the high production costs associated with nanomedicine. 
Despite these obstacles, the integration of nanotechnology with artificial intelligence and personalized medicine promises 
a transformative future for HCC treatment. This review underscores the pivotal role of nanotechnology in advancing both the 
diagnostic and therapeutic landscapes for HCC, offering a new frontier for improving survival rates and quality of life for patients. 
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Introduction
Global Epidemiology and Therapeutic Challenges of Hepatocellular Carcinoma (HCC)
Epidemiological Analysis of HCC
Primary liver cancer is a prevalent malignancy globally and is mainly composed of three pathological subtypes: HCC, 
intrahepatic cholangiocarcinoma (ICC), and combined hepatocellular-cholangiocarcinoma (CHC). Among these, HCC is 
the most common, accounting for approximately 85% of primary liver cancer cases and ranking as the sixth most 
prevalent cancer worldwide.1,2 More than half of all primary liver cancer cases and deaths occur in regions such as 
Southeast Asia, Oceania, and sub-Saharan Africa, where incidence rates exceed 30 per 100,000. In contrast, North 
America, Latin America, and Europe are considered low-incidence regions, with rates above 11 per 100,000.3,4

HCC is one of the most lethal malignancies, ranking as the third leading cause of cancer-related deaths worldwide. 
According to the GLOBOCAN database, liver cancer is responsible for approximately 830,000 deaths worldwide, with 
HCC accounting for about 75% of these cases.1,5 The overall five-year survival rate for HCC is approximately 18%, 
making it the third leading cause of cancer-related mortality worldwide.6–8 Over recent decades, the incidence of HCC 
has either declined or stabilized in some Asian countries, while the number of combined liver cancer and HCC cases in 
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Western nations has increased, with incidence rates steadily rising.9,10 Although the decline in HCC incidence in some 
Asian regions signals positive progress, these areas still bear a significant portion of the global liver cancer burden, with 
the global liver cancer incidence increasing at an annual rate of 7.9%.11

Viral hepatitis infections, particularly hepatitis B (HBV) and hepatitis C (HCV), are key etiological factors in the 
development of HCC.12 Regional variations in incidence patterns reflect geographical differences in the proportion of 
liver cancer cases attributable to HBV versus HCV. HBV remains the dominant risk factor for HCC in Asia and Africa, 
whereas HCV is more prevalent in the United States and other Western countries.2 Additionally, factors such as obesity, 
metabolic syndrome-associated non-alcoholic fatty liver disease, alcoholic cirrhosis, liver fluke infections, aflatoxin 
exposure, trace element imbalances, and smoking further contribute to the elevated risk of liver cancer.2,13

Current Treatment Modalities for HCC and Their Challenges
Clinically available treatments for HCC are primarily applicable to early- and intermediate-stage disease and include 
surgical therapy, ablation therapy, intravascular interventional therapy, and radiotherapy.14 For early-stage HCC, surgical 
and ablation therapies are the primary curative approaches.15,16 Surgical treatment typically involves two main mod
alities: hepatectomy and liver transplantation, though both have limited indications. Hepatectomy is primarily indicated 
for cases involving smaller tumors confined to one lobe of the liver, provided that sufficient residual liver volume and 
preserved liver function can be maintained post-resection.17,18 On the other hand, liver transplantation can be considered 
for patients with decompensated liver function but is restricted to those who meet the Milan criteria (ie, a single tumor 
≤5 cm in diameter or up to three tumors, each ≤3 cm, without macrovascular invasion).19 Studies, however, suggest that 
post-hepatectomy mortality rates in HCC patients are nearly 50% higher than those following liver transplantation, with 
a threefold increased risk of recurrence.1,20 A study by Hong et al indicated that 266 out of 466 patients (57.1%) who 
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underwent initial resection required secondary treatments due to disease progression.21 The patient’s postoperative 
residual liver functional reserve must meet physiological demands, which is a critical determinant of surgical success 
and a primary reason why surgery is often less effective for advanced-stage HCC.

Ablation therapy, which includes commonly used techniques such as radiofrequency ablation (RFA) and microwave 
ablation (MWA), is primarily indicated for early-stage HCC with smaller tumor diameters. RFA is generally effective for 
tumors ≤3 cm but is associated with higher local recurrence rates and does not eliminate the risk of microvascular 
invasion.22 A study by Xu et al found that HCC patients treated with RFA exhibited 3-year and 5-year overall survival 
rates of 78.6% and 60.8%, respectively, both of which are lower than those achieved with hepatectomy.23

For intermediate-stage HCC (BCLC-B), intravascular interventional therapies are the primary treatment approach. 
These include transarterial chemoembolization (TACE), hepatic artery infusion chemotherapy (HAIC), and Y-90 
selective internal radiation therapy (SIRT).1 While these methods are generally safe for HCC patients ineligible for 
surgery, they are often non-curative and mainly serve to delay tumor progression. For instance, TACE has limited 
efficacy in preventing HCC recurrence and is applicable only to specific disease stages. It also has prolonged impacts on 
liver function and frequent side effects, such as nausea and vomiting. Furthermore, TACE may induce a hypoxic tumor 
microenvironment, which accelerates resistance through the vascular endothelial growth factor (VEGF) pathway.24

For patients with advanced HCC, supportive palliative therapy is primarily used to alleviate symptoms.25 

Locoregional approaches, such as radiotherapy and chemotherapy, may be utilized. Radiotherapy offers a curative 
potential only for small-diameter tumors and has limited efficacy for larger or advanced-stage tumors. It is rarely 
considered a radical treatment for HCC due to frequent prognostic complications and drug resistance issues.26,27 

Chemotherapy, in contrast, carries significant drug toxicity, which may adversely affect normal cells, and is prone to 
inducing drug resistance. First-line therapeutic agents are limited in their availability and efficacy, characterized by low 
objective response rates and marginal survival benefits. Following the failure of first-line treatments, second-line 
therapies are often prolonged, with poor drug accessibility, contributing to the low cure rate of HCC.28

In contrast to patients who are eligible for curative therapies, typically at the early stages of liver cancer, statistical 
analyses indicate that approximately 80% of HCC patients are diagnosed at intermediate or advanced stages, when 
physical abnormalities are detected and confirmed as HCC.29 At these stages, tumors progress rapidly, grow to larger 
sizes, and are prone to metastasis. Existing treatments for advanced HCC remain limited, with no effective radical 
therapies, and are often associated with significant post-treatment adverse effects.30 Consequently, current therapeutic 
approaches fail to fully meet the clinical demands for HCC management, highlighting the urgent need for novel scientific 
and technological advancements in HCC treatment. This necessity has driven the integration of nanotechnology with 
medicine, promoting the development of more sensitive and rapid nanomedicine-based therapeutic strategies.

Nanomaterials, due to their small size, targeting capabilities, and catalytic activity, provide a unique opportunity to 
explore biological processes and mechanisms at a microscopic level.31 They also offer innovative approaches for the 
diagnosis and therapy of cancer. A critical focus of research and translation in this field is the application of 
nanotechnology and nanomaterials to improve the specificity, precision, and efficacy of HCC diagnosis and treatment 
across various disease stages. The medical application of nanotechnology began in the late 20th century, initially focusing 
on drug delivery systems. In recent years, however, nanotechnology has made substantial progress in the fields of 
biology, pharmacology, and medicine, evolving from drug delivery to the integration of multimodal theranostics and 
advancing into combination therapies, such as targeted therapy and immunotherapy. With the convergence of inter
disciplinary fields, nanotechnology—particularly through the modification of diverse nanoparticles—has found extensive 
applications in biomedical research particularly in the early diagnosis and precision treatment of advanced HCC.32

Advantages of Nanotechnology in Cancer Diagnosis and Treatment
Properties of Nanomaterials
Nanoparticles possess unique properties, such as small size effects, surface effects, quantum tunneling effects, and 
biocompatibility. These properties contribute to prolonged drug circulation time in the bloodstream, enhanced drug 
solubility in bodily fluids, and a broad range of applications in medicine, especially in cancer therapy.33 Nanoparticles 
typically range from 1 to 100 nm in size, and their small diameter imparts distinct physical and chemical characteristics 
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that facilitate metabolic clearance from the body.34 Their high surface-to-volume ratio provides numerous active sites, 
which enables the loading of therapeutic agents, thereby extending drug activity duration and enhancing reaction activity 
and catalytic efficiency.35 For example, carbon-based nanomaterials, with their large surface area, are ideal for devel
oping electrochemical sensors to detect HCC biomarkers.36

Moreover, most nanomaterials exhibit excellent biocompatibility, which minimizes immune responses and systemic 
toxicity.37 By designing and modifying nanomaterials, and selecting appropriate materials for nanoparticle formation— 
such as functionalizing nanomaterials with ligands like antibodies or aptamers—the surface effects can be harnessed to 
enable targeted drug delivery or catalytic activity. This strategy results in superior biocompatibility and biodegradability, 
allowing for gradual in vivo degradation, controlled drug release, and metabolic elimination, thereby reducing the risk of 
long-term toxic accumulation. Peptide-hydrogel nanocomposites are one example of such innovative materials.38 

Traditional HCC drugs often fail to effectively reach tumor sites due to issues such as instability, poor solubility, and 
drug resistance. In contrast, nanoparticles encapsulate drugs within their structure, and by optimizing factors like size, 
shape, and surface chemistry, nanoparticles enhance retention and accumulation at tumor sites.39 This significantly 
improves drug delivery efficiency compared to conventional chemotherapeutic agents.

Multimodal Potential of Nanotechnology: Integration of Diagnosis and Treatment (theranostics) and Synergistic 
Enhancement Effects
Potential in Theranostics 
Nanoparticles hold significant promise in diagnostics by serving as advanced imaging agents, leveraging their optical, 
electrical, and other unique properties to enhance the early detection of liver tumors and improve imaging contrast in 
modalities like MRI and CT.40 Moreover, nanotechnology facilitates the detection of specific biomarkers in HCC cells by 
functionalizing nanoparticles with molecular probes, which in turn improves diagnostic sensitivity and accuracy.41 In 
cancer treatment, nanoparticles enable the targeted delivery of anticancer drugs through the incorporation of specific 
ligands (such as folic acid and glycyrrhizic acid).42 This targeted approach helps to bypass the body’s natural defense 
mechanisms, enabling the drugs to specifically interact with tumor cell receptors, thereby enhancing therapeutic precision 
and reducing toxicity to healthy tissues. Based on this, nanotechnology can effectively combine diagnosis and treatment, 
allowing for the precise localization and imaging of tumors while simultaneously delivering therapeutic agents directly to 
cancer cells, improving drug bioavailability and efficacy.43 In recent years, numerous high-impact studies have high
lighted the transformative role of nanotechnology in HCC diagnosis and treatment. Emerging research shows that 
nanoprobes targeting novel biomarkers such as Vav1 offer significant advantages over traditional diagnostic markers 
like AFP and GPC3, enabling earlier and more sensitive detection through liquid biopsy or molecular imaging.44 

Furthermore, advanced nanocarrier systems and gene silencing tools targeting key proteins such as PRDX6, KIF5B, 
and other critical hub genes can specifically intervene in crucial oncogenic pathways like PI3K/Akt/mTOR, offering 
innovative strategies for achieving highly effective, low-toxicity treatments by simultaneously disrupting multiple 
signaling axes.45–47 Additionally, certain nanomaterials allow real-time monitoring during treatment, offering the ability 
to track tumor status, temperature changes at the treatment site, drug release kinetics, and therapeutic outcomes. This 
facilitates the optimization of treatment parameters and supports personalized therapy. For example, palladium 
nanosheets functionalized with radioactive iodine isotopes can be utilized for single-photon emission computed tomo
graphy (SPECT) imaging, while also exhibiting synergistic antitumor effects, thus enabling real-time monitoring of 
therapeutic efficacy during HCC treatment.48

Advantages of Synergistic Enhancement Effects 
Nanoparticles also possess the ability to co-deliver multiple therapeutic agents to tumor cells, enabling synergistic 
interactions between drugs. Some nanoparticles can carry both chemotherapeutic drugs and agents for photothermal or 
photodynamic therapy (PDT).49 When combined with external energy sources such as light, these nanoparticles integrate 
PDT, photothermal therapy (PTT), and other therapeutic modalities with chemotherapy, creating reinforcing effects that 
enhance therapeutic outcomes. For instance, liposomes loaded with sensing components can release chemotherapeutic 
agents in response to external stimuli such as light, temperature, or ultrasound.50 This precise control over drug release— 
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achieved by adjusting light intensity, wavelength, or exposure duration—allows for more effective treatments. These 
combinatorial approaches harness synergistic mechanisms to improve efficacy, enhance tumor cell apoptosis, minimize 
damage to normal tissues, and reduce the risk of drug resistance associated with monotherapy.

Nanomaterial–Tumor Microenvironment (TME) Interactions
Mechanistic Basis of Nanomaterial–TME Interactions in HCC
Nanomaterials influence HCC progression not only by enhancing drug delivery but also by actively remodeling the TME/ 
TIME via defined molecular and cellular processes. After systemic administration, nanoparticles rapidly acquire a protein 
corona, which can alter their biological identity, receptor engagement, and clearance by the mononuclear phagocyte 
system.51 In the liver, Kupffer cells may sequester circulating nanoparticles, thereby regulating the fraction that reaches 
tumor parenchyma and immune niches. These early nano–bio interactions are therefore critical determinants of down
stream signaling effects, immune modulation, and therapeutic performance in HCC.52

Immune-Cell Modulation and TIME Reprogramming
Nanomaterials improve therapeutic responses by reprogramming immunosuppressive TIME components that are promi
nent in HCC. Specifically, nanoplatforms designed to relieve hypoxia or normalize local conditions can attenuate 
hypoxia-driven immunosuppressive programs, thereby limiting Treg expansion/function (eg, suppression of Foxp3- 
associated pathways) and enhancing effector T-cell activity.53 Moreover, engineered nanoparticles can reduce MDSC- 
mediated immune suppression through selective targeting and functional inhibition, promoting restoration of cytotoxic 
T lymphocyte (CTL) responses and supporting synergy with immune checkpoint blockade. Collectively, these TIME- 
directed mechanisms help counteract liver tumor immune tolerance and shift the immune balance toward antitumor 
activity.54,55

Signal Transduction, Stress Pathways, and Immunometabolic Regulation
Beyond altering immune-cell composition, nanomaterials can induce pathway-level responses in tumor and immune cells 
via microenvironment-responsive activation and intracellular trafficking. ROS-generating or ROS-amplifying nanoplat
forms can activate oxidative-stress signaling and damage-response pathways, increasing tumor cell apoptosis/necrosis 
and sensitizing tumors to radiotherapy, chemotherapy, and photodynamic/photothermal modalities.56 In addition, nano
carriers delivering nucleic acids or small molecules that modulate tumor metabolism (eg, inhibition/silencing of 
glycolysis-associated enzymes such as LDHA) can reduce lactate accumulation, alleviate acidosis (a key suppressor of 
T-cell function), and thereby improve CTL activity and immune-mediated tumor control.57 Together, these examples 
highlight an immunometabolic mechanism, whereby metabolic normalization of the TME restores immune competence 
and enhances combination efficacy.58

Receptor-Mediated Uptake and Subcellular Delivery as Determinants of Pathway Engagement
The biological effects of nanotherapeutics depend on efficient cellular entry and subcellular trafficking. Ligand-directed 
nanoparticles engaging hepatocyte/tumor-associated receptors (eg, ASGPR or transferrin receptor) undergo receptor- 
mediated endocytosis and subsequent processing through endosomal–lysosomal pathways. For nucleic-acid therapeutics 
and certain protein/peptide cargos, endosomal escape and cytosolic release are mechanistically required to achieve target 
knockdown/translation and downstream pathway modulation.59 Accordingly, nanoengineering parameters (surface 
chemistry, charge, ligand density, and responsiveness to pH/enzymes/redox conditions) directly determine intracellular 
bioavailability and the resulting signal-transduction outcomes.60

Application of Nanotechnology in HCC Diagnosis
Nano-Imaging Technology
Application of Magnetic Nanoparticles in MRI Enhancement
Magnetic Resonance Imaging (MRI) is a non-invasive, radiation-free imaging modality that offers high resolution and 
multi-parameter imaging capabilities, making it a crucial tool in the diagnosis of HCC.61 MRI plays an essential role in 
visualizing liver anatomy, lesion size, morphology, quantity, and their relationships with surrounding tissues, thereby 

International Journal of Nanomedicine 2026:21                                                                                   https://doi.org/10.2147/IJN.S581911                                                                                                                                                                                                                                                                                                                                                                                                       5

Wang et al

Powered by TCPDF (www.tcpdf.org)Powered by TCPDF (www.tcpdf.org)



aiding in the early detection and accurate diagnosis of HCC.1,62 Compared to traditional imaging techniques, MRI offers 
superior soft tissue contrast, allowing for clearer visualization of liver lesions and enhancing diagnostic precision.63

Magnetic nanoparticles, particularly superparamagnetic iron oxide nanoparticles (SPIONs), have been extensively 
used in both the diagnosis and treatment of HCC.64 Due to their superparamagnetic properties, SPIONs offer unique 
advantages in MRI contrast enhancement. By modifying SPIONs with specific ligands and adjusting factors such as 
surface coatings (eg, SMG and SHP) and core size, active targeting of tumor biomarkers can be achieved, thereby 
improving the specificity and sensitivity of imaging.65

Early-stage HCC lesions, which are often small and exhibit low contrast with surrounding normal tissues, are difficult 
to detect using traditional contrast agents.66 To address this challenge, Lu et al developed an i-motif DNA-assisted, pH- 
responsive iron oxide nanocluster assembly, termed RIA. Under the acidic pH conditions of the tumor microenvironment, 
RIA dissociates rapidly, leading to a sharp decrease in relaxivity (r2/r1). This alteration switches RIA from a T2 to a T1 
contrast agent. In T1-weighted imaging mode, HCC lesions become significantly brighter, while normal liver tissues 
darken, which substantially enhances the sensitivity and accuracy of early HCC detection.67 Additionally, Xu et al 
introduced a novel targeted contrast agent, Fe3O4-PEG-RGD nanoparticles, which were created by conjugating ultra- 
small superparamagnetic carboxylated Fe3O4 nanoparticles with polyethylene glycol (PEG)-linked arginine-glycine- 
aspartic acid (RGD) peptides. In vitro cellular experiments, MR imaging of cells, and in vivo murine studies demon
strated that these nanoparticles specifically bind to HepG2 cells, with the tumor’s MR signal intensity significantly higher 
than that of non-targeted magnetic particles. These nanoparticles also showed excellent biocompatibility and ultra-high r1 
relaxivity.68

Nanotechnology holds considerable promise in enhancing MRI diagnostics. The use of magnetic nanoparticles as 
MRI contrast agents enables targeted imaging, thereby increasing the sensitivity and specificity of MRI. This innovation 
offers the potential for improved monitoring of HCC development, providing valuable support for early detection and 
precision therapy. However, further optimization of magnetic nanoparticle surface modifications and preparation pro
cesses is necessary to improve their in vivo stability and biocompatibility. Furthermore, additional clinical trials are 
needed to validate the safety and efficacy of magnetic nanoparticles in the diagnosis of HCC.

Nanomaterial-Mediated Imaging Contrast Techniques
Nanomaterial-Enhanced Photoacoustic Imaging 
Photoacoustic imaging (PAI) is a non-invasive hybrid imaging technique that utilizes the photothermal effect to provide 
high optical contrast and deep tissue imaging with excellent depth resolution.69,70 Endogenous chromophores in vivo, 
such as hemoglobin, lipids, and melanin, absorb light strongly within specific optical windows, generating significant 
photoacoustic signals.71 By analyzing hemoglobin oxygenation and distribution, PAI facilitates the diagnosis of various 
diseases, including HCC, and has proven effective in detecting both structural and functional abnormalities in cancerous 
tissues.72 The use of nanomaterials as contrast agents enhances imaging signals due to their unique optical properties and 
excellent biocompatibility, enabling precise manipulation. For instance, inorganic metal nanoparticles, such as copper 
sulfide, amplify photoacoustic signals, while organic polymer nanoparticles, like semiconducting polymer nanoparticles, 
combine both photoacoustic and fluorescent properties to detect reactive oxygen species (ROS).73

Studies show that nanomaterial-enhanced PAI can detect microlesions in early-stage HCC tumors, improving 
diagnostic accuracy through multimodal imaging techniques. Deng et al developed a targeted multifunctional nanoprobe 
for PAI that allows non-invasive imaging of tissues several centimeters deep. This technology targets HCC by 
recognizing the biomarker glypican-3 (GPC3) on HCC cell membranes, offering a high spatial resolution for distinguish
ing the progression of micro-HCC lesions originating from cirrhosis. This innovation addresses the diagnostic challenge 
of differentiating HCC from cirrhotic nodules.74 The integration of nanotechnology with PAI presents a promising 
pathway for enhancing HCC detection, characterization, and theranostics. By combining optoacoustic imaging with 
nanotechnology, it is possible to amplify optoacoustic signals, and through the integration of advanced imaging 
techniques with targeted nano-theranostics, researchers aim to improve both the accuracy and efficacy of HCC diagnosis 
and management.
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Contrast-Enhanced Ultrasound (CEUS) 
Ultrasound imaging generates tissue visualizations by analyzing reflected signals from acoustic wave pulses. CEUS 
further enhances imaging quality by intravenously administering ultrasound-specific contrast agents, which amplify 
backscattered echoes.75 The liver’s dual blood supply, originating from both the hepatic artery and portal vein, presents 
unique opportunities for CEUS to evaluate liver function and detect abnormalities.

Following the injection of ultrasound contrast agents, CEUS imaging of the liver reveals three overlapping vascular 
phases. Different types of liver lesions exhibit distinct enhancement and attenuation patterns across these phases, aiding 
in lesion characterization.76 CEUS enhances the vascular features of liver lesions using ultrasound contrast agents, thus 
improving diagnostic accuracy and reliability (Figure 1).77 Nano-based ultrasound contrast agents typically offer 
excellent biocompatibility, prolonged circulation times, and tunable acoustic properties.

They amplify ultrasound signal scattering, enhancing imaging contrast and resolution to better visualize tissue/lesion 
morphology, structure, and blood perfusion.78 For instance, Qiu et al developed an ATO/PFH NPs@Au-cRGD nano- 

Figure 1 Liver anatomy (lobed and segmented). (A) Diaphragmatic surface of the liver. (B) Visceral surface of the liver.77 (I) Caudate lobe. (II) Left lateral superior segment. 
(III) Left lobe of liver (Left lateral inferior segment). (IV) Quadrate lobe. (V) Right anterior inferior segment. (VI) Right lobe of liver (Right posterior inferior segment). (VII) 
Right lobe of liver (Right posterior superior segment).
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contrast agent for HCC theranostics. Results demonstrated that ATO/PFH NPs@Au-cRGD significantly improved 
contrast under ultrasound exposure, achieving imaging effects comparable to those of commercial contrast agents in 
tumors. This allowed clear visualization of contrast enhancement and dynamic tumor blood perfusion, facilitating precise 
molecular imaging during treatment.79

Although the materials for nano-ultrasound contrast agents are widely selected and demonstrate excellent perfor
mance in ultrasound imaging, most research is confined to tumor-bearing mouse models and has not yet been scaled up 
for clinical application.80 With ongoing advancements in nanotechnology and materials science, future nano-ultrasound 
contrast agents are expected to offer higher imaging resolution and specificity, enabling more precise detection of small 
tumors and early lesions, thereby providing strong support for early disease diagnosis.

Liquid Biopsy and Nanosensors
In addition to imaging examinations, liquid biopsy plays a crucial role in the early diagnosis of HCC. Current research in 
precision medicine emphasizes the development of advanced biomarkers.81 Liquid biopsy and nanosensors facilitate 
early cancer detection and minimize patient trauma by analyzing overexpressed surface proteins (eg, alpha-fetoprotein, 
AFP), bloodborne tumor markers (eg, circulating tumor cells [CTCs] and cell-free DNA [cfDNA]), and other 
indicators.82 These methods not only promise early detection with minimal patient discomfort but also allow for the 
study of tumor mutations and biological tissues, addressing the gap in molecular-level data for HCC.83 Biomarkers for 
HCC diagnosis are currently categorized into five classes: nucleic acids, proteins, CTCs and extracellular vesicles, serum 
metabolites, and gut microbiota.84 The timely identification of suitable HCC biomarkers in the early stages of disease, 
combined with the design of highly specific nanomaterials tailored to their unique properties, holds significant potential 
for personalized detection and medical intervention.

Nanozyme Catalytic Technology for High-Sensitivity Detection of HCC Biomarkers
Nanozymes are nanomaterials with enzyme-mimicking catalytic activity. Their unique physicochemical properties confer 
advantages in biosensing and bioanalysis, enabling their widespread use in biosensor development.85 These materials 
enhance the sensitivity, stability, and selectivity of biosensors, expanding their utility across various fields. Traditional 
methods for detecting HCC biomarkers, such as enzyme-linked immunosorbent assays (ELISA), although clinically 
prevalent, face limitations, including restricted sensitivity and specificity, as well as prolonged detection times.86,87 HCC 
biomarkers often manifest as overexpressed surface receptors, and the design of nanozymes specifically tailored to these 
biomarkers offers innovative solutions to these challenges (Figure 2).88

Currently, two primary protein biomarkers for HCC—AFP and GPC3—can be detected with increased sensitivity 
through enzyme-mimicking catalytic reactions, offering significant value for the early diagnosis of HCC.89

AFP, one of the most widely studied and clinically utilized biomarkers for HCC, shows markedly elevated serum 
concentrations in HCC patients compared to healthy individuals.90 Nanozyme catalytic technology enhances detection 
capabilities by designing nanozyme-antibody complexes that specifically bind to AFP and catalyze substrate reactions, 
generating detectable signals. For example, Li et al developed a nanozyme-linked immunosorbent surface plasmon 
resonance (nano-ELISPR) biosensor based on nanozymes and an oxidized 3,3’,5,5’-tetramethylbenzidine (oxTMB) 
etching reaction. This nano-ELISPR platform modulates the absorption spectral peak by adjusting the thickness of 
noble metals via target molecule adsorption on the substrate surface. This system achieves a lower detection limit for 
AFP compared to commercial ELISA kits, requires thinner gold layers, reduces manufacturing costs, and demonstrates 
ultrasensitivity and high specificity.91 Additionally, Foluke et al designed a highly sensitive electrochemical immuno
sensor for AFP detection using a carbon nanofiber (CNF)/gold nanoparticle (AuNP) nanocomposite platform. The CNF/ 
AuNP platform significantly improves analytical performance, amplifying the electrochemical response of the AFP 
antigen-antibody interaction. This immunosensor exhibits a wide concentration range, low detection limit, excellent 
reproducibility, and high selectivity.92

GPC3, a glycosylphosphatidylinositol-anchored oncofetal proteoglycan expressed on the cell surface, is virtually 
undetectable in adult liver tissue but is overexpressed in HCC, making it a highly specific biomarker for the qualitative 
and quantitative analysis required to detect and monitor HCC progression.93 For example, Li et al synthesized H-rGO-Pd 
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NPs nanozymes with peroxidase-like catalytic activity. By labeling GPC3 aptamers onto their binding sites to form 
detection probes and immobilizing GPC3 antibodies as capture probes on Au NP@rGO-modified screen-printed 
electrodes (SPEs), they constructed a novel electrochemical nanobiosensor based on a nanozyme signal amplification 
strategy. This sensor enables quantitative analysis of GPC3 with strong specificity, short-term stability, and high recovery 
rates. While its detection limit is slightly higher than some existing methods, the antibody-antigen-aptamer sandwich 
structure and enzyme-catalyzed silver deposition signal amplification enhance stability and sensitivity, making it an ideal 
design for high-sensitivity clinical assays.94

As an emerging biosensing technology, nanozyme catalysis has made significant strides in the high-sensitivity 
detection of HCC biomarkers. Its advantages—including superior sensitivity, stability, and rapid detection for AFP and 
GPC3—offer novel tools for early HCC diagnosis and therapeutic monitoring. However, the technology is still in the 
developmental stage, and several challenges remain to be addressed. The preparation processes and quality control of 
nanozymes require further optimization. Specificity in complex biological samples must be improved to reduce 
nonspecific binding and interference, thereby enhancing stability and accuracy. Moreover, most nanozyme-based detec
tion methods are still in the laboratory research stages, necessitating extensive clinical validation and evaluation before 
large-scale clinical adoption.

Nanomaterial-Based Detection of Circulating Tumor Cells and Exosomes
Nanomaterial-enabled liquid biopsy is an emerging cancer diagnostic technology that combines the unique properties of 
nanomaterials with the advantages of liquid biopsy, offering novel pathways for early cancer diagnosis, treatment 
monitoring, and prognosis assessment.82,95 Nanomaterials possess a high specific surface area and abundant surface- 
active groups, enabling specific binding to tumor biomarkers for efficient enrichment. Simultaneously, nanosensors 
exhibit high sensitivity and specificity, facilitating effective capture and detection of circulating tumor cells (CTCs) or 
exosomes (EXOs), while leveraging their inherent optical, magnetic, or physical properties for multimodal visualization 
of tumor biomarkers.

Current Research on Nanomaterial-Based CTC Detection 
CTCs are tumor cells shed from primary lesions into the bloodstream, driving metastasis and serving as real-time 
markers for disease progression and survival.96 The presence of CTCs correlates closely with tumor invasion, metastasis, 

Figure 2 The above is a list of the receptors that are overexpressed in HCC cells.88
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and recurrence. Their quantity and specific phenotypes can act as biomarkers for early HCC recurrence, aiding in 
prolonging survival and reducing mortality.97 Due to the extremely low abundance of CTCs in blood, high-purity and 
high-sensitivity isolation techniques are required to extract CTCs from samples for detection and analysis.98 Magnetic 
nanobeads, with their magnetic responsiveness and biocompatibility, enable CTC separation and enrichment via magnetic 
fields. Compared to traditional CTC isolation methods, nanomagnetic bead-based separation achieves higher efficiency 
and purity, significantly improving detection sensitivity.99 For instance, Mao et al developed supramolecular immuno
magnetic nanoparticles via a π-π stacking-driven supramolecular layer-by-layer self-assembly strategy. These nanopar
ticles demonstrated high sensitivity, specificity, and biocompatibility for model CTCs, with low nonspecific adsorption to 
negative cells. Captured cells remained viable for subsequent reculturing, highlighting their potential and applicability for 
clinical in vitro diagnostics.100

Optical Nanotechnology-Based Exosome Detection 
EXOs are 30–120 nm extracellular vesicles involved in intercellular communication and diverse physiological/patholo
gical processes.101 In cancer, their biogenesis is regulated by cancer cells, promoting metastasis and modulating the 
tumor microenvironment. EXO surface markers hold significant potential for early cancer diagnosis, metastasis monitor
ing, and therapeutic evaluation (Figure 3).

For instance, Zhang et al introduced a fluorescent biosensor based on inorganic nanoflares, integrated with 
DNAzyme-mediated detection. This system specifically targets exosomal microRNA, generating fluorescent signals 
that enhance the accuracy and sensitivity of exosomal microRNA as a biomarker. Their study demonstrated that nucleic 
acids are robust biomarkers for exosome-based tumor detection, offering a promising method for HCC diagnosis.103 

Additionally, Saman et al summarized various optical techniques—such as colorimetry, surface plasmon resonance 
(SPR), fluorescence, and Raman scattering—used to quantify cancer exosome biomarkers, including lipids, proteins, 
RNA, and DNA. The integration of platforms like microchip systems, magnetic nano-platforms, and optical nano- 
platforms facilitates the detection of specific proteins, aptamers, and lipid molecules on exosome surfaces, thereby 
enhancing the sensitivity and accuracy of biosensors.104

Nanomaterials present unique advantages in the detection of CTCs and exosomes, offering innovative tools for early 
HCC diagnosis, treatment monitoring, and prognosis assessment.105,106 However, current technologies for CTC and 

Figure 3 Exosomes contain various important biomarkers, such as proteins, lipids, and miRNAs.102
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exosome detection face challenges in separation and analysis. Nanotechnology- enabled liquid biopsy is still largely 
confined to laboratory research, with limited studies focusing on HCC diagnosis. Future efforts must address issues such 
as nanomaterial biocompatibility and technical standardization to facilitate their clinical application in HCC detection.

Innovative Nanotechnology Strategies in HCC Treatment
Targeted Drug Delivery Systems
Passive Targeting: EPR Effect-Based Nanocarriers
The passive targeting of nanodrugs is primarily achieved through the differential retention of particles by tissues or 
organs based on their size, which exploits the enhanced permeability and retention (EPR) effect—an essential mechanism 
in drug delivery. This phenomenon is driven by the unique anatomical and pathophysiological characteristics of tumor 
vascular networks, which feature an abundance of capillaries with structural defects, enlarged endothelial gaps, and 
impaired lymphatic drainage. These features enable macromolecular drugs (typically ranging from 1–100 nm in size) to 
preferentially accumulate and remain within tumor tissues after systemic administration. As a result, drug concentrations 
in tumors exceed those in normal tissues, leading to precise drug delivery, sustained therapeutic action, and reduced off- 
target toxicity to healthy tissues.107,108

Passive targeting serves as the fundamental mechanism by which nanomedicines selectively deliver their payloads to 
HCC tumors. Nanodrug delivery systems are typically composed of nanocarriers and therapeutic agents, with nanocar
riers being small, spherical, or cylindrical structures made from one or more materials that ensure chemical stability and 
biocompatibility. These nanocarriers are usually nanoparticles or microparticles that are ≤200 nm in diameter, such as 
liposomes, lipid-based carriers like micelles, lipid emulsions, and lipid-drug complexes109–111 (Figure 4). Research 
suggests that nanoparticles with more hydrophobic surfaces are cleared more efficiently by the liver, spleen, and 
lungs, while hydrophilic surfaces tend to evade macrophage capture, thereby improving efficacy.112 Therefore, the use 
of nanomaterials with hydrophilic surfaces as carriers, such as PEGylated liposomes,113 not only protects the drug from 
environmental degradation and evades macrophage uptake but also improves passive delivery to the target site—liver 

Figure 4 The classification of nanocarriers based on lipids or phospholipids.111
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tumor cells—through modifications in nanotechnology. The drugs are encapsulated within these nanoscale carriers, 
allowing for the selection of various drug types and concentrations based on therapeutic requirements.

Despite promising preclinical results in animal models, the clinical translation of these therapies remains limited, with 
only a few nanomedicines currently approved for cancer treatment. Approximately 0.7% of passive-targeting nanodrugs 
have been approved for clinical cancer therapy.114 While the EPR effect is often used to improve tumor-specific drug 
delivery, its applicability in liver tumors is highly variable. The heterogeneous vasculature and poor lymphatic drainage 
in HCC make passive targeting via the EPR effect unstable and inefficient. Additionally, the liver’s reticuloendothelial 
system (RES), particularly Kupffer cells, rapidly clears most circulating nanoparticles. This limitation arises from the 
EPR effect being dependent on the molecular weight of the drugs. Molecules with a molecular weight lower than the 
renal clearance threshold are rapidly eliminated from the bloodstream, which restricts the efficacy of passive targeting to 
large molecules with a molecular size greater than 40–50 kDa. Clinical studies also confirm that the EPR effect in human 
HCC is less pronounced than in preclinical models, with significant individual variability, leading to suboptimal efficacy 
of EPR-based nanomedicines.115 Therefore, to further realize passive targeting nanotherapies, it is necessary to optimize 
nanoparticle size, encapsulating therapeutic molecules into sizes exceeding the renal clearance threshold but smaller than 
those prone to excessive hepatic capture, or to develop physically or biologically regulated nano-systems, such as 
combining nanoparticles with sonosensitizers, etc., to temporarily increase vascular and cell membrane permeability. 
Consequently, there are strict requirements for the drug size,116 and it is necessary to optimize the size and develop 
environment-responsive nanoparticles that release therapeutic agents specifically in the tumor microenvironment (TME) 
to enhance targeting efficiency.117

Active Targeting: Ligand-Modified Precision Delivery
Active targeting in nanodrug delivery involves the direct modification of nanoparticles to exploit the unique character
istics of tumor tissues or cells, such as specific receptor expression or microenvironmental features (Figure 5).118 This 
enables precise drug delivery and release through ligand-receptor interactions. Current active targeting strategies include 

Figure 5 Illustration of biological ligands for active targeting of nanoparticle drug carriers.118
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the use of secreted proteins, carbohydrate receptors, tumor vasculature targeting, and tumor microenvironment- 
responsive targeting.119

Cancer cells often exhibit upregulated glycans attached to surface glycoproteins, which makes sugars or polysacchar
ides potential ligands for liver-targeted drug delivery. Additionally, vitamins that bind to hepatoma cell receptors, 
antibodies targeting tumor surface antigens, and aptamer conjugation (single-stranded DNA, RNA, or unnatural oligo
nucleotides with molecular weights of 10–15 kDa) can also mediate active targeting.120 The efficiency and specificity of 
active targeting depend on direct, point-to-point recognition and interaction between ligands on nanoparticles and 
receptors on the tumor cell membrane. As such, dual-ligand-modified nanosystems have been shown to enhance targeting 
capabilities compared to single-ligand systems, improving specificity and internalization within HCC cells.121

In recent years, as the demand for higher HCC cure rates has grown, passive targeting strategies have proven 
insufficient for both basic and clinical research. Consequently, there has been an increasing focus on developing active- 
targeting nanodrugs tailored to the characteristics of HCC cells, with many strategies advancing from laboratory research 
to clinical trials.122,123 For instance, Xiaoran Zhang et al developed transferrin-modified self-assembled polymer 
nanoparticles for the co-delivery of doxorubicin and cisplatin, aiming to achieve synergistic tumor therapy.124 

Additionally, Xin Zhang et al proposed a carrier-free, self-assembled nanodrug based on celastrol and galactose, targeting 
HCC through ferroptosis induction, thus further diversifying HCC-targeted therapeutic approaches.125

Compared to passive targeting, active targeting not only enhances drug accumulation in tumor tissues but also reduces 
off-target toxicity. Although modifying targeting ligands on nanoparticle surfaces can enhance enrichment in tumor 
tissue, this gain is sometimes only around 1.5-fold.126 In the complex liver TME, this advantage is often diluted. 
Additionally, target expression is highly heterogeneous within tumors and among different patients, leading to ineffective 
recognition and killing of some cancer cells. Modifying two or more ligands targeting different antigens on a single 
nanoparticle, or designing TME-responsive targeting, can further improve the enrichment efficiency of actively targeted 
nanoparticles. Furthermore, living cells with natural tumor-homing abilities, such as mesenchymal stem cells (MSCs), 
macrophages, or neutrophils, can be used as biomimetic delivery carriers for nanomedicines.127 Ongoing efforts focus on 
translating these laboratory-scale innovations into clinical applications, aiming to fully realize the potential of targeted 
therapies in HCC management.

Environment-Responsive Nanocarriers: PH/Hypoxia/Enzyme-Triggered Drug Release
Certain nanodrug delivery systems are designed to exploit the unique tumor microenvironment of HCC, which includes 
a variety of cell types such as aneuploid cancer cells, stromal cells, immune cells, and bioactive factors. These systems 
enable precise drug delivery to HCC tissues, cells, mesenchymal stromal cells, or subcellular organelles.128,129 

Environment-responsive smart nanocarriers, including pH-responsive and hypoxia-responsive drug release platforms, 
are capable of adapting to changes in the tumor-associated environment (Figure 6).130 These systems modulate drug 
metabolic pathways, improve pharmacokinetics and biodistribution, enhance tumor-specific drug accumulation, and 
amplify local therapeutic efficacy, all while minimizing systemic side effects.

For example, Duan et al developed a hyaluronic acid-geraniol-based, multi-bioresponsive, self-assembled nanodrug 
delivery system for the treatment of HCC. This system demonstrated high internalization efficiency, biocompatibility, and 
safety in laboratory studies, underscoring the potential of innovative delivery platforms in HCC therapy.131 Sun et al 
explored the use of Angelica sinensis polysaccharide (ASP) as a natural liver-targeting carrier for oridonin (ORI). ASP 
was esterified with deoxycholic acid (DOCA) to form an ASP-DOCA conjugate, which achieved an ORI loading 
capacity of up to 9.2%. The conjugate rapidly degraded in the acidic tumor microenvironment, facilitating accelerated 
drug release and significantly increasing ORI accumulation in liver tumors. This study confirmed the feasibility of using 
natural compound-based targeted delivery systems for HCC treatment.132

The interaction between drugs and nanocarriers prolongs the drug’s half-life in vivo, reduces dosing frequency and 
dosage, and minimizes the distribution of the drug in healthy tissues, thus mitigating unnecessary side effects.133 While 
a few nanocarrier systems, such as those based on taxane drugs, have reached clinical application, their efficacy and 
toxicity profiles remain suboptimal.134 Most nanodelivery platforms are still undergoing preclinical testing in murine 
models. Additionally, different nanomaterials exhibit distinct pharmacokinetic effects.135 For example, liposomes or 
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micelles, favored for their biocompatibility, protect drugs from enzymatic degradation and enhance stability. Metal- 
organic frameworks (MOFs), with their controllable porous structures, enable sustained drug release. Polymeric 
nanoparticles, which often use pH- or enzyme-responsive materials, allow for site-specific drug release. Compared to 
liposomal carriers, polymeric nanoparticles exhibit similar targeting specificity and low toxicity, while offering superior 
stability and controlled release capabilities.112 Consequently, the personalized application of nanocarriers and the tailored 
design of anticancer drugs require further exploration. Meanwhile, the development of nanodelivery systems faces 
challenges such as optimizing carrier design to improve drug-loading capacity, target cell distribution efficiency, 
bioavailability, tumor targeting, biomembrane permeability, and enabling co-delivery with other active agents.136

Integration of Physical Ablation and Nanotechnology
Nanoknife (Irreversible Electroporation) in Hepatic Hilar Tumors
Nanoknife technology, approved for clinical tumor ablation applications in 2012 and also known as irreversible 
electroporation (IRE), involves the insertion of probes into lesions to deliver high-voltage direct current pulses. These 
pulses generate nano-sized irreversible pores in the cell membranes, altering membrane permeability and inducing 
apoptosis, which leads to tumor ablation.137,138 Over time, the treated areas are gradually replaced with healthy tissue. In 
contrast, traditional physical ablation techniques for HCC—such as radiofrequency ablation (RFA), microwave ablation 
(MWA), and cryoablation—lack selectivity, often resulting in the damage of normal tissues, blood vessels, nerves, and 
bile ducts within the ablation zone. Furthermore, temperature-dependent ablation methods suffer from heat-sink effects, 
particularly in highly vascularized regions like the hepatic hilum, where blood flow dissipates thermal energy, thus 
reducing the efficacy of tumor eradication and increasing the risk of local recurrence.139

As a novel nanoscale ablation technology, Nanoknife offers significant advantages, particularly for tumors located in 
challenging areas, such as the hepatic hilum or near critical structures like blood vessels or bile ducts.140 Unlike 
traditional techniques, it operates without generating heat or relying on heat, effectively bypassing the heat-sink effects 
caused by adjacent vasculature.141 This feature allows for successful ablation of high-risk lesions, induces apoptosis 
while preserving tumor-associated antigens, and activates antitumor immune responses.142 Furthermore, Nanoknife is 
minimally invasive, and the procedure is associated with short recovery times, facilitating rapid postoperative recovery. 
In a study by Shi et al, the combination of IRE and immunotherapy in an orthotopic HCC mouse model resulted in 
enhanced tumor necrosis in both treated and off-target lesions, while promoting T-cell recruitment and reducing tumor- 
associated inflammatory infiltration.143 Clinically, HCC patients typically undergo Nanoknife ablation under ultrasound 

Figure 6 Schematic illustration of srNPs for controlled drug release in cancer treatment.130
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guidance using percutaneous, laparoscopic, or open surgical approaches. An early study on percutaneous IRE demon
strated lower early recurrence rates in HCC tumors compared to other ablation methods.144

Despite its promising outcomes, the widespread use of IRE is limited by the complexity of preoperative anesthesia 
protocols and procedural workflows. To address these challenges, high-frequency irreversible electroporation (H-FIRE) 
has been developed. Preclinical studies suggest that H-FIRE offers simplified clinical operations, although it results in 
smaller ablation volumes compared to conventional IRE.145 Therefore, optimizing Nanoknife protocols, reducing 
recurrence rates, streamlining treatment procedures, and advancing clinical translation remain crucial challenges.

Magnetic Nanoparticle-Mediated Magnetic Hyperthermia
Hyperthermia is a therapeutic approach that uses localized high temperatures to damage or kill tumor cells, often 
enhancing the efficacy of radiotherapy or chemotherapy.146 Among various hyperthermia techniques, magnetic fluid 
hyperthermia is one of the most widely studied. Recently, magnetic nanoparticles (MNPs) have gained significant 
attention for their role in HCC hyperthermia.

Under the influence of an alternating magnetic field (AMF), MNPs absorb the externally applied energy and 
efficiently convert it into thermal energy, thereby raising the temperature of tumor cells loaded with these nanoparticles 
and inducing thermal damage.147 Maintaining the environmental temperature within the coil area below physiological 
temperature (ie, under 37 °C) during operation is a critical design consideration (Figure 7).148

Chang Pej et al explored a novel dual-targeted magnetic nanodrug combined with hyperthermia therapy for HCC. 
Their study employed thermoresponsive polymer-coated nanoparticles, showcasing the potential of magnetic nanopar
ticles for dual therapeutic targeting in HCC.149 Similarly, Gharibkandi et al synthesized (198)Au-coated SPIONs for 
combined magnetic hyperthermia and radionuclide therapy in HCC. These nanoparticles demonstrated high saturation 
magnetization, enabling a temperature rise to 43°C under a 386 kHz magnetic field. This facilitated the generation of 
both radiotoxic effects and heat, effectively damaging HepG2 HCC cells.150 Notably, multicore iron oxide magnetic 
nanoparticles, referred to as Sarah nanoparticles, are currently in a first-in-human clinical trial. Following intravenous 

Figure 7 Computer simulation of magnetic field strength distribution in a single turn induction coil for magnetic nanoparticle hyperthermia.148
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administration, Sarah nanoparticles accumulate in tumor tissues, and their exposure to an external alternating magnetic 
field generates heat, selectively targeting and destroying cancer cells while stabilizing disease progression in patients with 
advanced liver cancer, and importantly, without incurring significant toxic side effects.151

A major challenge in the development of magnetic fluid hyperthermia is the lack of a robust theoretical model to 
describe energy conversion by magnetic particles in alternating magnetic fields.152,153 Specifically, quantifying the 
hysteresis loss power among interacting particles embedded in viscous media under alternating fields remains difficult, 
thereby limiting the reduction of energy conversion losses.154 Additionally, the delivery of magnetic nanoparticles 
requires further refinement. When iron-based agents are administered intravenously, only a small fraction reaches the 
liver tumor sites. This is due to nanoparticle sequestration by the reticuloendothelial system (RES) and vascular barriers 
that hinder intratumoral delivery, thus impeding the clinical translation of magnetic hyperthermia.155

Gene Therapy and Immunotherapy
siRNA/CRISPR-Cas9 Nanodelivery Systems
Gene therapy is a treatment approach that involves modifying or replacing abnormal genes. In the context of HCC, 
nanotechnology facilitates the delivery of gene-editing tools or anticancer genes, overcoming the limitations of traditional 
gene therapy by improving delivery efficiency and targeting. Current nanocarriers used for HCC gene delivery—such as 
liposomes, polymeric nanoparticles, and exosomes—encapsulate siRNA, plasmid DNA, or CRISPR systems, protecting 
nucleic acids from enzymatic degradation. Surface modifications allow for active targeting of overexpressed receptors on 
HCC cells, significantly enhancing transfection efficiency.156

Tumor Suppressor Gene Restoration and Oncogene Silencing 
p53 Gene Delivery 
More than 30% of HCC patients exhibit mutations in the tumor suppressor gene TP53. Nanocarrier-mediated delivery of the 
wild-type p53 gene can directly correct these mutations. Studies have demonstrated that cationic liposomes encapsulating p53 
plasmids, such as DDC/pp53-EGFP complexes, target the HCC cell surface receptor CD44, thereby enhancing gene 
transfection efficiency and inhibiting tumor growth by more than 60% in murine ovarian cancer models.157,158

RNA Interference Technology 
RNA interference (RNAi) is an evolutionarily conserved gene-silencing mechanism that is activated by double-stranded RNA 
(dsRNA), leading to the degradation of target mRNA. A key component of RNAi, small interfering RNA (siRNA), integrates 
into the RNA-induced silencing complex (RISC) to guide the sequence-specific degradation of mRNA. SiRNA has demon
strated efficacy in inhibiting viral infections and suppressing tumor cell growth in vitro.159 In the context of HCC, siRNA 
targeting vascular endothelial growth factors or c-Myc has been shown to impede tumor angiogenesis and cellular prolifera
tion. In 2016, Oh et al developed galactoliposomes to target and co-deliver doxorubicin and vimentin siRNA to liver tumor 
cells. This breakthrough demonstrated for the first time that inhibiting vimentin protein expression via siRNA could 
synergistically enhance the induction of apoptosis in tumor cells when combined with doxorubicin.160

RNA activation (RNAa), which involves dsRNA targeting gene promoters to induce transcription, utilizes small 
activating RNAs (saRNAs) as effector molecules. These molecules, chemically similar to siRNA, function in the nucleus 
and are designed with complementary sequences to promoter regions, thereby inducing long-term, sequence-specific 
gene expression.161 Setten et al optimized a CEBPα saRNA and encapsulated it into Marina Biotech’s liposomal carrier 
(MTL-CEBPA) to enhance saRNA drug delivery efficiency. Studies in various animal models, including DEN-induced 
cirrhotic HCC rats and CCl4-induced liver failure rats, demonstrated that MTL-CEBPA therapy reduced tumor size, 
improved liver function, and enhanced survival.162

Nanotechnology-Mediated Gene Editing 
CRISPR-Cas9 Gene Editing 
CRISPR-Cas9 is a versatile genome-editing tool used in human cells to cleave double-stranded DNA at specific target 
sites. This process involves CRISPR RNA (crRNA) and trans-activating crRNA (tracrRNA), which are combined to 
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form a single-guide RNA (sgRNA). When the Cas9 endonuclease binds to the sgRNA and recognizes the target DNA 
sequence, its catalytic domains induce site-specific cleavage.163 In cancer therapy, CRISPR/Cas9-mediated gene editing 
has been utilized to knock out cancer-associated genes, driving the need for enhanced targeting of gene-editing tools. 
Currently, multiple gene nanocarriers are under investigation to enhance this process (Figure 8).164

For instance, Qi Liu et al reported a multistage nanocarrier (MDNP) that facilitates efficient CRISPR-Cas9 release for 
tumor-targeted delivery and restoration of endogenous microRNA expression in vivo. Their study demonstrated the 
simultaneous disruption of multiple signaling pathways linked to cancer proliferation in murine models, leading to 
significant tumor growth retardation.165

Genetically Encoded DNA Origami 
DNA origami is an advanced nanotechnology that exploits complementary base-pairing principles to precisely fold DNA 
molecules into predetermined shapes, creating unique DNA nanostructures with enhanced functionalities166,167 

(Figure 9).

Figure 8 Lipid-based strategies for the delivery of CRISPR/Cas9.164 (A) Lipid-based delivery approaches. (B) Surface modification of lipid-based delivery systems for cell 
targeting. (C) An example lipid-based CRISPR/Cas9 carrier in the literature.
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The design and fabrication of DNA origami nanostructures (DONs) with specific targeting capabilities can reduce 
harm to healthy cells. DONs serve as protective shells, shielding antitumor drugs from degradation in the hepatocellular 
tumor microenvironment and under physiological conditions, thereby improving drug stability and extending circulation 
half-life.168 Additionally, the customizable nature of DNA origami allows for the creation of carriers that integrate 
multiple therapeutic agents, such as chemotherapeutics and targeted drugs, enabling combinatorial treatment regimens 
that include immunotherapy and gene therapy. For example, loading chemotherapeutic and targeted drugs onto DONs has 
the potential to address drug-resistant hepatocellular tumors.169

In Zhang et al’s study, DNA origami, gold nanorods, and molecularly targeted drugs were co-incorporated into pH- 
responsive calcium phosphate nanoparticles to enhance the drug-loading capacity. A thin phospholipid coating was 
applied to improve biocompatibility. This resulting nanocomposite not only protected DNA origami from degradation but 
also facilitated the synergistic co-delivery of DNA origami nanostructures and anticancer drugs, thereby inducing 
apoptosis and reducing multidrug resistance.170

Nanovaccines Combined with Immune Checkpoint Inhibitors
Cancer immunotherapy aims to boost the immune system’s antitumor response while minimizing off-target effects, in 
contrast to conventional chemotherapy. Immunotherapeutic agents typically activate or amplify immune responses to 
counteract cancer’s immune evasion mechanisms.171 Nanovaccines, which employ nanomaterials to deliver specific 
antigens and adjuvants, offer unique advantages in targeted tumor immunotherapy, including prolonged drug circulation, 
enhanced therapeutic efficacy, and improved prophylactic potential. Zhang et al developed a self-assembled, carrier-free 
multi-component nanovaccine (SVMAV) and established the HLS@SVMAV platform for neoantigen-targeted persona
lized cancer vaccines. In orthotopic HCC mouse models, SVMAV treatment significantly reduced tumor size, whereas 
anti-PD-1 therapy showed limited efficacy. Notably, SVMAV treatment did not significantly alter M1 macrophage levels, 
highlighting its potential as an innovative strategy for HCC treatment.172

Immunotherapy can also be combined with gene therapy, wherein RNA molecules activate innate and adaptive 
immune responses by silencing or upregulating immune-related genes, thus enabling highly selective modulation of 
targets to minimize off-tissue effects. Various nanomaterials have been developed to enhance RNA delivery to tumors 
and immune cells (Figure 10).173

Potential siRNA targets for HCC-specific nanocarriers include FA-PEI polymers targeting PD-L1 for immune 
checkpoint blockade and ROS-responsive nanoparticles targeting TGF-β to reprogram the immunosuppressive 
microenvironment.174 Additionally, for HCC cases with reduced T-cell infiltration due to PTEN-related defects, nano
particle-loaded mRNA can enhance PTEN expression in tumors, thereby promoting CD8+ T-cell infiltration. For 

Figure 9 Schematic diagram of the principle of DNA origami.167
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example, CLAN nanoparticles (cationic lipid-assisted nanoparticles) deliver siRNA to silence lactate dehydrogenase 
A (LDHA), reversing tumor acidosis and restoring T-cell antitumor function.175

Metal-Immunotherapy
Since HCC is known for abnormal angiogenesis and severe hypoxia-induced immunosuppression, the hypoxic conditions 
of the TME are also a critical barrier to the effectiveness of HCC immunotherapy. Hypoxia not only inhibits the degree of 
T cell infiltration and functional response but also promotes immunosuppression. Therefore, targeting the hypoxic 
immunosuppressive microenvironment of HCC using oxygen-supplying nanomaterials for re-oxygenation is a highly 
promising strategy to enhance the efficacy of immunotherapy.176 Hu et al studied a metal-immunotherapy, utilizing Co 
+Len@OVA nanoclusters (ovalbumin nanocarrier) to co-deliver cobalt ions and lenvatinib. Cobalt ions induce ROS 
generation and activate the cGAS-STING pathway, affecting redox status, while lenvatinib normalizes tumor vasculature 
and promotes the penetration of anti-PD1 antibodies into tumors, providing a clinically translatable strategy for 
unresectable HCC.177

Nanozyme Catalytic Therapy
As previously discussed, nanozymes are synthetic materials that combine the unique properties of nanomaterials with 
enzyme-mimicking catalytic functions. By integrating the advantages of nanomaterials and natural enzymes, nanozymes 
exhibit tunable catalytic activity, low cost, and high stability, effectively circumventing challenges such as enzymatic 
degradation and the storage/transport difficulties associated with natural enzymes.178,179 Consequently, nanozymes have 
attracted significant research attention. Nanozymes applied in biotherapy primarily mimic the activity of oxidoreductases, 
including peroxidases, catalases, superoxide dismutases, and oxidases. Recent advancements have also introduced 

Figure 10 Various of nano-delivery vectors for mRNA vaccines.173
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nanozymes with glucose oxidase-like (GOD) and NADH oxidase-like (NOX) properties. Nanozymes with diverse 
enzyme-like activities have demonstrated significant efficacy across a range of tumor therapies.180

Biomimetic Dual-Inorganic Nanozymes Inducing ROS Cascade Reactions
Gao et al developed a biomimetic dual-inorganic nanozyme platform based on ultra-small gold nanoparticles (Au NPs) 
and Fe3O4 nanoparticles co-loaded onto dendritic mesoporous silica nanoparticles (DMSNs). The Au NPs mimic glucose 
oxidase (GOD) to catalyze glucose into hydrogen peroxide (H2O2), while the Fe3O4 NPs function as peroxidase mimics, 
converting H2O2 into highly toxic hydroxyl radicals (˙OH) via the Fenton reaction, thereby inducing tumor cell death. 
Both in vitro and in vivo experiments demonstrated robust tumor suppression, achieving a tumor suppression rate of 
69.08% (Figure 11).181

In a similar study on biomimetic dual-inorganic nanozymes, Wang et al reported a tumor-specific precision 
therapeutic strategy using CD44-targeted mesoporous silica/AuNP nanozymes (MMSN/AuNPs). By synthesizing nano
catalysts with glucose oxidase-like (GOD) and peroxidase-like (POD) activities, they triggered cascade reactions within 
the tumor microenvironment to induce apoptosis. Preliminary in vivo experiments in murine models demonstrated that 
these nanocatalysts, through CD44-specific tumor targeting, exhibited excellent biocompatibility, enhanced catalytic 
cascade efficacy in HCC treatment, and effectively inhibited hepatoma cell growth.182

Ferroptosis and Calcium Overload Pathways Activated by Nanozyme Strategies
Nanozymes can also induce regulated cell death by activating various signaling pathways, such as ferroptosis, calcium 
overload, pyroptosis, and autophagy, to eliminate liver tumor cells.180 For example, Fan et al developed nitrogen-doped 
porous carbon nanospheres (N-PCNSs) as nanozymes for tumor catalytic therapy. Through ferritin-mediated targeting, 

Figure 11 Schematic illustration of “toxic-drug-free” nanocatalytic tumor therapy by biomimetic inorganic nanomedicine-triggered cascade catalytic reactions.181
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N-PCNSs localized to tumor cell lysosomes, exerting oxidase-like and peroxidase-like activities in acidic microenviron
ments to elevate ROS levels, induce cell death, and improve survival in tumor-bearing mice.183

Currently, nanozyme design predominantly focuses on functional optimization from a materials science perspective, 
but interdisciplinary gaps hinder clinical translation, with most applications remaining confined to experimental models. 
Given the complex pathological features and individual heterogeneity of HCC, future nanozyme development must 
prioritize precise targeting of these characteristics to enhance clinical applicability.

Classification Framework for Synergistic Nanomedicine in HCC: 
Single-Platform Multimodality vs Regimen-Level Combinations
To avoid redundancy, this section classifies synergistic HCC nanomedicine by the level at which integration occurs. 
“Single-platform multimodality” refers to co-integrating two or more diagnostic/therapeutic functions within one 
nanoplatform (eg, dual-modal imaging plus photo- or chemo-therapy). In contrast, “regimen-level combinations” refer 
to combining distinct treatment modules (eg, TACE, radiotherapy, immunotherapy, gene therapy, PDT/PTT/SDT) where 
nanotechnology primarily acts as a delivery, sensitization, or microenvironment-reprogramming enabler. Each subsection 
below is therefore organized around distinct technical characteristics and therapeutic goals.

Single-Platform Multimodal Theranostic Nanoplatforms
Integrated theranostic nanoplatforms combine both diagnostic and therapeutic functions within a single system, enabling 
simultaneous monitoring, treatment, and prognosis of HCC. These platforms typically exhibit targeting specificity, 
multifunctionality, and synergistic effects.

Nanomaterials with Dual Imaging and Therapeutic Functions
Chen et al introduced PEGylated melanin nanoparticles (MNPs), a multifunctional biocompatible nanoreagent conju
gated with the near-infrared (NIR) dye IR820. This system enhances photoacoustic (PA) imaging and photothermal 
therapy (PTT), achieving a photothermal conversion efficiency of 40.2%. It allows for selective tumor ablation under PA/ 
MR imaging guidance in orthotopic HCC mouse models, demonstrating potential for in vivo detection and ablation of 
micro-HCC lesions.184

In a recent study, Sun et al developed a multifunctional nanodelivery carrier, LPSD-DOX/siRNA, loaded with oleic 
acid-modified superparamagnetic iron oxide nanoparticles (OA-SPIONs) and the antineoplastic drug doxorubicin (DOX), 
and modified with DOTAP to deliver GPC3-targeting siRNA. This integrated nanotechnology system facilitates 
combined HCC therapy and real-time tumor imaging. The nanocarrier extends DOX circulation time, enhances tumor- 
specific drug accumulation, and exhibits high drug-loading capacity, high gene transfection efficiency, and low toxicity, 
showcasing significant potential for HCC theranostics.185 Lai et al designed and synthesized a Zn(II)-Schiff base 
complex-based nanotheranostic platform (Zn-MTDH) that combines real-time fluorescence imaging with pH- 
responsive drug release, specifically targeting lysosomes. This platform demonstrates synergistic imaging and therapeutic 
effects in cancer cells, with enhanced drug release in acidic environments, providing a promising new strategy for 
theranostic integration in HCC. This approach exemplifies how targeted nanomedicines can enhance both the diagnostic 
and therapeutic capabilities of nanotechnology in HCC treatment.186 Integrated nanoplatforms leverage nanotechnology 
to combine imaging and therapeutic modalities, enabling real-time monitoring of tumor dynamics during targeted drug 
delivery or treatment. This approach allows for dynamic optimization of therapeutic strategies.

Nanoprobe Imaging for Intraoperative Navigation
During HCC surgery, precise preoperative tumor localization and intraoperative real-time monitoring are critical due to 
the high vascularity of HCC, its propensity for microvascular invasion, and the metastatic risk. Nanoparticles with 
external responsiveness (eg, light, ultrasound, and magnetic fields) offer tumor-targeting, fluorescence imaging, and real- 
time monitoring capabilities, facilitating accurate intraoperative detection and resection with improved visualization and 
efficiency.187
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Since liver tumors are prone to metastasize to surrounding tissues via blood vessels and lymphatic channels, injecting 
near-infrared (NIR) nanoscale imaging agents during surgery can effectively identify the extent of tumor invasion and 
determine the necessary surgical resection margins. NIR fluorescence imaging, a non-invasive, real-time, cost-effective, 
and highly sensitive technique, is widely studied for surgical navigation. Advances in nanoimaging optimize spatial 
resolution, penetration depth, and reduction of optical interference from biological substrates, enhancing surgical 
precision.188 A key application involves indocyanine green (ICG) fluorescence imaging for real-time navigation and 
resection line planning in hepatectomy. This method ensures complete tumor excision and has proven valuable in HCC 
management.189

Fang et al integrated ICG molecular fluorescence imaging with a 3D laparoscopic augmented reality (AR) surgical 
navigation system for liver resection. By projecting preoperative 3D models onto the surgical field alongside ICG 
fluorescence, their system reduced intraoperative blood loss and complication rates, demonstrating the clinical potential 
of multimodal imaging-guided surgery.190,191

Additionally, a fluorescent nanoemulsion serves as a novel contrast agent to illuminate HCC cells during surgical 
navigation. By employing self-emulsifying nanotechnology to combine indocyanine green (ICG) and lipophilic alcohols, 
this system enables optical surgical navigation, allowing for more precise delineation of tumor tissue margins.192

Postoperative/Local Control Enabled by Multifunctional Biomaterials and Magnetic Hyperthermia
Monosurgical treatment for HCC is often limited by postoperative recurrence, intraoperative blood loss, and poor patient 
prognosis. Therefore, the development of multifunctional biomaterials is critical to improving therapeutic outcomes in 
HCC. In 2023, Gong et al developed an injectable magnetic nanocomposite hydrogel loaded with mica nanosheets and 
magnetic iron oxide nanoparticles. This hydrogel seals bleeding liver margins after minimally invasive hepatectomy and 
prevents recurrence via magnetic hyperthermia ablation, while also suppressing unresectable HCC tumors through 
magnetothermal therapy.193

Regimen-Level Combination Strategies Enabled by Nanotechnology
Chemo-Radio-Immunotherapy Trimodal Nanosystems
Nanotechnology-Enhanced TACE 
TACE blocks the proximal blood supply to tumors using embolic agents, depriving them of essential nutrients and 
oxygen while simultaneously delivering sustained chemotherapy to induce necrosis and apoptosis.194 For patients 
resistant to conventional TACE, the use of sorafenib (SOR)—an oral multi-kinase inhibitor—has proven effective in 
suppressing tumor proliferation and angiogenesis, while preserving liver function and mitigating disease progression, 
such as extrahepatic spread or vascular invasion.195 Despite its widespread use in improving survival rates for advanced 
HCC, sorafenib faces certain limitations, including side effects such as rash, diarrhea, and others. Additionally, its poor 
solubility and rapid metabolism result in low absorption efficiency in tumor tissues. Furthermore, some patients either 
have an inherent resistance to sorafenib or develop resistance after treatment.196

Recently, various types of nanoparticles—such as polymeric, lipidic, silica, and metallic nanoparticles—have been 
extensively explored to enhance the efficacy of sorafenib. These nanoparticles can improve the pharmacokinetic 
properties of sorafenib, increase its solubility in tumor tissues, and enhance its bioavailability (Figure 12).197 

Furthermore, nanoparticles can control the drug release rate, achieve sustained drug release at the tumor site, and 
prolong the duration of the drug’s action. For example, Zheng et al synthesized thermosensitive composite nanoparticles 
as an effective carrier for sorafenib and combined them with radiotherapy for local and sustained treatment of liver 
cancer. This approach not only enables continuous sorafenib release but also exhibits site-specificity and long-term anti- 
cancer effects.198

By enhancing drug targeting and efficacy, nanoparticles can reduce the dosage and frequency of sorafenib adminis
tration while maintaining its therapeutic effects. This approach not only minimizes the drug’s side effects but also 
improves patient compliance. Although nanotechnology has not yet been integrated into the clinical standard protocol for 
TACE, experimental studies have demonstrated its potential to improve the targeting of embolic agents and reduce liver 
toxicity.
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Nanotechnology Combined with Radiotherapy 
Nanotechnology-based radiotherapy aims to enhance the efficacy of conventional radiotherapy by utilizing the unique 
physical and chemical properties of nanomaterials to overcome the radioresistance of cancer cells.199,200 Radiotherapy 
(RT) uses high doses of electromagnetic radiation to directly kill tumors or cancer cells, or to inhibit their ability to 
proliferate by damaging their genetic material.201 However, conventional radiotherapy poses a significant risk to normal 
tissue cells. Additionally, due to the unique characteristics of liver tumors—such as acidic pH and high levels of ROS— 
tumors may develop resistance to radiotherapy.

Nanomaterials can act as radiosensitizers, enhancing the effectiveness of radiotherapy through various mechanisms. 
These nanoparticles can preferentially penetrate and accumulate in cancer tissues, thereby increasing the radiation dose at 
the tumor site and reducing radiation exposure to normal tissues. This improves the specificity of radiotherapy, while 
simultaneously reducing toxicity and damage to healthy tissue.200

High atomic number metal nanoparticles, when exposed to radiation, undergo photoelectric absorption, releasing 
photons or electrons. The Auger electrons generated during this process can induce the radiation decomposition of 
surrounding water molecules, producing ROS such as oxygen radicals.202,203 These ROS enhance the sensitivity of 
cancer cells to radiation, leading to cellular damage and eventual cell death. In a report by Saeed et al, gold nanoparticles 
were found to play a radiosensitizing role in cancer cells, with the main biological responses including the production of 
ROS, oxidative stress, DNA damage induction, cell cycle disruption, and potential interference with the bystander 
effect.204 Additionally, nanoparticles can serve as carriers for radioactive isotopes, such as Y-90 glass microspheres, 
which can be locally delivered through hepatic artery infusion for embolization. In a study by Christopher et al, the 
combination of Y-90 microspheres and nano photosensitizers significantly enhanced oxidative stress in both cells and 
mitochondria, promoting the death of liver tumor cells. The inclusion of nano photosensitizers reduced the required Y-90 
radiation dose, thereby minimizing damage to normal tissues while demonstrating good safety for healthy liver tissue.205

Application of Nanotechnology in Immunotherapy 
Immunotherapy for cancer aims to boost the immune system’s ability to target and destroy tumor cells while minimizing 
off-target effects, in contrast to conventional chemotherapy and other drugs that directly kill cancer cells.206,207 In 

Figure 12 Research directions in the development of SOR-NPs for HCC.197
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immunotherapy, drugs are often employed to activate or enhance the immune response, enabling it to attack cancer cells 
through natural mechanisms that are often evaded during disease progression.182

Nanotechnology-mediated immunotherapy leverages the unique properties of nanomaterials to modulate the tumor 
immune microenvironment (TIME) and stimulate the immune system, thereby amplifying the therapeutic effect on liver 
tumors.208,209 Regulatory T cells (Tregs) are known to suppress anti-tumor immune responses in the TIME of HCC. The 
development of fluorine-assembled nanoparticles, which contain perfluorocarbon to alleviate hypoxia in the TIME, has 
been shown to inhibit Treg proliferation and infiltration, while also releasing chemical prodrugs that reduce Foxp3 
expression in Tregs, reversing the immunosuppressive effect in liver tumors.210,211 Myeloid-derived suppressor cells 
(MDSCs) also play a significant immunosuppressive role in the tumor microenvironment of HCC. High-density 
lipoprotein nanoparticles synthesized to target scavenger receptor B-1, which is expressed on MDSCs, can significantly 
inhibit the activity of MDSCs, thereby suppressing tumor growth.175 Furthermore, nanomedicines can be engineered to 
sense stimuli within tumors, activating specific immune responses, or equipped with ligands to increase drug concentra
tions in tumor tissues. These nanoparticles can achieve subcellular delivery, trigger immune signals, and promote 
immune cell proliferation, selectively exerting immunomodulatory functions, thus avoiding systemic immunosuppressive 
toxicity and mitigating adverse immune reactions.212,213

CAR-T Cell Therapy and Nanotechnology 
Nanomaterials have been utilized to enhance CAR-T cell delivery, persistence, and function within the immunosuppres
sive HCC microenvironment. For example, nanoparticles loaded with cytokines or engineered to modulate the TME can 
improve CAR-T cell tumor homing, activation, and longevity. Specifically, nanoformulations have shown the ability to 
counteract barriers such as poor T-cell infiltration and antigen heterogeneity, common challenges in solid tumors like 
HCC.214,215

Current research is focused on optimizing nanobody-based CAR-T constructs that target GPC3, a tumor-associated 
antigen that is overexpressed in approximately 70% of HCC cases. These constructs, through engineering of hinge and 
transmembrane domains, achieved robust antitumor activity, with even complete tumor eradication in preclinical 
models.216 Additionally, CAR-T cells engineered to secrete bispecific T-cell engagers (BiTEs) targeting HCC antigens 
like AFP have shown enhanced proliferation, persistence, and cytotoxicity when combined with nanoplatforms.217

Bispecific Antibodies and Nanotechnology 
The integration of bispecific antibodies with nanotechnology represents a promising advancement in the therapeutic 
management of hepatocellular carcinoma. Bispecific antibodies that engage CD3 on T cells and GPC3 on HCC cells have 
demonstrated potent antitumor activity in preclinical models. To improve their pharmacokinetics and tumor accumula
tion, these bispecific antibodies have been conjugated with nanocarriers, which enhance bioavailability, tumor retention, 
and circulatory half-life.60,218

Notably, GPC3-targeted bispecific antibodies, constructed using formats such as knob-into-hole or scFv-hFc-scFv, 
have shown efficient killing of GPC3-positive HCC cells in vitro and in vivo.219 When combined with chemotherapeutic 
agents like irinotecan, or delivered via multifunctional nanovesicles targeting both GPC3 and immune receptors (eg, 
CD16A on NK cells), these bispecific antibodies elicit stronger immune activation and tumor suppression.220 

Furthermore, bispecific antibodies targeting immunosuppressive elements in the TME, such as CXCL12 and PD-1, 
have shown promise in reprogramming the HCC microenvironment to support T-cell function.221

Regimen-Level Synergy in Nano-Enabled Immunotherapy Combinations 
Multimodal approaches combining nanotechnology, CAR-T cells, and bispecific antibodies hold immense potential. 
Nanoparticles can co-deliver chemotherapeutics, immune checkpoint inhibitors (eg, anti-PD-1), or immunomodulators to 
synergistically enhance CAR-T or bispecific antibody efficacy.222 For instance, nanoplatforms enabling combined 
photothermal therapy (PTT) and immunotherapy have achieved >90% tumor inhibition in liver cancer models while 
activating systemic immunity with minimal toxicity.223

Furthermore, locoregional delivery strategies—such as intra-tumoral or hepatic artery infusion of nanocarrier- 
formulated immunotherapies—are being explored to overcome systemic limitations and increase intratumoral CAR-T 
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or bispecific antibody concentrations.224 These strategies address key challenges in HCC, including heterogeneous 
antigen expression and the immunosuppressive TME.225,226

Tri-Modal Nanotherapy System 
The tri-modal nanosystem, which combines chemotherapy, radiotherapy, and immunotherapy, targets HCC tumor cells 
from multiple pathways, thereby improving treatment efficacy. Nanoanticancer drugs can target and eliminate rapidly 
proliferating tumor cells, while nanoradiotherapy sensitizers enhance radiotherapy by amplifying the ionizing radiation 
effect, leading to direct DNA damage in tumor cells and their subsequent death.173,227,228 Immunotherapy, on the other 
hand, activates the body’s immune system and specifically regulates the tumor immune microenvironment, allowing 
immune cells to recognize and destroy tumor cells. This multi-pathway treatment approach offers a comprehensive attack 
on tumor cells, specifically eliminating drug-resistant cancer cells, synergistically enhancing the anti-tumor effect, and 
reducing tumor cell escape and recurrence.229–232 Furthermore, chemotherapy and radiotherapy can stimulate immu
notherapy by releasing tumor antigens and immune-stimulating signals, which are recognized by the immune system, 
providing more targets for immunotherapy and enhancing antigen presentation and T cell activation. Nanotechnology 
ensures the effective delivery, release, and accumulation of these drugs and therapeutic components at the tumor site, 
thereby further boosting the immune response.233

Synergistic Mechanisms of Nanophotodynamic Therapy and Gene Silencing
PDT is a minimally invasive, low-toxicity clinical treatment option for advanced HCC that relies on the interaction 
between photosensitizers, light sources, and oxygen molecules.234 The core mechanism of PDT is the activation of 
photosensitizers by specific wavelength light, leading to the generation of ROS, which ultimately kill tumor cells.235 

With advancements in nanotechnology, PDT can be enhanced by utilizing nanocarriers to encapsulate or attach 
photosensitizers, thereby increasing their stability and improving their targeting efficiency within the body, making 
photosensitizer delivery more effective.

In recent years, numerous studies have investigated the use of various nanoscale compounds or nanoparticles to 
enhance the efficacy of PDT in targeting HCC cells. Da Zhang et al developed a smart Cu(II)-aptamer complex-based 
nanoplatform designed for tumor microenvironment-triggered, programmable prodrug release, and targeted PDT for 
HCC. This platform utilizes PDT activation based on the redox reactivity of tumor cells and low pH-triggered 
chemotherapy drug release, positioning it as a promising co-therapy for HCC treatment.236 In Li et al’s study, titanium 
dioxide nanoparticles were employed as nanoscale photosensitizer materials, inducing endoplasmic reticulum stress in 
liver cancer cells through ROS generation. This mechanism inhibited liver cancer cell growth, increased apoptosis, 
elevated intracellular ROS levels, and arrested the cell cycle at the G1 phase, thereby mediating PDT to reduce the size of 
liver tumor cells.237

Nanotechnology has significantly enhanced the efficacy of PDT in treating HCC by optimizing photosensitizer 
delivery, regulating the tumor microenvironment, and integrating multimodal therapies while also silencing the expres
sion of oncogenes. However, PDT is limited by its reliance on visible light with poor tissue penetration, necessitating the 
use of fiber optic intervention and the integration of imaging techniques for real-time monitoring of photosensitizer 
distribution and oxygen concentration. Therefore, further research is required to improve PDT through nanotechnology, 
particularly in reducing the reliance on external light sources in medical applications and enabling intelligent, triggerable 
systems.

Nano-Based Immunotherapy Combined with Gene Therapy
Immunotherapy can be combined with gene therapy for more effective treatment. RNA molecules can activate both 
innate and adaptive immune responses by silencing or upregulating immune-related genes.174,238 This approach offers 
high selectivity for specific targets and reduces the risk of off-target effects. Various nanomaterials have been developed 
to enhance the delivery of RNA to tumor cells and immune cells.239,240 In the context of HCC, if issues such as PTEN 
gene-related dysfunction lead to reduced T cell infiltration, mRNA can be loaded onto nanoparticles to enhance its 
expression within tumors and promote CD8+ T cell infiltration.241,242 Additionally, vascular CLAN nanoparticles, 
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developed as siRNA delivery systems, can silence lactate dehydrogenase A (LDHA), thus reversing the acidic tumor 
environment and restoring the anti-tumor function of T cells.175

Defining and Quantifying Synergy Across Modalities
In the context of HCC nanotheranostics, “synergy” transcends the simple coexistence of multiple therapeutic modalities; 
it embodies a comprehensive closed-loop paradigm that integrates diagnostics, targeted delivery, therapy, feedback 
monitoring, and prognostication. Within this framework, nanoparticle imaging facilitates precise localization and 
phenotyping of lesions, while stimulus-responsive delivery systems allow for both spatial and temporal control of 
drug release in the tumor microenvironment. Collectively, multimodal therapies target tumor cell death, and the 
identification of post-treatment biomarkers—such as circulating tumor DNA (ctDNA), exosomes, and metabolites— 
can inform subsequent therapeutic adjustments and recurrence monitoring. This nuanced interaction underscores that true 
synergy must surpass mere additive benefits.

Sonodynamic therapy has the potential to synergize effectively with other therapeutic strategies. For instance, in 
a study by Ma et al, cationic lipid nanobubbles (miR-15a-5p/CUR-NBs) were engineered to co-load a sonosensitizer, 
curcumin, alongside the microRNA miR-15a-5p. Upon ultrasound activation, this system not only facilitated sonody
namic cell death but also released miR-15a-5p, which effectively suppressed the translation and expression of PD-L1 
protein in tumor cells. Preclinical investigations indicated that this dual approach significantly increased the infiltration of 
cytotoxic T lymphocytes (CTLs) in the tumor microenvironment and reprogrammed immunosuppressive M2 macro
phages into the anti-tumor M1 phenotype, thereby fostering an enhanced anti-tumor immune response.243

Translational Considerations for Synergistic HCC Nanomedicines
Qi et al developed the ICG/Mn-PDA-PEG-CXCR4 (IMPP-c) multifunctional nanoplatform enabling PA/MR dual-modal 
imaging for high-resolution localization of early micro-HCC, followed by precise photothermal therapy, while simulta
neously allowing in vivo tracking of nanoparticle disposition; treated animals showed no abnormal signs or weight loss, 
supporting favorable tolerability in addition to theranostic coupling.244 Furthermore, chemotherapy resistance poses 
a significant challenge in the management of HCC. Synergistic nanotheranostic strategies have been shown to ameliorate 
chemoresistance to a considerable extent. To illustrate quantitative enhancement in multimodal treatment, Chen et al 
designed a nanoco-delivery system for sorafenib + PD-L1 siRNA, achieving >90% tumor growth inhibition in animal 
models with enhanced antitumor immune activation, consistent with a mechanistically coupled chemo–gene immuno
modulatory strategy.245 Similarly, Bai et al reported a metalloimmunotherapy–chemotherapy strategy using an iron(III)- 
covalent organic framework nanoplatform loaded with sorafenib, reaching a 93% tumor inhibition rate in mouse 
models.246 However, improvements in efficacy over single-agent therapies alone are insufficient to substantiate claims 
of synergistic interactions. It is imperative to quantitatively assess synergy against a predefined additivity model. 
Employing methodologies such as the CI and Bliss or Loewe analyses derived from dose–response matrices in rigorously 
controlled experimental designs will provide a more comprehensive understanding of the synergistic potential of 
multimodal treatment strategies.

Clinical Translation of Nanomedicines for HCC
Nanoparticle-based drug delivery systems have shown promise in improving the treatment of hepatocellular carcinoma 
(HCC) by enhancing drug targeting, reducing systemic toxicity, and overcoming drug resistance.52,55 For example, 
liposomal formulations encapsulating doxorubicin (DOX) have been developed as smart nanomedicines for HCC 
therapy. One such system involves DOX encapsulated in ferric oxide-incorporated liposome nanovesicles, which 
demonstrated improved therapeutic efficacy in mimicking tumor microenvironments.247 Although conventional che
motherapy for HCC is limited by poor drug delivery and an immunosuppressive microenvironment, nanomedicine 
strategies—such as metal-drug self-delivery systems or multifunctional nanoplatforms—offer potential solutions to 
enhance precision and reduce off-target effects.248,249
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Ongoing Clinical Translation Efforts
While clinical approval of HCC-specific nanomedicines remains limited, preclinical studies are actively exploring 
advanced platforms. These include all-in-one therapeutic nanoplatforms (eg, FTY720@AM/T7-TL) designed for syner
gistic therapy,250 siRNA-loaded micelles targeting cancer stem cell markers like CD24 to overcome lenvatinib 
resistance,251 and aptamer/peptide-modified lipid nanoparticles (eg, A54-PEG-SLN/OXA) that exhibit strong tumor 
cell targeting and antitumor efficiency in vitro.252 Furthermore, decellularized HCC-on-a-chip models using 3D co- 
cultures of HepG2 and L02 cells on decellularized extracellular matrix (dECM) have been proposed to better predict 
nanomedicine efficacy by recapitulating the in vivo tumor microenvironment.247 Transarterial delivery approaches, such 
as TACE, provide a favorable route for localized nanomedicine administration, though challenges like postoperative 
residual tumor and recurrence persist.253

Challenges and Prospects
Current Challenges
After years of in-depth research, numerous studies on nanomedicine delivery systems have been published in the field of 
medical nanotechnology. Some targeted nanomedicines for HCC have entered clinical trials. However, most research has 
been conducted using cell models or laboratory mouse models, and successful translation into large-scale clinical 
applications remains elusive. Due to the heterogeneity of human diseases and the inherent differences between animal 
models and humans, there are discrepancies in the efficacy and toxicity of nanoparticles between preclinical animal 
studies and human clinical trials. These differences hinder accurate simulation of the tumor microenvironment of human 
HCC. Therefore, overcoming biological barriers and addressing the liver’s shielding effect, based on the liver’s 
characteristics and the mechanisms underlying HCC, is critical for guiding the rational design of targeted nanotherapies 
for HCC.254

Biological Barriers and the Liver’s Shielding Effect
Special Shielding Effect of the Liver 
The liver is known for its high tolerance to antigens and its unique immune microenvironment. This immune tolerance 
can be considered a form of immune shielding, helping to resist pathogens and tumor cells while preventing excessive 
immune responses to harmless antigens, particularly those originating from the intestine. However, in certain cases, the 
liver’s immune system may become dysregulated. For example, chronic liver inflammation caused by viral hepatitis can 
lead to immune tolerance, allowing tumor cells to evade immune surveillance and promoting cancer development.255 

Concurrently, the infiltration of immunosuppressive cells, such as regulatory T cells (Tregs) and myeloid-derived 
suppressor cells, increases in the liver. The imbalance between effector T cells and regulatory T cells can suppress 
tumor immune responses, creating an immunosuppressive microenvironment (Figure 13).256 This imbalance interferes 
with the ability of immunotherapy drugs to activate the immune system to recognize and eliminate tumor cells during the 
treatment of HCC.257

In some instances, the liver’s high metabolic activity can serve as a “shield.” Studies have demonstrated that most 
orally or intravenously administered drugs are first concentrated in the liver and subsequently metabolized and excreted, 
leading to reduced bioavailability and therapeutic effects that fall short of expectations. In cancer treatment, the liver can 
metabolize certain chemotherapy drugs, potentially impacting both their efficacy and toxicity. In contrast, for liver cancer 
patients with impaired liver function, drug metabolism may be disrupted, which could trigger adverse drug reactions.

Mechanism of Nanoparticle Entry into the Liver 
Although nanoparticles possess superior tumor enrichment properties compared to traditional drugs, the liver’s barrier 
function against foreign substances remains a significant challenge. To explore the potential of nanotechnology in the 
treatment of HCC, it is essential to understand the mechanisms through which nanoparticles enter the liver.

Nanoparticles reach the liver through the bloodstream, where the EPR effect plays a critical role. Upon entering the 
liver, nanoparticles are absorbed by the reticuloendothelial system (RES), which is comprised of Kupffer cells respon
sible for clearing foreign substances from the body. This presents a challenge, as it prevents nanoparticles from entering 
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liver cells. To overcome this, nanoparticles must evade Kupffer cells, penetrate the fenestrated endothelium, and be taken 
up by the RES before they can reach liver cells.258 Once nanoparticles enter the bloodstream, plasma proteins adsorb to 
their surface, and nanoparticles then bind to specific receptors on the surface of phagocytic cells. These nanoparticles are 
internalized, transported to phagosomes, and fuse with lysosomes, a process that rapidly conditions the nanoparticles and 
mediates macrophage endocytosis. This process causes macrophages to accumulate in the liver and prevents nanopar
ticles from re-entering the bloodstream.259

Tumor blood vessels are often abnormal, characterized by large pores and poor lymphatic drainage, which allows 
nanoparticles to extravasate from leaking tumor blood vessels and accumulate in the tumor tissue due to the EPR effect. 
Furthermore, due to the liver’s unique characteristics, including its rich blood supply and large blood flow exchange area, 
there is slow blood flow, making it an ideal site for nanoparticle deposition.

Moreover, some nanoparticles can interact with specific receptors on liver cells and be actively delivered into these 
cells. By modifying nanoparticles with ligands that can bind to specific receptors on liver cells—such as secreted proteins 
(eg, GRP78 protein, transferrin receptor) and carbohydrate receptors on cancer cell surfaces (eg, mannose receptor, 
ASGPR)—the nanoparticles can enter liver cells via receptor-mediated endocytosis pathways. As a result, microenvir
onment-responsive nanoparticle drug delivery systems can be designed to precisely deliver drugs to HCC tissues, liver 
cancer cells, mesenchymal stromal cells, or subcellular organelles. This enables controlled and targeted drug release, 
significantly increasing the effective concentration of drugs at the site of liver cancer, which substantially enhances the 
therapeutic effect.

HCC-Specific Design Principles for Nanotechnology 
Unlike many solid tumors, hepatocellular carcinoma arises within the highly specialized structural and immunological 
milieu of the liver, which imposes distinct biological constraints on the design of nanotheranostic systems. Liver 
sinusoidal endothelial cells (LSECs) are fenestrated and can, in principle, facilitate nanoparticle transport; however, 
the liver’s highly active reticuloendothelial system—particularly Kupffer cells—efficiently phagocytoses and clears 
foreign nanomaterials, meaning that a substantial fraction of systemically delivered nanocarriers may be intercepted 
before reaching the tumor.260 Moreover, HCC commonly develops on a background of cirrhosis or chronic inflammation, 
which promotes LSEC capillarization and reduces or abolishes fenestrations, further altering transport behavior and 
intratumoral accessibility.261 In addition, HCC vasculature is heterogeneous and chaotic, reflecting a dual blood supply 
via the portal vein and hepatic artery and uneven vascular leakage within tumors. This hemodynamic heterogeneity 

Figure 13 The mechanism of suppressive immune cells in the tumor microenvironment to promote HCC formation and the potential targets in these cells for HCC 
immunotherapy.256 (A) Regulatory mechanism centered on MDSCs. (B) Immunosuppressive mechanism mediated by TAMs. (C) Immunosuppressive mechanism driven by 
Treg cells.
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makes reliance on passive EPR-based targeting particularly unstable in HCC, with marked variability among patients and 
even among lesions within the same patient.262 Finally, the liver’s baseline immune tolerance is frequently co-opted 
during HCC progression to create an immunosuppressive microenvironment characterized by impaired dendritic-cell 
function, T-cell exhaustion, and regulatory T-cell–mediated suppression, thereby limiting immunotherapy and constrain
ing nano-immunomodulation strategies.261

Accordingly, HCC nanotheranostic design should follow multidimensional, constraint-driven rules. Because 
hepatic phagocytic clearance is a primary barrier, material choice and engineering should prioritize strategies that 
reduce Kupffer-cell uptake and improve clearance profiles, including size control (eg, kidney-clearable ultrasmall 
nanoparticles),263 surface modification (eg, PEGylation), and biomimetic coatings, which have been shown to 
reduce Kupffer uptake and prolong circulation.264,265 Given the instability of passive targeting in HCC, active 
targeting is often required to improve localization and uptake. Leveraging HCC-overexpressed receptors such as 
ASGPR, GPC3, and CD44 can enhance delivery and partially overcome heterogeneous perfusion and variable 
permeability.266,267 Finally, because HCC is highly heterogeneous and dynamically evolving, integrated platforms 
that combine diagnostic imaging, stimulus-controlled drug release, and immunomodulation may be particularly 
advantageous for coordinating multiple biological processes and adapting to changing signals in the liver tumor 
microenvironment.

Safety Analysis of Nanomaterials
Safety Issues 
Designing nanoparticles with the appropriate physical, chemical, pharmacokinetic, and pharmacodynamic properties 
remains a significant challenge. As anti-tumor drugs continue to evolve, even minor alterations in composition or 
properties—such as changes in size, mass, specific shape, surface functionalization, or biocompatibility—can lead to 
significant variations in pharmacology and toxicity. The current nanotechnology treatments for HCC mainly focus on 
nanodrug delivery systems. Therefore, the nanocarriers used, along with the anticancer drugs they carry, must be 
designed to achieve reversible binding, ensuring that they are not disrupted by the surrounding environment during 
transport and can be precisely released at the target cells.

The way nanoparticles enter the body also depends on their inherent properties. Nanoparticles intended for oral 
administration must exhibit high stability in the gastrointestinal tract, ability to penetrate the intestinal epithelium, and 
maintain high bioavailability after overcoming multiple barriers to reach liver cancer cells. For intravenous adminis
tration, nanoparticles must be able to penetrate various biological barriers. However, their rapid uptake by organs such 
as the spleen and liver may reduce their passive targeting to tumors, and prolonged exposure to these organs could lead 
to chronic toxicity.

Ensuring the long-term safety and tolerance of nanoparticles in the human body presents additional challenges. 
Nanomaterials are not entirely non-toxic, and their distribution, toxicity, and metabolic pathways within human 
tissues and organs remain unclear, which raises concerns about potential neurotoxicity. Beyond the toxicity 
inherent in the nanoparticles themselves—such as excessive acidic or alkaline substances that could damage 
liver vascular walls or heavy metals that might cause liver and kidney toxicity—the long-term retention of 
nanoparticles could also result in chronic toxicity. Some nanomedicines may accumulate in the liver, causing 
hepatotoxicity, while others may provoke immune responses that accelerate their clearance. Based on this, priority 
should be given to using biodegradable materials, ie, materials proven to be metabolized into harmless small 
molecules (like water, carbon dioxide) in the body, such as poly (lactic-co-glycolic acid) (PLGA), liposomes, 
specific structured silica, etc., and conducting long-term safety evaluations.268,269 Any new nanoparticle developed 
using different metals, polymers, or other materials requires extensive preclinical testing to determine its tolerance 
and safety thresholds.

Comparative Analysis of Inorganic and Organic Nanomaterials 
Toxicity Comparison 
Inorganic nanomaterials (eg, gold nanoparticles, iron oxide nanoparticles, silica nanoparticles) are often favored for their 
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high stability and versatile functions in imaging and drug delivery. However, they can accumulate in organs such as the 
liver, spleen, and lungs, leading to potential long-term toxicity. Gold nanoparticles (AuNPs), despite their promising 
therapeutic effects, may cause liver toxicity due to prolonged retention, resulting in inflammation and cytotoxicity at 
higher doses.270 Similarly, iron oxide nanoparticles (IONPs), widely used for imaging, can induce oxidative stress, 
leading to inflammation and cellular damage.271 Surface modifications with biocompatible polymers like PEG can 
mitigate some of these issues, improving their biocompatibility.272,273

Organic nanomaterials (eg, liposomes, polymeric nanoparticles, dendrimers) generally exhibit better biocompatibility 
and biodegradability compared to inorganic materials. Liposomes, extensively studied for drug delivery in HCC, are 
considered safe, with low systemic toxicity, particularly when encapsulating hydrophilic drugs. Polymeric nanoparticles 
can be designed to degrade into nontoxic byproducts, but their long-term stability and degradation products must be 
monitored to avoid potential immune responses or toxicity.274,275

Metabolic Pathways and Elimination 
Inorganic nanomaterials are primarily cleared via the reticuloendothelial system (RES), particularly by Kupffer cells in 
the liver, which can result in prolonged retention and potential toxicity in the liver and spleen. For instance, iron oxide 
nanoparticles are metabolized by macrophages and excreted primarily via feces. However, their slow clearance may pose 
a risk for chronic toxicity, particularly if they accumulate in organs over time.271,276

Organic nanomaterials, particularly liposomal carriers, tend to be cleared more efficiently. Surface modifications like 
PEGylation enable longer circulation times and slower clearance from the body. Organic nanoparticles typically undergo 
enzymatic degradation, followed by renal or hepatic excretion of metabolites, which reduces the likelihood of accumula
tion and toxicity in organs.277,278

Clinical Safety Limitations 
Inorganic nanomaterials present significant clinical safety challenges, including immune activation and long-term 
accumulation in organs. For example, gold nanoparticles are associated with liver toxicity at higher doses, limiting 
their clinical utility. Silica nanoparticles, unless adequately surface-modified to prevent aggregation, may induce 
inflammatory responses, particularly in the liver and kidneys. These factors limit their clinical translation, especially 
for long-term use.270,279

Organic nanomaterials, while generally more biocompatible, are not without limitations. Cytotoxicity in certain 
organic nanoparticles may increase with particle size or surface charge. Additionally, some polymeric nanoparticles may 
provoke immune responses, especially if their degradation products accumulate in tissues. Optimizing nanoparticle 
surface modifications is crucial to balance effective drug delivery with minimal immunogenicity, as certain surface 
modifications (eg, cationic groups) may trigger inflammatory responses.280,281

Scaling Production and Costs
In addition to safety concerns, the production and cost of nanomaterials present significant challenges. The high ligand 
specificity and variability of nanoparticles make it difficult to ensure large-scale, unbiased production and adaptive 
characterization. As a result, only a limited number of nanoparticles are available on the market, and the costs associated 
with their production and characterization are generally high. Furthermore, many of the nanocarriers or nanoradiosensi
tizers currently under development or in use—such as high atomic number gold—are based on expensive and scarce 
elements, severely restricting their broader clinical application.

The storage and stability of nanomaterials also pose considerable challenges. Both during transportation and storage, 
as well as within the body, nanomaterials must meet stringent stability requirements. Researchers must account for the 
storage environment and in vivo half-life when developing nanodrugs for HCC. These factors place substantial demands 
on the large-scale production and economic feasibility of nanomedicines.
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Future Directions
Personalized Nanomedicine: Customizing Nanomedicines Based on the Tumor Microenvironment of Patients
In the context of personalized nanomedicine, the precise modulation of therapeutic strategies according to the TME of 
liver cancer patients is critical. The development of dynamic, responsive nanomedicines—specifically nanoparticles 
sensitive to the unique features of HCC—can significantly enhance therapeutic efficacy. Such nanoparticles can be 
designed to exploit tumor-specific characteristics, including the acidic milieu and the overexpression of matrix metallo
proteinase-14 (MMP-14).282 This targeted approach enables the localized release of chemotherapeutic agents, such as 
sorafenib, thereby improving both efficacy and tolerability. Furthermore, incorporating liquid biopsy technologies 
facilitates the identification of tumor-specific biomarkers, allowing for the selection of appropriate targeting ligands 
and culminating in the development of truly personalized treatment regimens.

To address the heterogeneity observed in HCC, multi-drug co-loaded nanosystems can be engineered. These systems 
may incorporate a combination of contrast agents, chemotherapeutics, and immune adjuvants, with their compositions 
tailored based on the individual patient’s genetic mutations (eg, c-Myc, TP53). This genetic customization is expected to 
mitigate drug resistance and enhance the precision of therapeutic interventions.

Two actionable strategies for personalization in HCC are outlined as follows:

Patient-Derived/Patient-Specific Nanovaccines: A Feasible Translational Workflow 
This strategy offers a concrete implementation pathway that links patient sampling and antigen identification with the 
construction of nanovaccines, followed by immune monitoring and optimization. Specifically, tumor tissue or circulating 
tumor-derived materials (eg, ctDNA, exosomes) can be used to identify patient-specific antigen repertoires, which are 
then incorporated into nanoparticle- or virus-like particle-based vaccine formulations. These vaccines are combined with 
immunostimulatory adjuvants to enhance antigen-presenting cell uptake and T-cell priming, followed by iterative 
optimization based on immune readouts to refine therapeutic efficacy.283

Preclinical evidence has substantively supported this approach, particularly in the context of HCC, where neoantigen- 
based nanovaccines have demonstrated robust antitumor immunity and a reduction in postoperative recurrence. 
Specifically, a personalized vaccine constructed by conjugating patient-derived tumor neoantigen peptides to hepatitis 
B core protein virus-like particles (HBc-MWK) showed significant tumor inhibition and prevention of recurrence in 
xenograft models, while also inducing long-term immune memory.284 Given the high recurrence rate after HCC 
resection, this personalized nanovaccine strategy offers a promising, precision-based approach for post-surgical relapse 
prevention.285

Biomarker-Guided Nanodrug Design and Stratified Deployment: Engineering-Based Personalization 
An “engineering-forward” approach expands the current paradigm by utilizing patient-specific biomarkers and TME 
features to inform the design of nanomedicines. This encompasses critical elements such as target selection, ligand 
functionalization, and the incorporation of stimuli-responsive release mechanisms. Utilizing liquid biopsy and tissue 
profiling can help identify tumor-specific biomarkers (eg, alpha-fetoprotein (AFP) and glypican-3 (GPC3)), which not 
only enable patient stratification but also inform ligand selection for enhanced tumor-targeted delivery and increased drug 
accumulation.

Furthermore, distinct TME signatures—such as elevated matrix metalloproteinase 2 (MMP2) activity, acidity, or 
hypoxia—can be used to match patients with stimuli-responsive nanoplatforms designed to release their payloads 
selectively under these conditions. For example, a stroma–immune co-targeting nanoplatform developed by Yin et al 
responds to MMP2-enriched HCC microenvironments, reprogramming cancer-associated fibroblasts (CAFs) and degrad
ing PD-L1, thereby overcoming both fibrotic and immunosuppressive barriers. This platform demonstrated significant 
tumor suppression and immune activation in a humanized immune patient-derived xenograft (PDX) model. This case 
highlights how nanomedicine can be personalized based on individual stromal and immune TME profiles.286
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Bionic Nanocarrier Design: Enhancing Targeting with Exosomes or Cell Membrane Coating
The design of bionic nanocarriers has gained considerable attention due to the homologous targeting between bionic 
materials and the cells they mimic, as well as the reduced susceptibility of hydrophobic substances to phagocytosis by 
Kupffer cells. This characteristic enhances the accumulation of drugs in tumor tissues. One promising development is the 
design of liver-derived bionic carriers, such as nanoscale vesicle carriers. For example, heat-sensitive liposomes coated 
with bionic liver cancer cell membranes (HepM-TSL) have been shown to precisely target areas of liver cancer 
recurrence by exploiting the homologous aggregation ability of liver tumor cell membranes.287 This approach not only 
reduces uptake by Kupffer cells but also enhances therapeutic efficacy while minimizing side effects on normal tissues. 
Additionally, tumor-derived exosomes, which have proven useful in liquid biopsy applications, exhibit considerable 
potential for drug delivery. Their homologous targeting ability allows them to penetrate tumor barriers easily and deliver 
therapeutic substances like siRNA. Moreover, the combination of dual-membrane coating technology and immune 
camouflage techniques not only extends the half-life of nanocarriers but also enhances their tumor accumulation, thereby 
improving therapeutic outcomes.

Artificial Intelligence-Assisted Optimization of Nanomaterials: Predicting Drug Release Kinetics and Toxicity
With advancements in artificial intelligence (AI) and data quantification, AI is becoming increasingly prevalent in the 
field of nanomedicine. In the future, AI and big data algorithms can be utilized to optimize nanomaterials for various 
applications. In liver cancer diagnosis and imaging, AI can enhance the accuracy of tumor detection, differentiate 
between benign and malignant lesions, and facilitate the early detection of tumors. In predictive modeling, machine 
learning algorithms can analyze multi-variable datasets to forecast disease progression, treatment responses, and patient 
survival, thus aiding in targeted treatment decision-making. For personalized treatment planning, AI algorithms can 
integrate diverse data sources, including multi-omics data from patients, to create individualized treatment strategies for 
specific HCC subtypes, optimize liver transplantation protocols, and assist in screening patients for clinical trials.288 

Additionally, AI-driven nanomedicines can employ deep learning techniques to predict key factors such as liver 
accumulation rates, metabolic pathways, and potential liver toxicity risks of nanomaterials, thus enabling the identifica
tion of safer and more effective materials. Moreover, AI algorithms can be trained to design nanoparticles with optimized 
characteristics, such as ideal pore size, surface functionalization, and drug release profiles. This approach can improve 
the design of specific nanoparticles, optimize the structure of sustained-release formulations, and enable more precise and 
efficient drug delivery.

Outlook
Laboratory studies have demonstrated that nanotechnology offers innovative, highly targeted, and low-toxicity solutions 
for cancer treatment, effectively integrating diagnostic and therapeutic functions to achieve simultaneous diagnosis and 
treatment. Currently, clinical applications of nanotechnology in the diagnosis and treatment of HCC primarily focus on 
drug delivery systems. Future research should place greater emphasis on understanding the unique characteristics of 
HCC, the mechanisms underlying targeted drug action, and the metabolic pathways of therapeutic agents, while ensuring 
safety during clinical application. Moreover, conventional single diagnostic and therapeutic approaches often have 
limitations. Therefore, multi-modal synergistic strategies that combine chemotherapy, radiotherapy, magnetic hyperther
mia, and other techniques offer significant potential. These strategies can exploit the strengths of each modality in the 
treatment of HCC, overcoming current challenges and contributing at various stages, including monitoring, treatment, 
and prognosis. Moving forward, it will be crucial to further integrate basic research with clinical translation, establish 
standardized physiological parameters for nanotechnology and targeted molecular biology, optimize the preparation 
processes and quality control standards for nanomaterials, and develop large-scale, standardized production protocols for 
nanomedicines. Clinical trials are essential to advancing the practical application of nanotechnology in HCC treatment, 
building a multi-modal treatment system, enabling personalized therapies, and ultimately improving the survival rates 
and quality of life for HCC patients.
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