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Introduction: Terrorist and other deliberate attacks on outpatient healthcare facilities pose a serious threat to the health and safety of
the population. Strengthening the resilience of outpatient healthcare facilities to violent incidents requires a comprehensive approach
that includes physical security, technological measures, staff preparedness, and effective emergency management. According to World
Health Organization estimates, between 8% and 38% of healthcare workers experience physical violence during their professional
career, highlighting the substantial magnitude and seriousness of this problem across healthcare systems.

Objective: The study focuses on establishing a hierarchy of key dimensions of crisis preparedness. A second objective is to propose
a methodological procedure that healthcare facilities can use to determine their own hierarchy of preparedness aspects and that is
sufficiently flexible to be applied across different types of facilities and healthcare systems.

Methods: The research was conducted as a mixed-methods study combining qualitative and quantitative approaches. The quantitative
part used the Analytic Hierarchy Process with 30 experts from 30 different outpatient healthcare facilities. Expert inputs were obtained
through pairwise comparisons provided by these thirty crisis preparedness specialists and healthcare professionals.

Results: The research revealed key shortcomings in the crisis preparedness of the analysed outpatient healthcare facilities. Six main
preparedness dimensions were identified, three of which were rated as having the highest priority in the expert assessment. Based on these,
the authors proposed a tool for assessing the current level of crisis preparedness, which can be applied within the internal audit of similar
types of facilities.

Conclusion: The proposed tool contributes to the protection of soft targets in the healthcare sector and supports systematic planning of
security measures. The study also provides a methodological framework usable by junior professionals and healthcare policy makers.

Plain Language Summary: The research focused on the physical and technical security measures of buildings and on the security
documentation of outpatient healthcare facilities. The study did not involve human or animal subjects and therefore did not require
formal ethics committee approval. All respondents (members of the expert panel) were solely involved in pairwise comparisons of
criteria necessary for the application of the AHP method.

Prior to providing their assessments, all members of the expert panel were duly informed about the purpose of the study, the
procedures used, and the processing and storage of the input data for the AHP method. They explicitly provided their informed consent
to participate in the study before its commencement. For these reasons, the AMBIS University Ethics Committee granted an ethics
waiver, recorded under reference number EC 04/2025.
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Introduction
The pursuit of a safe environment is a natural and universal human endeavor. Its provision is a pillar of social trust and the stable
functioning of public institutions." This need is particularly relevant in outpatient healthcare settings providing care to vulnerable
populations, where safety breaches may have serious consequences for health, patient trust, and the functioning of the healthcare
system as a whole.> The patient, as a person temporarily or permanently dependent on professional care, naturally finds himself
in a role when in contact with the healthcare system that creates the need for assurances of a safe environment and competent care.*
However, in recent years, outpatient healthcare facilities have faced increasing security risks. They are increasingly
becoming targets of physical attacks, aggressive behavior, or vandalism.>® These facilities, especially outpatient facilities, are
often referred to as soft targets, ie publicly accessible places with limited physical protection options.” According to a report by
the European Crime Prevention Network,® attacks on such public facilities are increasing in the European Union countries,
with healthcare facilities increasingly being identified as vulnerable. Data from the UK’ show that more than 14% of
healthcare workers have experienced physical assault in the past year. In Germany, the Federal Statistical Office'® recorded
amore than 25% increase in violent incidents in healthcare between 2017 and 2020, largely in the outpatient sector. The Dutch
Healthcare Authority'' highlights the increasing risk of aggression in waiting rooms and emergency rooms.

12-14

Laws in developed countries, whose subject matter is emergency management, impose an obligation to develop

a crisis preparedness plan (CPP) on designated entities, which are hospitals and acute care facilities. However, outpatient

facilities that provide primary health care,'>'®

are not directly called upon to create crisis plans, remaining outside the
mainstream of emergency planning — and thus outside the systematic control of their crisis preparedness. This disproportion
between legislative regulation and real security risks creates space for professional interest and practical interventions.

Experience shows that patients increasingly consider not only the professional level of care provided, but also other factors.
These include the availability of hospitals,'”"'® but also subjectively perceived safety, and the organization of care as a whole. This
is also confirmed by the conclusions of a systematic literature review,'® which identified safety, transparency, and trust as key
factors influencing patient satisfaction and provider choice. Methods for quantifying population safety are also described, for
example, in.>

The presented study responds to these challenges by proposing a methodology that enables the assessment of the crisis
preparedness of outpatient and polyclinic facilities against violent incidents such as “amok” and similar emergencies. The
research is based on six key areas of security, which include physical and technical protection, personnel competence, planning
for crisis scenarios, and the use of international experience. The authors’ objective is not to substitute legal regulation, but to
create an expertly based framework that can be adapted across different healthcare systems and serve as a tool to strengthen the
protection of soft targets in healthcare.

Materials and Methods

The research was designed as a combination of empirical survey and application of a multi-criteria decision-making model. In

the first phase, a questionnaire was created, the structure of which was based on six main areas of research identified based on

the practical experience of the authors and expert recommendations in the field of healthcare facility safety (Figure 1).
These areas included:

e physical security system (4;) — primary protection of a facility, protection of entry points, property, and persons
against unauthorized entry or violent acts,

e technical protection (4,) — technological means to detect and prevent threats,

e increasing staff awareness and preparedness (43) — the ability of healthcare workers to adequately respond to
unexpected events, crisis training, and regular exercises,

e processing of plans (4,) — creating plans for dealing with non-standard, emergency events and crisis situations -
introduction of at least minimal scenarios, procedures, and contacts for emergency management,

e updating existing measures based on experience from abroad (4s5) — using knowledge from the international
environment, where the crisis preparedness of healthcare entities is systematically developed,

e evaluation and feedback (44) — systematic verification of the effectiveness of security measures through tools such
as internal and external audits, risk assessments, penetration testing, questionnaire surveys, and polls; the results of
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Circle here how many times the red is better secured than the blue. Circle here how many times the blue is better secured than the red.

Physical  security  system
(fence, windows, locking
systems, roof, bars, or security

OB ZBESENITZ 1234568788910 Technical prolcclion (panic
buttons, sensors, security

£l devices, fire detectors, alarms,
ilm) CCTYV system, etc.)

Based on the assessment of the physical security system and technical protection in the evaluated healthcare
facility, I conclude that the technical protection is six times better secured than the physical security.
Sample form completion

Physical  security  system Technical protection (panic
(fence, windows, locking buttons,  sensors,  security
109876543212345¢67382910 devices, fire detectors, alarms,

systems, roof, bars, or security
film) CCTYV system, etc.)

Based on the assessment of the physical security system and technical protection in the evaluated healthcare
facility, I conclude that the physical security system of the building is four times better secured than the
technical protection.

Sample form completion

Physical ~ security systtm 490987 6543212345678 910 Technical protection (panic
(fence, windows, locking memmﬁ buttons, sensors, security
systems, roof, bars, or security devices, fire detectors, alarms,
film) CCTV system, etc.)

In the case of equal levels of security in both the Physical Security System and the Technical Protection,
mark the value 1.
Please proceed in the same manner for all the following rows.

Please state the region in which the evaluated healthcare facility is located. ..................coooviiiiinnn.

How many patients, on average per day, visit the healthcare facility? ...,

Circle here how many times the red is better secured than the blue. Circle here how many times the blue is better secured than the red.
Physical  security  system T . ) . .
echnical protection anic
(fence, windows, locking 10898708432 12234F§5¢€7H8S8I0 buttons 916119()1’§ %e(cpurity
systems, roof, bars, or security devices, fire detectors, alarms,
film) CCTYV system, etc.)

Physical  security  system . .
(fence, windows, locking 109 8 76 54321234567 8910 Increasing staff awareness and

. - IQ " P a1 1 y
Py foof bars ar securiy Fimlaton of " non-sandand

film) o .

situations, e-learning)
Physical  security  system Development of plans (crisis,
(fence, windows, locking 1098765432123456782910 emergency, fire, evacuation,
systems, roof, bars, or security pandemic, etc.)

film)

Figure | Continued.
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Physical  security  system
(fence, windows, locking
systems, roof, bars, or security
film)

Physical  security  system
(fence, windows, locking
systems, roof, bars, or security
film)

Technical protection (panic
buttons,  sensors,  security
devices, fire detectors, alarms,
CCTV system, etc.)

Technical protection (panic
buttons,  sensors,  security
devices, fire detectors, alarms,
CCTYV system, etc.)

Technical protection (panic
buttons,  sensors,  security
devices, fire detectors, alarms,
CCTV system, etc.)

Technical protection (panic
buttons,  sensors,  security
devices, fire detectors, alarms,
CCTYV system, etc.)

Increasing staff awareness and
preparedness (regular training,
simulation of non-standard
situations, e-learning)

Increasing staff awareness and
preparedness (regular training,
simulation of non-standard
situations, e-learning)

Increasing staff awareness and
preparedness (regular training,
simulation of non-standard
situations, e-learning)

Development of plans (crisis,
emergency, fire, evacuation,
pandemic, etc.)

Development of plans (crisis,
emergency, fire, evacuation,
pandemic, etc.)

Updating measures  (plans,
equipment, procedures) based
on foreign experience (in terms
of frequency and scope)

Figure | Questionnaire of the Conducted Research.

1098765432123456788910

1098765432123456782910

109876543212345678910

1098765432123456784910

1098765432123456782910

1098765432123456782910

1098765432123456782910

1098765432123456782910

1098765432123456782910

109876543212345678910

1098765432123456782910

109876543212345678910

Updating measures (plans,
equipment, procedures) based
on foreign experience (in terms
of frequency and scope)

Evaluation and  feedback
(external and internal audits,
risk assessments, penetration
testing, questionnaires,
surveys, etc.)

Increasing staff awareness and
preparedness (regular training,
simulation of non-standard
situations, e-learning)

Development of plans (crisis,
emergency, fire, evacuation,
pandemic, etc.)

Updating measures (plans,
equipment, procedures) based
on foreign experience (in terms
of frequency and scope)

Evaluation and  feedback
(external and internal audits,
risk assessments, penetration
testing, questionnaires,
surveys, etc.)

Development of plans (crisis,

emergency, fire, evacuation,
pandemic, etc.)
Updating measures (plans,

equipment, procedures) based
on foreign experience (in terms
of frequency and scope)

Evaluation and  feedback
(external and internal audits,
risk assessments, penetration
testing, questionnaires,
surveys, etc.)

Updating measures  (plans,
equipment, procedures) based
on foreign experience (in terms
of frequency and scope)

Evaluation and  feedback
(external and internal audits,
risk assessments, penetration
testing, questionnaires,
surveys, etc.)

Evaluation and feedback
(external and internal audits,
risk assessments, penetration
testing, questionnaires,
surveys, etc.)
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these tools are used to identify weaknesses, assess preparedness, and continuously improve emergency management
and physical and technical security.

The questionnaire was designed in the form of a pairwise comparison of individual areas, which is an approach
corresponding to methodology of the Analytic Hierarchy Process (AHP). The respondents were asked to express the
mutual importance of individual areas in terms of security of the healthcare facility. The comparison was made on a scale
of 1-10, where the value 1 meant equal importance of both criteria, while the values 2—10 expressed different degrees of
preference of one criterion over the other (or their inverse values in the case of the opposite preference). Instructions for
filling in were demonstrated on a specific example shown at the beginning of the questionnaire. In this way, the
respondents compared all relevant combinations of questionnaire areas. More precisely, each respondent in the ques-
tionnaire compared all pairs of areas 4;4;, where i,j € {1,2,3,4,5,6},i<j.

The questionnaire was distributed to 30 specialized healthcare facilities across the Czech Republic. The respondents
consisted of 30 experts. For the purposes of this study, an “expert” was defined as an individual with direct experience in
managing the crisis preparedness of an outpatient healthcare facility and at least three years of relevant professional
practice. All respondents met these criteria, which supports the validity of the expert inputs obtained. Before completing
the questionnaire, a short, targeted interview was conducted with each respondent (expert), the purpose of which was to
eliminate interpretative excesses and ensure a correct understanding of the evaluation methodology. This significantly
increased the validity of the data obtained and representativeness of the results.

To analyze the completed questionnaires, the Analytic Hierarchy Process (AHP) method, developed by Thomas L. Saaty”' —
this method allows for hierarchical structuring of the decision-making problem, quantification of subjective preferences, and
objective evaluation of options. In healthcare settings, this method can be effectively used, for example, for evaluating security
options of an ambulance (eg installation of security doors, camera system, presence of security guards, changes in the layout of the
interior) with regard to criteria such as security benefits, financial requirements, operational impacts, and acceptability by patients.

After receiving all completed questionnaires, the data from each respondent was transformed into a Saaty pairwise
comparison matrix, which formed the basis for the next phase of analysis. This matrix allowed the calculation of
weighted priorities of individual respondents in the given areas. Then, by synthesizing the preferences of all respondents,
the resulting weights of the individual options were calculated.

The following section describes the principles of the AHP method, its application in outpatient healthcare facilities,
and an example of a model decision-making problem focused on selecting an optimal combination of safety measures for
outpatient surgical settings.

Table 1 below illustrates how the questionnaire data was processed. It is a representation of a table filled in from one
questionnaire, which represents the results of a pairwise comparison of preferences between individual safety areas at
a specific healthcare facility. This data served as an input matrix for calculating weights using AHP and subsequent
synthesis of priorities within the overall assessment.

Table | Pairwise Comparison of Preferences
Between Individual Areas of Security

Area | A, A, Az Ay As Ag
A | 17 | 1/4 2 1/5 1/6
A, 7 | 1/4 | 1/3 7
Az 4 4 | 3 12 4

Ay 12 | 1/3 | 1/4 172
As 5 3 2 4 | 172
Ag 6 17 | 1/4 2 2 |

Note: Compiled by the authors.
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The first row and first column of Table 1 list the criteria being compared. The rest of Table 1 lists the values filled in
by the user. These values form a matrix, which we will denote by the symbol Q. Matrix Q is reciprocal, which means that
for its elements it holds q;; = qiﬂ foralli,j € {1,2,3,4,5,6}. However, it does not satisfy the condition q;;q; = q; for all
i,j,k € {1,2,3,4,5,6} and is therefore not consistent. Now, using the elements of the matrix Q, it is necessary to
estimate the elements of the decision vector W=(w,w,,...W¢). The most common method to obtain the vector W is to find

it as a solution to the equation QW = A, W, where A, is the largest eigenvalue. However, this method is recommended

only if the consistency ratio is CR = % < 0.1 where RI is the average consistency index given by the tabular values

discussed in the articles.”>** However, for the matrix Q shown in Table 1 it holds that CR>0.1, and therefore does not
satisfy this condition. That is the reason why in this paper the decision vector /¥ was estimated using a different method
described in the paper.®® It is known that if Q is the reciprocal of the matrix, then the matrix L defined as

log(qyy) -+ log(qye)
L=log@=| :
log(qer) -+ log(qes)
is a Skew-Hermitian matrix. It is a matrix whose elements have the property €;; = —¢;; for all i,j € {1,2,3,4,5,6}. For
this type of matrices, a simple algorithm for calculating a consistent matrix using orthogonal projection was described in
1 - 1
the article.”® According to this algorithm, a square U= | @ - ! | with six rows is first constructed, whose elements
1 - 1
are only ones.
Then, using the relation
p— é ((LU) + (LU)T)

matrix P = (pij> is constructed. At the end of the mentioned algorithm, the matrix M is constructed

exp(py;) -+ exp(pie)
M=exp®)=| 1|,

exp(pg;) - exp(pPes)

which is the closest consistent matrix to the matrix Q.
By applying the above algorithm to the matrix O, we obtain a consistent matrix M of the form:

1 0.2890 0.1708 0.6966 0.1847 0.3749
3.4597 1 0.5908 2.4104 0.6390 1.2972
5.8558 1.6926 1 4.0793 1.0815 2.1955
1.4355 0.4149 0.2451 1 0.2651 0.5382
5.4146 1.5650 0.9247 3.7719 1 2.0301
2.6672 0.7709 0.4555 1.8580 0.4926 1

For this consistent matrix, the desired weight vector W (ie, the normalized Perron eigenvector) is in the form
of W = (0.0504,0.1744,0.2953,0.0724,0.0680, 0.1345).

The other completed questionnaires were also processed in the same way as described above. The decision vectors for
respondents 1, 2, 3, and 30 are marked with symbols W;,i € {1,2,...30} and are listed in Table 2. The resulting decision
vector of weights

W = (0.1747,0.1885,0.1603,0.1920,0.2730, 0.1338)

was obtained as the average of the relevant elements of the decision vectors W;, obtained from individual respondents,
and is also shown in the last column of Table 2.
The weights in vector I determine the importance that individual areas have in ensuring security.

6 https: Risk Management and Healthcare Policy 2026:19
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Table 2 Values of Weight Vectors W; for Respondents 1, 2, 3, and 30, and the
Resulting Weight Vector W

Area | W, W, W3 e | W3 Resulting weight Vector W
A 0.0504 | 0.0850 | 0.0321 | ... | 0.4226 | 0.1747
A, 0.1744 | 0.3145 | 0.0958 | ... | 0.1220 | 0.1885
A3 0.2953 | 0.2487 | 0.0977 | ... | 0.1465 | 0.1603
A4 0.0724 | 0.1210 | 0.1958 | ... | 0.215] | 0.1920
As 0.2730 | 0.0630 | 0.4238 | ... | 0.0598 | 0.1506
Ag 0.1345 | 0.0337 | 0.1549 | ... | 0.0339 | 0.1338

Note: Compiled by the authors.

Results and Recommendations

As part of the empirical survey, 30 healthcare facilities from different regions of the Czech Republic were approached,
with each respondent being explained the methodology in an initial interview, which contributed to increasing the
reliability and validity of the results. Using the orthogonal projection method and subsequently the Analytic Hierarchy
Process,”" preferences for six basic areas of crisis preparedness of healthcare facilities were evaluated. These preferences
are listed in Table 3.

Table 3 shows that respondents consider the following areas to be the most important in terms of ensuring the safety
of outpatient facilities:

1. Plans development,

2. Technical protection,

3. Physical security system.

On the contrary, areas such as updating measures based on experience from abroad and evaluation and feedback were
assessed as lower priority, but still not negligible. The resulting weighted decision vector (Table 3) showed balanced
preferences between “soft” (organizational-behavioral) and “hard” (technical) elements of crisis preparedness, which
corresponds to international findings on the protection of soft targets in healthcare.”®

The above result is consistent with professional literature, which has long highlighted the need to develop worker

competencies as a key element of security in healthcare,'-**

and at the same time supports the trend of a comprehensive
approach to crisis preparedness that integrates organizational, human, and technological components.'®

The research has several limitations that need to be considered when interpreting the results. The AHP method uses
subjective expert evaluation, which can be influenced by the individual experiences of respondents despite standardized
instructions. The selection of six main areas of crisis preparedness was based on expert recommendations and the

authors’ practice but does not cover all possible dimensions of evaluation. In the future, it would be beneficial to

Table 3 Ranking of Areas Studied by Importance

Area Vector Scales W | Order of Importance
Plans development Ay 0.1920 |
Technical protection A, 0.1885 2
Physical security system A 0.1747 3
Increasing staff awareness and preparedness Az 0.1603 4
Updating measures based on experience from abroad | As 0.1506 5
Evaluation and feedback As 0.1338 6

Note: Compiled by the authors.
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supplement the model with economic indicators or links to the integrated rescue system. Another limitation is that the
research does not evaluate the empirical impact of specific measures on security incidents in practice. The absence of
quantitative evaluation reduces the possibility of accurately determining the effectiveness of the proposed solutions.

Despite the limitations mentioned, this study can be a valuable practical tool for the professional community, as it
offers a structured approach to assessing the crisis preparedness of outpatient (healthcare) facilities and supports the
implementation of preventive measures against targeted violent attacks.

Discussion

The results obtained confirm the growing importance of crisis preparedness in outpatient healthcare facilities, with expert
evaluations strongly preferring the areas of staff education and emergency planning. This conclusion corresponds to
international recommendations that emphasize building organizational resilience and the ability of healthcare staff to
respond effectively to unexpected situations.'** However, from the perspective of foreign approaches, while the Czech
model emphasizes the human factor, some systems — especially in the USA or the Netherlands — place greater emphasis
on technological measures and standardized procedures for protecting entrances, zoning, and detecting dangerous
individuals.”'" In this regard, a certain discrepancy can be identified between the respondents’ emphasis on staff
preparedness and the technocratic concept of security applied abroad.

From a methodological point of view, the use of the AHP tool has proven to be an effective approach for synthesizing
expert evaluation. However, the selection of six main safety areas, although supported by literature,”* can be considered
partially reductive considering international studies. For example, Ferreira et al (2023)'° draw attention to the importance
of patient experience and perceived safety as a factor influencing the quality of care and trust in the healthcare system.
This aspect was not included in our research and could significantly enrich the interpretation and selection of priority
areas in follow-up research.

It is also worth mentioning the fact that the results of the pilot study reflect the subjective views of experts from one
national system. Although the effort to transfer the conclusions to other countries was taken into account by the design of
a flexible model, it cannot be overlooked that the safety frameworks, legislation, and operational capacities of outpatient
facilities differ from country to country. WHO (2020)'¢ and OECD (2023)* state in their reviews that, for example, the degree
of digitalization, support for risk management, and the financial availability of preventive technologies differ fundamentally
between Western and Central Europe. In this sense, the design of the assessment tool should be interpreted as a basic
framework that needs to be localized according to the operational and legal context of the target country. The findings of this
study represent an expert-perceived level of preparedness rather than the empirically measured effectiveness of specific
measures. The results should therefore be understood primarily as a framework for setting priorities in crisis management.

The lack of a quantitative assessment of the effectiveness of the measures can also be considered a relevant challenge
for future research, which distinguishes this study from some foreign approaches that evaluate the impacts of security

interventions on incident reduction (eg.”'”

). Given that our study worked exclusively with expert judgment, the actual
benefit of the recommended measures cannot be assessed without additional longitudinal analysis.

However, the results discussed point to the pragmatic value of the research. The proposed approach provides
a structured and understandable tool that allows managers of healthcare facilities to quickly identify weak points and
propose priority interventions without complex analyses or external audits. In this regard, the AHP approach is
advantageous not only for its methodological transparency, but also for the possibility of adjusting weighted preferences
according to the specific needs of the institution. This makes the model suitable for internal use and in an international
environment, where a centralized crisis planning system for all healthcare facilities is not available.

It can be stated that, despite certain limitations, the research represents a practically usable contribution to risk
management in healthcare, which enriches the current discussionon the protection of soft targets and preparedness for
targeted violent attacks in the public healthcare sector.

The results of this study are based on an expert assessment of the crisis preparedness of thirty outpatient healthcare
facilities and therefore reflect a perceived level of resilience rather than empirically measured performance. As the
analysis was conducted within a single national healthcare system, the application of the proposed tool in other settings
may require context-specific adaptation.
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Conclusion

The presented study identified a significant gap in the area of risk management in the healthcare sector, specifically in the
crisis preparedness of outpatient healthcare facilities, which, despite their vulnerability, are often neglected in formal
emergency planning. Using the Analytic Hierarchy Process method, a structured tool was created to enable assessment
and prioritization of key areas of preparedness. The research showed that healthcare professionals consider staff training
and emergency planning to be the most important factors strengthening the resilience of institutions, while not neglecting
the importance of technical and organizational measures.

Despite some limitations, such as the subjectivity of expert input and the national scope of the research, the proposed
model represents a practically usable tool. It allows healthcare facility managers to systematically assess the current level
of preparedness and implement preventive measures based on clearly defined and quantifiable criteria. The model is
flexible and scalable, and therefore suitable for use in various types of outpatient facilities across healthcare systems and
countries, regardless of whether they are subject to a formal legislative obligation for emergency planning.

This research contributes to the international discussion on healthcare system resilience and security policy by
offering a transferable methodology to support the identification of organizational vulnerabilities and targeted risk
reduction measures. The study results are therefore fully consistent with the objective of supporting population health
improvement and risk reduction at all levels of care.

As this study represents the first phase of a broader research programme, it is designated as a pilot. Its aim was to
verify the structure of the assessment framework, the clarity of the criteria, and the practical applicability of the AHP
method in the context of outpatient healthcare facilities. In subsequent phases of the research project, the tool will be
applied to a larger sample of facilities, and its effectiveness will be further evaluated through simulation scenarios and
long-term monitoring of changes in crisis preparedness.

In conclusion, the presented tool has the potential to strengthen risk management in the outpatient healthcare sector
by supporting informed decision-making, effectively prioritizing safety investments, and harmonizing preparedness
efforts within the broader framework of public health protection. Future research should focus on the practical validation
of the effectiveness of the proposed measures, for example through simulation exercises or the analysis of objective
performance indicators.

Disclosure
The authors report no conflicts of interest in this work.
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