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Purpose: Patient confidentiality and privacy are foundational ethical principles in clinical practice. Evaluating how well future 
physicians understand and uphold these principles is critical for effective ethics education. This study assessed knowledge and self- 
reported practices regarding patient confidentiality and privacy among medical students in a Jordanian medical school, providing 
insights into broader regional trends.
Material and Methods: A cross-sectional survey was conducted among 297 medical students (Years 4–6) using a structured 
questionnaire. A convenience sampling approach was used to invite all accessible students through class WhatsApp groups. The final 
sample exceeded the precision-based minimum of 273 participants. The instrument included demographics items and 17 questions 
across knowledge (10 questions) and practice (7 questions) domains, measured on a 5-point Likert scale. Descriptive statistics, t-tests, 
ANOVA, and multiple linear regression were applied to identify predictors of practice behavior.
Results: Participants demonstrated good theoretical knowledge (Mean=4.18, SD=0.36) and reported good practices (Mean=4.06, 
SD=0.56). Reliability was moderate for knowledge (α=0.624) and good for practice (α=0.767) domains after reverse-scoring. Female 
students reported significantly better practices than males (p = 0.001). Practice scores also differed across academic years (p < 0.001), 
with 5th- and 6th-year students outperforming 4th-year students. In multivariate analysis, higher knowledge (β = 0.828, p < 0.001), 
female sex (β = −0.167, p = 0.001), and senior academic level (p < 0.05) independently predicted better practices.
Conclusion: Despite promising knowledge levels, practical challenges remain in upholding patient confidentiality and privacy among 
Jordanian medical students. Findings should be interpreted in light of the cross-sectional design and reliance on self-reported data. 
Targeted educational interventions that strengthen knowledge, address sex-specific needs and ensure early, continuous ethics education 
are essential to bridge the knowledge-practice gap and foster a culture of confidentiality in medical training.
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Introduction
The ethical foundation of the physician–patient relationship rests on the principles of privacy and confidentiality. These 
are not merely procedural concepts but essential conditions for building trust, which enables patients to disclose sensitive 
information vital for accurate diagnosis and treatment. Historically, this obligation has been central to medical profes
sionalism, exemplified in the Hippocratic Oath, which mandates the safeguarding of patient secrets.1–4

Although often used interchangeably, privacy refers to a patient’s right to control access to personal health informa
tion, while confidentiality concerns the provider’s ethical and legal duty to protect that information from unauthorized 
disclosure.5,6 Adhering to both principles is imperative for ethical practice; violations can undermine patient trust, 
damage care quality, and result in legal and reputational consequences.
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Modern healthcare environments, shaped by digital records and interconnected systems, amplify the risks of 
confidentiality breaches. While regulations such as HIPAA in the United States and GDPR in Europe provide legal 
protections, cultural and systemic variations influence implementation.7–10 In Jordan and other Middle Eastern societies, 
family-centered cultural norms and collective decision-making traditions may influence how privacy and confidentiality 
are interpreted in medical encounters.11–17 A regional survey also revealed insufficient physician knowledge of privacy 
standards, despite citing undergraduate training as their main source.18 Physicians and trainees sometimes face ethical 
tension between maintaining patient autonomy and responding to family expectations for information sharing, particu
larly when relatives are deeply involved in treatment decisions. Recognizing these sociocultural influences is essential to 
understanding how medical students in Jordan perceive and apply confidentiality principles within their clinical and 
educational environments.

Medical education plays a pivotal role in shaping ethical competence. However, studies from Saudi Arabia and 
Pakistan reveal that medical students often lack formal ethics training and struggle to apply confidentiality principles in 
complex settings.19–21

Western studies, while showing higher knowledge levels, also report behavioral lapses, for example, chart access 
without consent in Spain and policy violations among US students.22,23 These disparities underscore the influence of 
curriculum design and cultural context.

In Jordan, limited research has specifically examined medical students’ understanding and practices related to 
patient confidentiality and privacy. As the healthcare landscape evolves, there is a pressing need to assess how 
future physicians are prepared to uphold patient privacy. Although this study was conducted at a single institution, 
the participating medical school follows the national medical curriculum and accreditation standards, admits 
students from across Jordan, and is the second largest medical school in the country, making it broadly representa
tive of undergraduate medical education in Jordan. Students in the 4th to 6th years were selected because they are 
engaged in clinical rotations and patient interactions where confidentiality issues are encountered directly, making 
them best positioned to provide informed perspectives on ethical knowledge and practice. This study addresses the 
knowledge-practice gap by evaluating the knowledge and self-reported practices of Jordanian medical students 
regarding patient confidentiality and privacy, with attention to demographic variables that may inform targeted 
ethics education.

Materials and Methods
A cross-sectional study was conducted among undergraduate medical students from a Jordanian medical school, aiming 
to assess their knowledge and self-reported practices regarding patient confidentiality and privacy, and to examine 
demographic and academic predictors of these practices. The study population comprised undergraduate medical students 
from one Jordanian medical school, selected to reflect typical training experiences in the region.

Sample and Participants
A convenience sampling approach was used, as all accessible medical students from the 4th–6th years of study were 
invited to participate through class WhatsApp groups. Participation was voluntary and anonymous, and informed consent 
was obtained electronically before accessing the questionnaire. Only currently enrolled medical students in the specified 
academic years were eligible to participate.

The required sample size was estimated using the formula for estimating a mean with a specified precision:

where Z is the standard normal value corresponding to a 95% confidence level (1.96), σ is the estimated population 
standard deviation of practice scores (assumed = 0.6 based on similar prior studies), and d is the acceptable margin of 
error (0.07). The calculated minimum sample size was approximately 282 participants, which was exceeded by the final 
number of valid responses (n = 297).
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Study Tools
Data were collected using a structured, self-administered questionnaire that was divided into two main sections. The first 
section collected demographic information, including the participant’s age group (categorized as 20–24 years and 25–29 
years), sex (male/female), and current academic year level (4th, 5th, or 6th year).

The second section consisted of 17 questions designed to evaluate students’ knowledge and self-reported practices 
concerning patient confidentiality and privacy. Responses to these questions were measured using a 5-point Likert scale, 
ranging from 1 (Strongly Disagree) to 5 (Strongly Agree).

Knowledge Domain
This domain included 10 questions (1, 2, 3, 4, 5, 6, 7, 8, 9, 10) assessing students’ understanding of the principles of 
confidentiality, legal implications of breaches, specific scenarios requiring consent (eg, disclosure to third parties, parents 
of adult patients, employers), and the importance of confidentiality for patient disclosure.

Practice Domain
This domain consisted of 7 questions (11, 12, 13, 14, 15, 16, 17) evaluating students’ self-reported behaviors related to 
maintaining confidentiality in clinical settings, for example, documenting information, discussing cases in public areas, 
handling phone calls, allowing non-medical personnel access, and dealing cautiously with sensitive patient information.

Reverse Scoring
To ensure that higher scores consistently reflect better knowledge or better practices, specific negatively worded 
questions were reverse-scored (original score subtracted from 6, assuming a 1–5 scale). The questions reverse-scored 
were: Q7 (knowledge domain) and Q12, Q13, Q14, Q16, Q17 (practice domain).

Domain Scores
For each participant, mean scores were calculated for the knowledge and practice domains by averaging the responses 
(on the 1–5 Likert scale, after reverse-scoring where applicable) to the questions within each respective domain. The 
domain scores were considered as the primary outcome variables for bivariate and multivariate analyses. Higher scores 
indicate better knowledge or better self-reported practices.

The questionnaire was adapted from previously validated instruments assessing medical students’ knowledge and 
practices regarding patient confidentiality and privacy.18,24 To ensure contextual relevance for Jordan, the items were 
reviewed by three faculty members with expertise in medical ethics and medical education, who evaluated content clarity, 
cultural appropriateness, and face validity. Internal consistency was reassessed in the current sample using Cronbach’s 
alpha. The knowledge domain showed moderate reliability (α = 0.624; 95% CI 0.557–0.685), while the practice domain 
demonstrated good reliability (α = 0.767; 95% CI 0.725–0.806), indicating acceptable to good internal consistency for the 
scales used in subsequent analyses.

Data Collection
Data was collected using an electronic survey hosted on a secure Google Forms platform. The survey link was distributed 
via WhatsApp to accessible groups comprising 570 students. A total of 300 responses were received; three were excluded 
due to incomplete data, resulting in 297 valid responses for analysis. Completing the survey required approximately 
8–10 minutes, and the data collection process was conducted over a four-week period, between November 15, 2024 and 
December 12, 2024.

Statistical Analysis
All statistical analyses were performed using SPSS version 23. The internal consistency reliability of the questions within 
each revised domain (knowledge and practice, using reverse-scored questions where applicable) was assessed using 
Cronbach’s alpha coefficient. Confidence intervals (95%) for the alpha values were also calculated. Categorical variables 
(age group, sex, year level) were presented as frequencies and percentages. For individual survey questions and the 
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calculated domain scores, descriptive statistics including means and standard deviations (SD) were computed. Frequency 
distributions (percentages) for each response option were also recorded for the 17 questions.

Independent samples t-tests were used to compare the mean knowledge and practice scores between male and female 
students. One-way Analysis of Variance (ANOVA) was used to compare the mean domain scores across the different 
academic year levels and age groups. Post-hoc pairwise comparisons (Tukey Honestly Significant Difference, HSD) test 
was used to identify which specific groups differed significantly when a significant difference was found with ANOVA (p 
< 0.05). Multiple linear regression analyses were conducted to examine the simultaneous influence of demographic 
factors and knowledge scores on practice scores. Two separate regression models were built: 1. knowledge score as the 
dependent variable, with age group, sex, and year level as categorical predictor variables, and 2. practice score as the 
dependent variable, with knowledge score, age group, sex, and year level included as predictor variables. This model 
assessed the contribution of knowledge and demographics to self-reported practices. A p-value of less than 0.05 was 
considered statistically significant for all inferential tests.

The study was conducted in accordance with the Declaration of Helsinki, and the protocol received ethical approval 
from the Institutional Review Board at the Jordan University of Science and Technology (no. 25/176/2024). All 
participants consented to participate anonymously and voluntarily by ticking a statement before filling the questionnaire.

Results
Demographic Characteristics
A total of 297 medical students completed the survey. The vast majority of participants (97.3%, n=289) were in the 
20–24 age group, and more than half (53.9%, n=160) were females. Regarding academic progression, half of the 
respondents (50.2%, n=149) were in their 5th year of medical school, while 29.6% (n=88) were in their 4th year, and 
20.2% (n=60) were in their 6th year. Table 1 shows the demographic characteristics of participants.

Descriptive Statistics for Survey Questions
Tables 2 and 3 present the questionnaire items separately for the two domains. Table 2 shows the frequency distribution 
and descriptive statistics of knowledge-domain items, while Table 3 shows the corresponding results for self-reported 
practice-domain items. Reverse-scoring was applied where appropriate in both domains. For the 10-item knowledge 
domain, the highest mean scores (indicating better knowledge) were observed for questions related to fundamental 
principles, such as “When reporting a case in a medical journal, do not disclose patients’ identity” (Mean=4.60, 
SD=0.58) and “Medical privacy is an implied term of contract between doctor and patient” (Mean=4.53, SD=0.53). 
The reverse-scored item Q7 (“In case of minor patients, disclosing the findings to parents or guardians constitutes 
a violation of confidentiality”) had a mean of 3.87 (SD=0.98), indicating that students generally disagreed with this 
incorrect statement, reflecting correct knowledge.

Table 1 Demographic Characteristics of Participants. (n=297)

Characteristic Category n Percentage (%)

Age group 20-24 289 97.3

25-29 8 2.7

Sex Female 160 53.9

Male 137 46.1

Year level 4th year 88 29.6

5th year 149 50.2

6th year 60 20.2
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Table 2 Frequency Distribution and Descriptive Statistics of Knowledge-Domain Items (n = 297)

# Item (Abbreviated) Strongly 
Disagree n (%)

Disagree 
n (%)

Neutral 
n (%)

Agree 
n (%)

Strongly 
Agree 
n (%)

Mean 
(SD)

Q1 Medical privacy is an implied term of contract 

between doctor and patient

0 (0) 1 (<1) 1 (<1) 136 (46) 159 (54) 4.53 (0.53)

Q2 Without confidentiality, the patient will not 

reveal everything

0 (0) 1 (<1) 14 (5) 153 (52) 129 (43) 4.38 (0.59)

Q3 Discussion of findings with spouse/friends 
without consent is a breach of privacy

2 (<1) 3 (1) 21 (7) 150 (50) 121 (41) 4.30 (0.70)

Q4 Patients can sue doctors for disclosure 
without consent

1 (<1) 9 (3) 43 (14) 164 (55) 80 (27) 4.05 (0.75)

Q5 If patient is adult, do not disclose to parents 
without consent

1 (<1) 13 (4) 46 (16) 167 (56) 70 (24) 3.98 (0.77)

Q6 Do not disclose findings of domestic worker 
to employer without consent

5 (2) 38 (13) 85 (29) 110 (37) 59 (20) 3.61 (1.00)

Q7 (R) Disclosure of minor patient’s findings to 
parents is a violation

66 (22) 172 (58) 26 (9) 20 (7) 13 (4) 3.87 (0.98)

Q8 Do not answer third-party enquiries without 
patient consent

2 (<1) 11 (4) 44 (15) 150 (50) 90 (30) 4.06 (0.81)

Q9 Breach of medical confidentiality is 
professional misconduct

4 (1) 4 (1) 6 (2) 121 (41) 162 (54) 4.46 (0.73)

Q10 When reporting a case, do not disclose 
patient identity

0 (0) 3 (1) 6 (2) 97 (33) 191 (64) 4.60 (0.58)

Notes: R = reverse-scored item. Higher mean = better knowledge.

Table 3 Frequency Distribution and Descriptive Statistics of Practice-Domain Items (n = 297)

# Item (Abbreviated) Strongly 
Disagree n (%)

Disagree 
n (%)

Neutral 
n (%)

Agree 
n (%)

Strongly 
Agree n (%)

Mean 
(SD)

Q11 Ensure information from patient is 
documented confidentially

0 (0) 0 (0) 6 (2) 141 (48) 150 (50) 4.48 (0.54)

Q12 (R) Discuss patient’s condition in front of 
others to save time

140 (47) 127 (43) 11 (4) 9 (3) 10 (3) 4.27 (0.93)

Q13 (R) Allow non-medical personnel to enter 
during examination

135 (46) 115 (39) 18 (6) 16 (5) 13 (4) 4.15 (1.05)

Q14 (R) Discuss patients’ conditions with 
colleagues during breaks

21 (7) 46 (16) 105 (35) 115 (39) 10 (3) 2.84 (0.97)

Q15 Handle sensitive-disease information 
with extra caution

1 (<1) 0 (0) 6 (2) 99 (33) 191 (64) 4.61 (0.56)

Q16 (R) Discuss patients’ conditions in open 
spaces (corridors)

85 (29) 139 (47) 44 (15) 21 (7) 8 (3) 3.92 (0.98)

Q17 (R) Make/receive calls about patients near 
other patients

105 (35) 152 (51) 20 (7) 15 (5) 5 (2) 4.13 (0.87)

Notes: R = reverse-scored item. Higher mean = better self-reported practice.

Advances in Medical Education and Practice 2025:16                                                                         https://doi.org/10.2147/AMEP.S555406                                                                                                                                                                                                                                                                                                                                                                                                   2211

Al-Alawneh et al

Powered by TCPDF (www.tcpdf.org)Powered by TCPDF (www.tcpdf.org)



In the 7-item practice domain, the highest mean scores were for “I handle the information of patients with sensitive 
diseases (mental illnesses, sexually transmitted diseases, etc.) with more caution” (Mean=4.61, SD=0.56) and “Make sure 
that information taken from the patient is documented with complete confidentiality” (Mean=4.48, SD=0.54). The 
reverse-scored questions reflecting poor practices generally showed high means after reversal, indicating disagreement 
with those poor practices. For example, reverse-scored Q12 (“I discuss a patients’ medical condition with them in front 
of other patients to save time”) had a mean of 4.27 (SD=0.93), and reverse-scored Q13 (“I allow non-medical personnel 
(eg, cleaning staff) to enter the examination room while providing care to patients”) had a mean of 4.15 (SD=1.05). The 
lowest mean score in this domain was for the reverse-scored Q14 (“I discuss my patients’ conditions with my colleagues 
during work breaks”), with a mean of 2.84 (SD=0.97), suggesting this practice might be perceived as less problematic or 
more common compared to other breaches.

Domain Scores
Both domains showed relatively high mean scores. The knowledge domain had a mean score of 4.2 (SD=0.36), 
suggesting a good overall level of understanding regarding confidentiality principles. The practice domain also had 
a high mean score (Mean=4.060, SD=0.558), indicating that students generally reported engaging in practices consistent 
with maintaining patient confidentiality.

Bivariate Analysis
The results of the bivariate analysis comparing the domain scores across demographic characteristics are presented in 
Table 4. Female students reported significantly better confidentiality practices compared to male students, (4.166 vs 
3.935, p=0.001, t-test). No significant sex difference was found in the knowledge domain (p=0.094), although females 
had a slightly higher mean score.

Regarding year level, one-way ANOVA showed a statistically significant difference across year levels only in the 
practice domain (p<0.001). Post-hoc tests revealed that 5th-year students had significantly higher practice scores 
(indicating better practices) compared to 4th-year students (mean difference=0.326, p<0.001). No other significant 
pairwise differences were found between year levels (4th vs 6th, p=0.107; 5th vs 6th, p=0.201). There were no significant 
differences across year levels in the knowledge domain (p=0.139). No statistically significant differences were found 

Table 4 Bivariate Analysis of Knowledge and Practice Scores Across Demographic 
Characteristics. (n=297)

Category Subgroup Knowledge 
Mean (SD)

Knowledge 
p-value

Practice 
Mean (SD)

Practice 
p-value

Sex 0.094 0.001

Males 4.145 (0.373) 3.935 (0.646)

Female 4.216 (0.352) 4.166 (0.446)

Age group 0.358 0.902

20-24 4.180 (0.362) 4.060 (0.558)

25-29 4.300 (0.400) 4.036 (0.600)

Year level 0.139 0.000

4th year 4.135 (0.381) 3.859 (0.630)

5th year 4.225 (0.352) 4.185* (0.517)

6th year 4.152 (0.356) 4.043 (0.457)

Notes: *Significant difference. Tukey: 5th year (Mean diff=0.326) significantly higher than 4th year.
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between the two age groups (20–24 and 25–29 years) in either knowledge domain (p=0.358) or practice domain 
(p=0.902). Figure 1 shows the mean knowledge and practice scores regarding patient confidentiality and privacy by 
sex and academic year.

Multivariate Analysis
Table 5 shows the results of the multivariate linear regression analysis predicting practice score. After controlling for 
other factors, knowledge score was a significant positive predictor of practice Score (β=0.828, p<0.001), indicating that 
students with higher knowledge scores also tended to report better confidentiality practices.

Figure 1 Mean knowledge and practice scores regarding patient confidentiality and privacy among medical students by sex and academic year (n = 297). 
Notes: *(p = 0.001), **(p < 0.001).

Table 5 Multivariate Linear Regression Analysis Predicting Practice Score. 
(n=297)

Predictor B P-value 95% Confidence Interval

Knowledge Score 0.828 0.000 [0.687, 0.969]

Age Group (Ref: 20–24)

25-29 −0.175 0.279 [−0.492, 0.142]

Sex (Ref: Female)

Male −0.167 0.001 [−0.269, −0.065]

Year Level (Ref: 4th year)

5th year 0.250 <0.001 [0.132, 0.367]

6th year 0.158 0.037 [0.010, 0.307]
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Sex remained a significant predictor (β=−0.167 for male vs female, p=0.001), with male students having significantly 
lower practice scores (indicating poorer practices) compared to females, even after adjusting for knowledge and year level.

The year level also remained significant. Compared to 4th-year students (the reference group), both 5th-year students 
(β=0.250, p<0.001) and 6th-year students (β=0.158, p=0.037) had significantly higher practice scores, indicating better 
reported practices in later years of study.

Age group was not a significant predictor in the multivariate model (p=0.28).

Discussion
This study assessed medical students’ knowledge and self-reported practices regarding patient privacy and confidentiality 
in Jordan and interprets these findings in light of local educational and sociocultural factors. The generally good 
theoretical understanding and positive self-reported behavior indicate that students are exposed to sound ethical 
principles during training; however, the variations observed by sex and academic year reveal persistent challenges in 
applying these principles in real clinical contexts.

The high mean knowledge scores suggest that Jordanian medical students possess a solid conceptual grasp of 
confidentiality, implying that classroom instruction effectively conveys key ethical content. Nevertheless, the differences 
in practice scores highlight that theoretical understanding alone does not guarantee ethical conduct. This reinforces the 
idea that ethical competence develops through experiential learning, mentoring, and consistent exposure to professional 
role models rather than through didactic instruction alone.

The observed differences across sex and year level further enrich interpretation of these results. Female students’ 
higher practice scores may reflect greater empathic awareness and sensitivity to patient perspectives. While previous 
studies reported that female students exhibit higher knowledge and more positive attitudes toward patient privacy and 
confidentiality,25 and better knowledge about confidentiality,26,27 others suggest that male students may have better 
understanding of legal aspects of patient privacy.28–30 These disparities are likely shaped by broader cultural and 
educational factors, rather than institutional factors, and may reflect gender-related communication styles and socio
cultural expectations that emphasize empathy and relational awareness among female students. Addressing the sex gap in 
ethics requires targeted, sex-sensitive strategies. Such strategies could include structured mixed-group role-plays, 
mentorship that highlights diverse ethical perspectives, mentorship by role models who exemplify ethical behavior, 
and faculty workshops that address implicit bias and communication dynamics. Creating supportive environments where 
both male and female students can openly discuss ethical challenges may foster empathy and mutual understanding. 
Monitoring learning outcomes by sex and promoting female representation in ethics education and leadership can further 
enhance equity and inclusiveness in ethics education. Finally, further exploration of how sex influences ethical knowl
edge and behavior in medical training is warranted.

Differences in practice scores across academic years and improvement with academic progression likely stems from 
increased clinical exposure and socialization into professional norms, and aligns with previous research indicating that 
ethical competencies tend to develop with academic progression and increased clinical exposure.28 These findings point 
to the value of integrating structured reflection and case-based learning throughout the curriculum, and support the value 
of continuous reinforcement and positive role modeling during clinical training. They also suggest areas for further 
investigation, including whether these differences persist after graduation, how specific teaching methods influence long- 
term ethical behavior, and which educational interventions most effectively foster lasting ethical behavior among 
students, particularly within the specific cultural context of Jordan.

Multivariate analysis further showed that higher knowledge scores significantly predicted better practice scores, 
reinforcing the importance of a strong theoretical foundation for ethical behavior. Sex and year level remained 
independent predictors, confirming their unique contributions to practice outcomes.

Cultural context plays a substantial role in shaping confidentiality norms. In Jordan’s collectivist society, families are 
deeply involved in healthcare decisions, often in ways that challenge individual privacy. A recent study found that only 
48% of Jordanian physicians always obtain patient consent before sharing medical information.31 In contrast, over 80% 
routinely disclose patient details to family members when they are involved in care or when the patient is incapacitated. 
Such practices reflect social values that prioritize family solidarity and collective decision-making over strict individual 

https://doi.org/10.2147/AMEP.S555406                                                                                                                                                                                                                                                                                                                                                                                                                                  Advances in Medical Education and Practice 2025:16 2214

Al-Alawneh et al                                                                                                                                                                    

Powered by TCPDF (www.tcpdf.org)Powered by TCPDF (www.tcpdf.org)



autonomy. For students, these experiences create ambiguity about what constitutes an ethical or expected disclosure, 
particularly when family involvement is perceived as compassionate or obligatory. These norms may influence students 
to view such disclosures as acceptable or even expected professional behavior, especially when modeled by senior 
physicians or reinforced by family-centered expectations and familial involvement in treatment. While these actions may 
be well-intentioned, they can inadvertently compromise patient autonomy and confidentiality, underscoring the need for 
explicit ethical instruction that distinguishes between empathy and disclosure. To help students navigate this complexity, 
ethics instruction should include culturally relevant case discussions that contrast Western confidentiality standards with 
local expectations, allowing students to critically reflect on the moral reasoning behind each approach. This contrasts 
with Western frameworks that place greater emphasis on individual privacy. Cultural and religious values such as respect 
for elders and communal support further reinforce these tendencies. Consequently, a strictly Western ethics model may 
appear misaligned with local expectations. Ethics instruction in Jordan should explicitly address these cultural tensions, 
for example through role-play scenarios that simulate family pressure, and guided discussions on balancing confidenti
ality with family involvement. Emphasizing patient autonomy and trust can help students understand the ethical 
significance of confidentiality, even amid strong cultural expectations.

The study offers valuable insights into ethics education reform. The strong link between knowledge and practice 
underscores the need for robust, well-integrated ethics training. Addressing the observed knowledge and practice gaps 
requires curricular revisions that include small-group discussions of real-life privacy dilemmas, direct assessment of 
ethical behaviors, and mentorship by faculty and peers who visibly model ethical conduct in clinical settings, thereby 
cultivating a culture of ethics across the learning environment.32–35 Ethical standards are most effectively transmitted 
when students observe them practiced routinely. When breaches of confidentiality occur without comment, students may 
perceive such behavior as tolerated or trivial. Conversely, when educators explicitly uphold patient privacy by lowering 
their voice in shared spaces, ensuring screens are not visible, or correcting improper disclosures, they demonstrate that 
ethics is an active component of professionalism. Institutional policies, such as mandatory confidentiality agreements and 
clear digital data-use protocols, can further reinforce these efforts.

This study has several limitations. Its cross-sectional design prevents establishing causal relationships. Reliance on 
self-reported practices may introduce social desirability bias and self-report biases, as responses may not always reflect 
actual clinical behavior; future research using objective observational methods could mitigate this. Additionally, the use 
of a sample from a single institution and recruitment through WhatsApp groups may have introduced sampling bias, as 
not all eligible students were reached, and self-selection bias, as participation was voluntary. These factors may limit the 
generalizability of findings; however, the results are consistent with patterns observed in other regional and international 
studies, which strengthens their validity.

Conclusion
This study demonstrates how knowledge, clinical exposure, sex, and cultural context shape medical students’ ethical 
behavior regarding patient confidentiality. The findings provide context-specific evidence from Jordan, underscoring the 
need for longitudinal, practice-based ethics education and faculty role-modeling. Enhancing ethical competence in 
confidentiality can strengthen patient trust, reduce breaches, and promote safer, more patient-centered healthcare delivery.
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