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Abstract: The rapid advancement of medical brain-computer interface (BCI) technology necessitates the transformation and
upgrading of traditional governance paradigms urgently. China, the United States, and the European Union hold prominent positions
in the global medical BCI landscape and have developed three highly representative governance models. Existing research on medical
BCI primarily focuses on specific countries or regions, but it has failed to conduct a comprehensive comparison of governance
frameworks across different jurisdictions from a horizontal perspective. In this study, a horizontal policy text analysis was employed to
comprehensively compare the divergent approaches of China, the United States, and the European Union in regulating medical BCI,
focusing on regulatory frameworks, approval procedures, neural data governance, and ethical governance. China’s medical BCI
governance is state-led, prioritizing safety; the United States features innovation-driven flexibility; the European Union uses an
empowerment model to strictly mitigate risks. Yet these three models have inherent drawbacks. To ensure the healthy development of
medical BCI, we suggest China, the United States, the European Union and other jurisdictions establish a lifecycle regulatory
mechanism, introduce the regulatory sandbox, promote collaborative governance among multiple subjects, build hierarchical informed
consent rules, endow users with neurorights and refine BCI ethical governance.
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Introduction

Brain-computer interface (BCI) represents a class of hardware-software communication systems. These systems facilitate
direct human-environment interaction by utilizing control signals derived from electroencephalographic activity, bypassing
the need for peripheral nervous and muscular involvement. The operation of BCI systems includes five stages: signal
acquisition, preprocessing or signal enhancement, feature extraction, classification and control interface.! BCI can be
categorized into distinct types based on different classification criteria. For example, according to interaction paradigms,
BCI is classified into: active BCI, reactive BCI, and passive BCL.? Based on signal acquisition methods, BCI systems are
primarily classified into two categories: invasive and non-invasive systems. The invasive BCI includes implanting electrodes
into the brain through surgery to provide accurate control, but the risk and complexity are higher. In contrast, non-invasive BCI
utilizes external sensors positioned on the scalp to detect neural activity, and this BCI is safer and easier to use, but not as
accurate as invasive methods.> According to the application purpose of BCI, this study divides it into consumer BCI and
medical BCI. At present, BCI is mainly used in medical field, which is also the research object of this paper.

BCI technology demonstrates substantial application potential, having been selected by Nature as one of seven most
noteworthy technologies in 2024.* According to projections by Towards Healthcare, the global BCI market is expected to
reach 3.21 billion US dollars in 2025, and is predicted to grow to 12.87 billion US dollars by 2034, with an approximate
compound annual growth rate of 16.7%.> Recognizing the strategic significance of BCI technology, China, the United States
(US), and the European Union (EU) have implemented national BCI programs, aiming to seize the leading position in the field
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of global BCI. In 2013, President Obama launched the US BRAIN Initiative, a research program focused on developing
innovative neurotechnologies to discover new therapeutic interventions and preventive strategies for neurological disorders
including Alzheimer’s disease, epilepsy, and traumatic brain injury.® In 2013, the EU also launched the Human Brain Project.
Although the project ended after ten years, it had an important impact on the development of neuroscience in the EU. In 2016,
China promulgated the National Science and Technology Innovation Plan for the Thirteenth Five-Year Plan Period,
designating “Brain Science and Brain-Like Research” as a major scientific and technological innovation project for 2030,
marking the official launch of China’s Brain Project.

In the field of healthcare, BCI has demonstrated significant potential for replacing or restoring functions damaged by
neurological conditions, such as amyotrophic lateral sclerosis, cerebral palsy, stroke, and spinal cord injuries.” However, while
advancing healthcare innovation, BCI also introduces many risks. Specifically, BCI may cause physical harm. Invasive BCI,
which requires surgical implantation of intracranial sensors, may cause a certain degree of brain damage to the BCI users.® In
severe cases, medical BCI may potentially infringe users’ fundamental rights to health and life. Furthermore, BCI technology
raises concerns regarding personal autonomy. As an intelligent human-machine interaction system, BCI is vulnerable to
malicious cyberattacks that could result in unauthorized neural manipulation, thereby compromising individuals’ autonomous
decision-making.” Finally, BCI technology carries inherent risks of data leakage and privacy violations. By obtaining the
electroencephalogram (EEG) signals of BCI users, the sensitive data can be extracted. Research demonstrates that “brain
spyware” can successfully steal the user’s digital password, bank information, birth month, residential address.'® In practice,
hospitals may share EEG databases with universities or corporations to help develop new medical systems. However, such
direct EEG data sharing carries the risk that malicious actors could extract sensitive information unrelated to the BCI’s primary
function, resulting in the disclosure of patient privacy information.'" For the whole society, as BCI technology advances, its
devices may significantly enhance human endurance, senses, or cognition,'* potentially sparking disputes over equitable
access and exacerbating social stratification.'?

With the increasing risks associated with BCI technology, growing demands for regulatory intervention have emerged,
transforming the “BCI race” into a “BCI governance race”.'* Currently, few specialized regulations exist for BCI technology.
As BCI development primarily focuses on research and medical applications, most jurisdictions around the world classify BCI
as medical devices, requiring the establishment of more rigorous regulatory frameworks that simultaneously ensure both
safety and efficacy.'” However, classifying BCI solely as medical devices presents regulatory challenges, as BCI technology
providers may bypass the regulation by indicating that these BCI technologies are used for non-medical purposes.'® In the
context of neural data governance, some proponents argued that the existing international human rights protection system only
partially covered human rights issues arising from neurotechnology, necessitating the establishment of independent neuro-
rights.'” Opponents, however, contended that the international human rights framework already provided sufficient protection
for neural data through its safeguards for the brain, mind, and thoughts.'® They emphasized that in response to the rapid
advancement of BCI technology, existing rights should be further developed rather than creating new rights.'® As leading
developers of BCI technology, China, the US, and the EU have also adopted corresponding regulatory measures, but they still
face many governance challenges.?

While preliminary research on medical BCI governance exists, studies offering comprehensive cross-jurisdictional
comparisons of its policies remain scarce. In this study, this gap was addressed by analyzing representative governance
policies of China, the US, and the EU. They were compared across regulatory frameworks, neural data governance, and ethical
governance to offset the limited persuasiveness of single-jurisdiction studies. A critical analytical approach was also adopted:
acknowledging the strengths of these three jurisdictions’ governance models, identifying their shortcomings, and proposing
feasible recommendations to inform global medical BCI policy-making. Our previous studies mainly focused on the field of
data protection, and the research experience has provided support for the development of this study.

Materials and Methods
In the present study, medical BCI governance policies of China, the US, and the EU were selected and compared based on their
strategic significance and representativeness. These three entities are core players in global medical BCI with the leading roles

in technological advancement, market application, and governance rule-making. Moreover, differing historical cultures and
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values have shaped distinct governance models among them. A comparative analysis of their policies thus outlines the broader
landscape, challenges, and future directions of global medical BCI governance.

A horizontal policy text analysis approach was adopted to examine key governance practices of medical BCI in
China, the US, and the EU comparatively. To ensure the selected policy documents are representative and analytically
valuable, they were screened based on four criteria: the authority of issuing bodies, direct relevance of content, temporal
validity of documents, and thematic relevance. Currently, China, the US, and the EU lack specialized laws on BCI,
resulting in fragmented regulatory approaches across these jurisdictions. China’s BCI regulatory landscape comprises
multiple intersecting policies, including the National Science and Technology Innovation Plan for the Thirteenth Five-
Year Plan Period (2016), Regulations on the Supervision and Administration of Medical Devices (2024 Revision),
Ethical Guidelines for Brain Computer Interface Research (2024), Personal Information Protection Law of the People’s
Republic of China (PIPL), Measures for Ethical Review of Life Science and Medical Research Involving Human
Subjects (2023), Civil Code of the People’s Republic of China, Good Clinical Practice for Medical Devices Trials,
Law of the People’s Republic of China on Scientific and Technological Progress, Guidelines on Strengthening the
Governance of Science and Technology Ethics, and Measures for the Ethical Review of Science and Technology (Trial
Implementation) (2023), etc. The relevant policies of the US on BCI include Federal Food, Drug, and Cosmetic Act
(FD&C Act), Medical Device Amendments (MDA), Health Insurance Portability and Accountability Act (HIPAA),
Health Information Technology for Economic and Clinical Health Act (HITECH), California Consumer Privacy Act
(CCPA), etc. The relevant policies of the EU on BCI include Medical Device Regulation (MDR), Artificial Intelligence
Act (AIA), General Data Protection Regulation (GDPR), etc.

Comparative Analysis of Global Regulatory Models for Medical BCI

As an emerging technological innovation, the rapid development of BCI makes legal regulation lag behind the pace of
technological iteration. Currently, China, the US, and the EU have not enacted BCI-specific laws. The governance of BCI
usually invokes relevant regulations on medical devices and personal data protection. To ensure comprehensive and
accurate analysis, this study focuses on three core issues: medical device governance, neural data governance, and ethical
governance.

Regulatory Framework for Medical BCl in China

China’s BCI technology is mainly applied based on the medical purposes. Therefore, the current regulatory approach to
BCI technology primarily follows medical device governance frameworks. The Article 6 of Regulations on the
Supervision and Administration of Medical Devices (2024 Revision) establishes a risk-based classification model.
Specifically, the medical devices were categorized into three classes based on intended use, structural features, and
operational methods. Class I was characterized as low-risk and requiring routine management, Class II was moderate-risk
and requiring strictly controlled management, while Class III was high-risk and requiring stringent control measures. As
far as BCI technology is concerned, China has adopted a classification framework that distinguishes between invasive
and non-invasive BCI based on their physical penetration into the human brain. This classification serves as the
foundation for assigning corresponding risk levels to each category. The Medical Device Classification Catalog
designates invasive BCI and therapeutic non-invasive BCI with enhancement/stimulation functions, including implan-
table rechargeable deep brain stimulators, transcranial stimulators, and magnetic stimulators, as Class III devices due to
their higher potential harm, mandating strict supervision. Conversely, general non-invasive BCI such as EEG devices and
sleep monitoring systems are classified as Class II devices given their lower risk profiles.”!

The Regulations on the Supervision and Administration of Medical Devices (Article 13) and the Good Clinical
Practice for Medical Devices Trials (Articles 5 and 6) stipulate differentiated clinical trial approval and registration
processes for medical BCI based on their respective risk levels (Figures 1 and 2). Furthermore, the qualification
requirements for conducting clinical trials differ between Class II and Class III BCI. For Class II BCI trials, any medical
device clinical trial institution with appropriate capabilities that has completed the required filing procedures may
conduct the research. In contrast, Class III BCI trials must obtain approval from the National Medical Products
Administration and be conducted exclusively at qualified third-class A medical institutions. Overall, China’s BCI
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Figure 2 The filing and registration process for medical device.

approval process remains anchored in conventional regulatory models, where procedural complexity and prolonged
timelines may hinder the technology’s clinical translation and broader adoption. Although Article 8 of the Regulations on
the Supervision and Administration of Medical Devices stipulates prioritized review and approval for innovative medical
devices to facilitate their clinical adoption, few BCI products have been successfully qualified. In August 2024, the
wireless minimally invasive implantable BCI system NEO, developed by Professor Hong Bo’s team at Tsinghua
University School of Medicine in collaboration with Neuracle (http://www.neuracle.cn/), became China’s first BCI

product to enter the special review process for innovative medical devices, according to official reports.* The increas-
ingly shortened iteration cycles of BCI technology stand in stark contrast to the protracted approval procedures,
potentially creating innovation bottlenecks in the field’s development.

Neural data, also referred to as brain data, can reveal core private information including individuals’ thought processes,
emotional states, value orientations, and social decision-making patterns.”* At present, China lacks specific legal provisions
on neural data protection. While the Ethical Guidelines for Brain Computer Interface Research issued by the Ministry of
Science and Technology stipulates that the scope of neural data collection and access permissions in BCI research must
receive ethics committee approval, these provisions remain overly broad and fail to provide actionable regulatory guidance
for neural data safeguarding. Under China’s PIPL, neural data may qualify for protection under both sensitive personal data
regulations due to its inherent sensitivity and privacy rights provisions as confidential personal information, based on the
law’s definitions of private and sensitive data categories. Under current regulations, special protection measures were
implemented in China for sensitive personal information, permitting data processors to handle such data only when
possessing specific legitimate purposes, demonstrating sufficient necessity, and implementing stringent protective measures.

Compared with ordinary personal data, the processing of sensitive personal information follows stricter informed consent
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requirements. When data processors handle sensitive personal information, they must meet two layers of disclosure. First,
they must provide the basic details required by Article 17(1) of the PIPL. These details include the processor’s identity,
contact information, purposes and methods of processing, data categories, and retention periods. Second, they must explicitly
tell individuals why the sensitive information is necessary to process. They must also explain how this processing could
affect the individuals’ rights and interests. Regarding consent requirements, the processing of sensitive personal information
mandates obtaining separate individual consent, with written authorization required when stipulated by laws or adminis-
trative regulations. Furthermore, Article 14(2) of the PIPL specifies that any modifications to the purpose, method, or
categories of neural data processing require renewed individual consent.

In order to cope with the uncertain risks posed by emerging technologies, China has progressively intensified its
governance of technology ethics, establishing a “national-provincial-regional” three-tier ethical review system. At the
institutional level, China’s current legal framework for science and technology ethics is distributed across various laws,
administrative regulations, and departmental rules. In accordance with Article 32 of the Basic Healthcare and Health
Promotion Law of the People’s Republic of China and Article 2 of the Measures for the Ethical Review of Science and
Technology (Trial Implementation), clinical trials and medical research involving medical BCI must comply with
medical ethical norms and obtain proper ethical approval through established legal procedures. In February 2024,
China’s Ministry of Science and Technology issued the Ethical Guidelines for Brain Computer Interface Research,
which explicitly outlines fundamental principles for BCI research. These principles emphasize safeguarding health and
enhancing well-being, respecting subjects and ensuring appropriate application, upholding justice and guaranteeing
fairness, implementing risk management and safety assurance, maintaining information transparency and informed
consent, as well as supporting innovation while adhering to rigorous regulations. Regrettably, the Ethical Guidelines
for Brain Computer Interface Research present rather macro-level provisions concerning ethical review processes, with
many stipulations serving primarily declaratory purposes. This situation results in the ethical review of BCI research
having to resort to alternative regulations. According to the Measures for Ethical Review of Life Science and Medical
Research Involving Human Subjects and the Measures for the Ethical Review of Science and Technology (Trial
Implementation), the institutional review board (IRB) serves as the primary oversight body for medical BCI ethical
review. These IRBs are established by medical institutions, institutions of higher education, and scientific research
institutes. Ethical review methods include meeting review, expedited review and exempted review. Meeting review is the
general review method. Expedited review and exempted review are only applicable when specific conditions are met. In
terms of the review process, medical BCI must undergo initial ethical review followed by expert re-evaluation. The
review decisions include approval, approval after modifications, re-review after modifications or disapproval. Although
China has established regulations concerning the entities responsible for ethical review, review procedures, and review
methods for BCI, these normative documents hold relatively low legal authority, making it difficult to provide mandatory
legal protection for the ethical review of BCI. According to Article 4 of the Measures for the Ethical Review of Science
and Technology (Trial Implementation), China has adopted an “institutional self-review” model. The relevant institutions
serve as both “players” and “referees.” This self-regulatory ethical review mechanism fails to ensure the scientific rigor
and independence of the review process.”* Furthermore, different institutions have different review capabilities. This
multi-subject ethical review model may lead to inconsistent ethical review results of BCI and affect the effectiveness of
ethical review. Additionally, the current legal framework lacks disciplinary measures against misconduct by ethical
review committees, which could result in insufficient constraints on these oversight bodies and undermine the standar-
dization of ethical review processes for medical BCI.

Regulatory Framework for Medical BCl in the US

In the US, the regulation of BCl is primarily administered by the Food and Drug Administration (FDA), which is mainly due to
the leading application of BCI in the medical field. As the regulatory authority responsible for medical device approval, the
FDA mandates that such devices must provide valid scientific evidence to prove that they are equivalent to legally listed
equipment, and ensure that their benefits outweigh potential risks.”> The US has also adopted a tiered regulatory framework for
medical devices. Enacted in 1976, theMDA classified medical devices into Class I, Class II, and Class III based on their risk
levels. The higher the risk level, the stricter the regulation. Class I refers to low-risk medical devices, which can be generally
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controlled, such as prohibitions against adulteration or misbranding. Class II refers to devices with moderate risks, and
regulatory measures need to be taken according to their performance standards. Most Class II medical devices require pre-
market notification (510 k), where applicants need only demonstrate “substantial equivalence” to an existing legally marketed
device for approval. Class III refers to high-risk devices necessitating stringent premarket approval (PMA) review, which
includes clinical trials.® Currently, several neurotechnology products such as implantable spinal cord stimulators and deep
brain stimulation (DBS) devices have been approved by the FDA. Notably, the FDA still maintains post-market surveillance
over approved devices, and developers of novel products like implantable BCI must similarly comply with regulatory
requirements including product recalls and adverse event reports.”” However, the current FDA regulatory framework
exclusively oversees “medical devices” while excluding “health devices” from its jurisdiction. Moreover, the FDA primarily
determines the intended use of medical devices based on the promotional materials provided by applicants.”® It may create
a potential loophole whereby companies circumvent FDA regulation by claiming their products solely for healthcare purposes
rather than medical applications.*’

In terms of approval procedures, the US has adopted different approval procedures based on the risk levels of medical
devices, including 510 k, De Novo and Premarket Approval Application (PMA). Beyond these routine procedures,
a series of expedited review mechanisms have been established to foster innovation in medical device development. In
2018, the FDA released the Breakthrough Devices Program (BDP), which facilitates more timely patient access to
designated medical devices by accelerating product development, evaluation, and review processes.*’ In 2020, the US
company Synchron and Neuralink obtained the FDA’s Breakthrough Device certification and began to enter the human
trial phase. In 2021, the FDA issued the guidance document titled “Implanted Brain-Computer Interface (BCI) Devices
for Patients with Paralysis or Amputation Non-clinical Testing and Clinical Considerations”, which provided specific
recommendations for Investigational Device Exemption (IDE) applications concerning implantable BCI medical devices.
This regulatory framework was established to facilitate the translation of BCI from laboratory research to clinical
applications. In addition, there is Humanitarian Device Exemption (HDE) in the US, which is a regulatory approach for
medical device intended to treat rare diseases.’' The HDE waives the requirement for conducting clinical trials of
appropriate scale and statistical effectiveness, thus encouraging enterprises to develop medical devices for the treatment
of rare diseases. In essence, the HDE application shares similarities with the IDE, and the key difference between the two
is that the HDE does not require manufacturers to demonstrate therapeutic efficacy through clinical trials.>?

In the realm of neural data governance, the US currently lacks a unified personal data protection law, and its protection of
personal data is mainly through fragmented legislation. At the federal level, existing regulations such as the HIPAA and
HITECH provide partial regulatory guidance. However, the applicability of the HIPAA and HITECH is primarily confined to
traditional “covered entities”. It means that brain data can only be protected when utilized in traditional healthcare scenarios,
such as the treatment administered by physicians or other medical professionals. The narrow scope of application of US
privacy legislation makes a large number of brain data may not be effectively protected.*® In contrast to the indirect and loose
protection of neural data through healthcare data regulations at the federal level, states such as Colorado and California have
formulated stricter protection measures for neural data. In April 2024, the amendment to the Colorado Privacy Act (CPA)
expanded the scope of sensitive data protection by explicitly including neural data under its provisions, becoming the first
comprehensive data law in the world to explicitly protect neural data. The CPA requires that companies must obtain explicit,
voluntary, informed, and specific consent from data subjects before processing neural data. Furthermore, Colorado recognizes
neural data as private property, granting residents the right to access and delete their neural data held by technology companies,
as well as to prohibit the use of such data for marketing purposes.®* California amended the CCPA, which regards neural data
as a category of sensitive data. Montana has also enacted privacy bill to protect neural data, which will automatically take
effect on October 1, 2025 without the governor’s signature or veto. The bill fully recognizes the unique sensitivity of neural
data, requiring strict informed consent and comprehensive protection measures.”

In the ethical governance of medical BCI, compared to China’s refined legal governance model, the US focuses more
on technological freedom and innovation promotion. The US adopts a “soft law governance” approach through scientific
ethics guidelines and provides more flexible regulatory measures.>® The US BRAIN Initiative has established the
Neuroethics Working Group (NEWG), which focuses on neuroethics research and proposes guiding principles for
neuroethics, such as protecting the privacy and confidentiality of neural data.’” However, neuroethical governance in
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the US remains predominantly advisory or guidance-oriented, lacking clear and specific ethical governance content. Most
ethical governance documents are not mandatory, with the review process primarily relying on researchers’ self-
declaration. Furthermore, the FDA conducts only procedural reviews without establishing an independent third-party
supervision mechanism.

Regulatory Framework for Medical BCl in the EU

The EU adopts a “dual reinforcement” approach to the regulation of medical BCI, and builds a systematic governance
framework through the integration of sector-specific regulations and horizontal comprehensive legislation.*® The EU
currently lacks specialized regulations specifically targeting BCI. The primary legislation in the field of medical devices
is the MDR, which applies to medical devices and their accessories that are placed on the market or put into service.
According to the definition of medical devices in Article 2 of MDR, all BCIs with intended medical purposes fall within
the scope of the MDR and must comply with its requirements.* In accordance with Article 51 of the MDR, medical
devices are divided into four grades based on their intended use and inherent risks, including Class I, Class Ila, Class IIb,
and Class III. The higher the risk level, the greater the extent of involvement of the Notified Body (NB) in compliance
assessment. Unlike the US regulatory framework, which requires to prove that they are not only safe but also effective
before they go on the market, the EU manufacturers must prove that the device is safe and operates according to its
intended use, which leads to a huge difference between the US and EU.*° In addition to the MDR, medical BCI is subject
to regulation under the AIA due to their classification as Al systems. According to the AIA, the EU has adopted a risk-
based regulatory approach for Al, which categorizes Al systems into unacceptable risk Al, high-risk Al, limited-risk Al,
and low-risk Al. Based on the provisions of the AIA regarding Al systems of risk levels, medical BCI is likely to be
classified as high-risk AI. Consequently, such high-risk Al systems must comply with stringent regulatory requirements.
Notably, if medical BCI is utilized to manipulate personal consciousness, it may fall under the category of Al systems
with unacceptable risks.

In terms of neural data protection, unlike the decentralized legislation and relatively loose regulatory approach in the
US, the EU is one of the most stringent regions for personal data protection in the world. The enactment of the GDPR in
2018 marked a significant milestone, elevating the standard of personal data protection in the EU. Although the GDPR
does not explicitly mention neural data, according to Article 4 (14), Article 4 (15) and Article 9 of the GDPR, brain data
are biometric data or health-related data, and thus are considered as special categories of data to give stricter legal
protection. Specifically, the GDPR enhances the protection of sensitive data by granting rights to data subjects and
increasing the obligations of data processors. From the perspective of data processors, explicit consent must be obtained
from data subjects when processing neural data, and a data protection impact assessment is required to be conducted.
From the perspective of data subjects, the GDPR adopts a rights-based protection approach, empowering brain data
subjects with the right to access, the right to restrict of processing and the right to objection, to ensure that brain data is
not illegally processed. However, the neural data generated by the consumer BCI may exceed the scope of health data
and biometric data, resulting in GDPR being unable to cover all neural data.*'

In the ethical governance of medical BCI, the EU prioritizes “human rights supremacy”. It protects the interests of
mental integrity and freedom of thought through empowerment. Article 18 of the International Covenant on Civil and
Political Rights and Article 9 of the European Convention on Human Rights explicitly affirm individuals’ right to
freedom of thought, providing a normative foundation for the ethical governance of BCI. In 2005, the European Group
on Ethics in Science and Technology issued the European Group on Ethics in Science and Technology, asserting that
information technologies implanted in the human body should not be used to change personal identity or manipulate
psychological functions. This view focuses on the issue of personal dignity, particularly the right to respect for a person’s
physical and mental integrity.** In 2020, the Council of Europe emphasized the necessity for a cautious and precise
regulatory approach to BCI, which should integrate both ethical frameworks and legally binding norms. At the same
time, it is pointed out that BCI governance should follow the following basic principles: beneficence and prevention of
malign use; safety and precaution; privacy and confidentiality; capacity and autonomy; human agency and responsibility;
equity, integrity and inclusiveness as well as ensuring public trust through transparency.** In 2023, the Council of the EU
adopted the Leon Declaration on European Neurotechnology: A Human Focused and Rights’ Oriented Approach, which
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emphasizes that the development and deployment of neurotechnologies should adopt a rights-based approach. This
framework aims to foster innovation consistent with international human rights law and enhancing the EU’s competi-

tiveness in neurotechnology.**

Key Regulatory Differences in BCl Governance Among China, the US, and the EU
Currently, China, the US, and the EU have not yet introduced comprehensive legislation specifically targeting medical
BCI. Regulatory frameworks for BCI mainly depend on existing medical device laws and regulations, and adopts a risk-
based regulation approach. However, significant differences exist among these three jurisdictions in regulatory philoso-
phies, approval procedures, neural data governance, and ethical governance (Table 1). It should be clarified that in the
present study, medical BCI governance policies of China, the US and the EU were mainly analyzed and local practices in
its research scope were not included. This means the conclusions on the main differences in medical BCI governance
among China, the US and the EU are not absolute.

Differences were found in medical BCI regulatory concepts, neural data governance and ethical governance among
China, the US and the EU, which are related to their historical backgrounds, legal traditions and social concepts. China is
a civil law country, and its distinctive feature is that the state plays an important role in industrial development. The Next-
Generation Artificial Intelligence Development Plan issued by the State Council in 2017 states that Al development must
be safe, reliable and controllable, putting safety at the top of Al development priorities. Under national macro-strategic
guidance, China has initially built a basic framework for medical BCI governance by formulating a series of laws,
administrative regulations and departmental rules. Due to its common law tradition and significant legislative authority of
states, the US mainly governs medical BCI through a combination of decentralized legislation and industry self-
regulation. Meanwhile, the US leads other countries in medical BCI technology; to encourage independent innovation
of enterprises, it tends to be market-oriented and adopts more flexible regulatory strategies. After World War II, EU
countries gradually recognized the importance of human rights protection. This concept that emphasizes the supremacy
of human dignity and freedom has profoundly influenced EU legislation. EU’s BCI regulation also emphasizes the
supremacy of human rights; it issues legislation to establish a series of rights to protect users’ psychological integrity,
freedom of thought and neural data rights, thus achieving comprehensive control of medical BCI risks.

In recent years, China, the US and the EU have adjusted their governance concepts for medical BCI to some extent:
China has begun to emphasize the importance of medical BCI development and issued policies such as Accelerating
Beijing BCI Innovation and Development Action Plan (2025-2030) and Shanghai BCI Future Industry Cultivation
Action Plan (2025-2030); the EU’s AIA includes a dedicated chapter on the regulatory sandbox system to promote the
innovative development of medical BCI in the EU; the US has also gradually attached importance to protecting the rights
and interests of subjects in medical BCI applications. However, these minor adjustments have not shaken the basic

governance logic of the three entities.

Table | Comparative Analysis of Medical BCl Regulatory Frameworks: China, the US, and the EU

Regulatory China United States European Union
Dimensions

Regulatory Safety-first paradigm with state-centric Market-oriented approach with adaptive Rights-based mandate underpinned
Philosophy enforcement regulatory mechanisms by stringent oversight
Approval Rigorous protocols with extended Expedited pathways with procedural Moderate stringency with balanced
Procedures timelines flexibility scrutiny

Neural Data Stringent protection under sensitive Decentralized federal oversight with Comprehensive safeguards via
Governance data classifications stricter state-level provisions GDPR frameworks

Ethical Prudent innovation within fragmented Industry self-regulation as primary Rigorous constraints through human
Governance legislative frameworks compliance mechanism rights instruments
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Recommendations for Improving the Governance of Medical BCI

To better address practical challenges posed by medical BCI, we propose developing a systematic governance framework
across three dimensions: regulatory frameworks, neural data governance, and ethical governance (Figure 3). For effective
implementation, clear governance entities and evaluation methods are required. Currently, National Medical Products
Administration (NMPA) of China, the FDA of the US, and the European Commission (plus its member states’ market
regulators) should serve as core governance bodies, responsible for formulating rules, monitoring risks, and conducting
ethical reviews. These entities should also establish regular evaluation mechanisms through comprehensively assessing
rules annually or biennially based on economic benefits, expert evaluations, and user feedback, and dynamically adjust
rules based on results. By conducting an in-depth analysis of the distinctive features of medical BCI governance in
China, the US, and the EU, this study not only provides an actionable model for global medical BCI governance but also
offers a transferable analytical framework for the future governance of other emerging technologies. Going forward, the
interaction and competition among these paradigms will profoundly shape the landscape of global tech governance.
Actually, the implementation of any policy recommendation must consider not only the recommendation itself but also
external factors such as the region’s legal culture, values and practical needs. Therefore, the recommendations proposed
in this study may not apply to all regions and are open to debate and discussion.

Establishing a Comprehensive Lifecycle Regulatory Mechanism
Under the background of continuous technological innovation, regulatory agencies are at a crossroads. On the one hand, it is
necessary to ensure that technological innovation is not stifled by excessive and outdated supervision; on the other hand, it is
also necessary to protect consumers from technology service providers.*> The traditional regulatory framework adheres to
a “command-and-control” model. This stringent regulatory approach establishes detailed rules in advance, which can provide
guidance for resolving practical disputes related to BCI. However, such rigid “command-and-control” mechanisms may result
in inadequate or excessive regulation.*® At this stage, the development of medical BCI is getting faster and faster, resulting in
higher unpredictability and uncertainty of BCI risks. Regulatory frameworks of BCI must keep pace with the rapid
advancements of the neurotechnology, in order to ensure sustainable development of the BCI market.*’

In 2025, the NMPA issued the Measures on Optimizing Lifecycle Supervision to Support the Innovation and
Development of High-end Medical Devices, which provides a reference for the lifecycle supervision of medical BCls.
In this regard, the regulatory authorities should shift from traditional ex-post, passive and command-based supervision

Establish a full life cycle
supervision mechanism;
introduce regulatory
Regulatory framework —> sandboxes;
promote collaborative
supervision among multiple
stakeholders.

Governance Framework Construct tiered informed
for Medical Brain- Neural data governance —P> consent rules;
Computer Interfaces establish neuro-rights.

Ethical governance — | Refine ethical governance rules.

Figure 3 Governance framework for medical brain-computer interfaces.
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toward ex-ante, active and negotiated governance approaches. This paradigm shift requires establishing comprehensive
regulatory mechanisms encompassing pre-event, in-event, and post-event full-process supervision mechanisms to
effectively respond to the risks associated with BCI. In the pre-market stage of BCI, regulatory authorities should
innovate the evaluation and approval procedures. For eligible medical BCI, expedited approval pathways such as
“investigational device exemption” and “priority approval” could be implemented. In the clinical application stage of
BCI, regulatory authorities should establish a flexible and systematic risk assessment mechanism to periodically evaluate
the functional effects, safety safeguards and compliance requirements of BCI. Based on the results of risk assessment,
corrective measures should be implemented accordingly. In order to reasonably balance the development of technology
and the protection of rights and interests, it is necessary to establish an exit mechanism for BCI. BCIs that fail to comply
with regulatory requirements should be mandatorily withdrawn from the market.

Innovative Regulatory Approaches: The Introduction of Regulatory Sandboxes

In 2024, the EU’s AIA introduced a regulatory sandbox system. As a forward-looking regulatory approach, the regulatory
sandbox can cope with the disruptive challenges of the digital era.** The regulatory sandbox provides a platform for
dialogue between medical BCI technology providers and regulatory authorities, allowing BCI providers to conduct real-
world testing on potential users in a safer environment. The regulatory sandbox shows the tendency of regulatory
authorities to support innovation, and also promotes a comprehensive understanding of the innovation of BCL* It must
be emphasized that the regulatory sandbox does not equate to deregulation or a lowering of existing safety standards.>®
The regulatory sandbox system has been implemented in the UK, Canada, Singapore and other countries. Its application
scope has also expanded from the financial sector to other fields such as medical care, transportation, energy, tele-
communications and Al. To foster the innovation of BCI and control the risks, it is necessary to introduce a regulatory
sandbox framework. This framework should be reinforced through the authorization of mandatory legislation, the
guidance of ethical regulations and constraints imposed by industry self-discipline, thereby consolidating its foundational
role in governance. At the same time, the legislation must clarify the access conditions and review procedures to enhance
the transparency and credibility of the regulatory sandbox.

Due to differences in legal systems and cultural contexts, China, the US, the EU and other jurisdictions need to adjust
the specific application of medical BCI regulatory sandboxes appropriately. Jurisdictions like China are led by the state in
industrial development; they can adopt a pilot-first approach, select several areas for small-scale testing first, and after
success, the state can issue relevant policies or laws to clarify the applicability of regulatory sandboxes in the medical
BCI field. Jurisdictions like the US have decentralized legislation; localities can develop their own medical BCI
regulatory sandbox systems based on the actual progress of medical BCI technology, then the national level can introduce
a unified medical BCI law into it. The EU has already introduced the regulatory sandbox system into the Al field via its
AIA; it can apply the regulatory sandbox system to medical BCI through legal interpretation.

Facilitating Collaborative Governance Among Diverse Stakeholders

As a complex technological system, BCI involves multiple stakeholders, and regulatory agencies should actively engage
a broader range of interested parties in the governance process.’’ As the cornerstone of BCI regulation, regulatory
authorities should strengthen the top-level design of BCI governance. This can be achieved through establishing
regulatory frameworks, innovating regulatory approaches and fostering international collaboration to ensure comprehen-
sive governance of BCI. In practical implementation, regulators should adopt flexible governance strategies and carefully
determine the regulatory approach. Furthermore, regulatory agencies should actively introduce regulatory technology to
enhance the efficiency of regulatory processes.’”

As far as BCI providers are concerned, the risks arising from the inherent technical imperfections of BCI systems can
be solved from two approaches: internal embedding and external embedding. The former involves the implicit integration
of ethical values, while the latter entails the explicit implementation of protective measures. Specifically, the internal
embedding of BCI refers to the integration of ethical values during the design phases of BCI, making it a socio-technical
system that integrates social values. For example, basic ethical values such as security, trustworthiness can be embedded
into research stage of BCI through “privacy by design”. The external embedding of BCI refers to the BCI should be
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embedded in the risk detection system or access to the relevant audit platform. By continuously monitoring the
operational status of BCI technology and rigorously evaluating its safety level, BCI providers can implement measures
such as risk warnings or service suspension to effectively mitigate potential hazards.

In the era when BCI technology has emerged as a global topic, any jurisdiction cannot ignore the governance rules of
other countries. It is necessary to coordinate domestic regulations with international regulations. Since BCI involves
multiple areas of human activity, it is difficult to effectively regulate the complex risks of BCI by adopting a “one-size-
fits-all” governance model. This requires a coordinated global governance framework for medical BCI that integrates
multiple regulatory dimensions, including neuroethical guidelines, soft-law instruments, responsible innovation mechan-
isms and mandatory regulatory regulations.>® Consequently, there is an urgent need to establish global technical and
ethical standards for medical BCI, establish a global ethics and standards committee, incorporate neurorights into the
fundamental framework of international human rights, and promote the preliminary formation of an international
governance framework.

Development of Tiered and Dynamic Informed Consent Frameworks

Neural data contains complex interests, which are not only related to the personality rights of data subjects, but also to the
public interests. If the rational use of neural data is prohibited, it may hinder the long-term development of the healthcare
industry. The clinical application of medical BCI is characterized by long-term engagement, inherent complexity, and
dynamic variability. Conventional one-time or generalized informed consent mode is difficult to meet the needs of neural
data utilization in the practical application of medical BCI. To reconcile the dual imperatives of advancing BCI technologies
and safeguarding data subjects’ rights, it is necessary to construct tiered and dynamic informed consent rules according to
the differences in neural data sensitivity. Specifically, when participating in BCI research or clinical applications, users must
adhere to stringent informed consent. Inaccurate or insufficient disclosure may lead to unrealistic expectations of patients
and diminish their perception of potential risks.* Therefore, healthcare or research institutions must provide comprehen-
sive disclosures regarding the objectives, potential risks and scope of data collection involved in BCI for therapeutic or
research purposes. Simultaneously, they should adopt an easy-to-understand way to ensure BCI users genuinely compre-
hend the relevant information pertaining. When obtaining the consent of the BCI user, it is necessary to expand the
identification method of consent. In cases where BCI users are incapable of expressing their will conventionally,
technological means may be employed to interpret cerebral signals as indicators of consent. When such determination
remains unfeasible, consent may alternatively be provided by legally authorized guardians or agents.

For legally acquired neural data, processing beyond the original purpose of collection should adopt flexible opt-out or opt-
in mechanisms based on data sensitivity. Specifically, when handling less sensitive neural data, an opt-out mechanism should
be implemented. It permits healthcare or research institutions to process the data freely unless the data subject explicitly
objects. In contrast, for highly sensitive neural data, healthcare or research institutions must re-obtain valid informed consent
from data subjects. Such neural data may only be processed after clearly informing users of relevant matters and securing their
separate, explicit consent. For collected neural data, the default setting should be “no sharing permitted” unless explicitly
authorized by the user.'? Furthermore, it is necessary for neural data processors to implement robust encryption mechanisms
during data transmission and storage, employing techniques such as differential privacy or homomorphic encryption to ensure
effective anonymization of data, so as to better protect the rights of neural data subjects.”

Recognizing Neurorights

Compared to general sensitive data, neural data is particularly sensitive personal information.”® In response to concerns
regarding the misuse of neural data in medical BCI applications, Chile incorporated “neurorights” into the constitution in
2021. This legal framework requires that the development of BCI must rigorously uphold mental integrity, establishing
a precedent for legislative safeguards against neural data exploitation. The concept of neurorights, rooted in human rights
principles, represents a proactive neurotechnological protection mechanism.’” “Neurorights” constitute a bundle of rights
encompassing mental privacy, identity integrity and equitable access to cognitive enhancement.’® To ensure comprehensive
and targeted protection of neural data, it is imperative to establish neurorights.>® It should be clarified that while data subjects
possess neurorights over their neural data, these rights do not constitute absolute control. Data processors may handle neural
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data for purposes such as research, education or public interest, provided such processing remains strictly within the defined
scope of these objectives.

As China, the US and the EU serve as governance samples for medical BCI, differences in their legal traditions mean
the three entities should take different paths to implement neurorights. For China, there is currently no legislative plan for
neurotechnology; to maintain legal stability and predictability, it can protect users’ neurorights through interpretations of
the existing legal system. In the near future, it may consider establishing neurorights via special legislation to form
a legal system combining general and special protection. For common law countries represented by the US, neurorights
of users can be recognized through rulings in specific cases; besides, the US can also establish neurorights through state-
level legislation. The EU has long been at the forefront of global legislation in emerging technology fields and can
confirm neurorights through forward-looking legislation. Meanwhile, it is also necessary to build supporting rules related
to neurorights, and regularly evaluate the practical effects of neurorights to revise relevant rules appropriately.

Enhancing Ethical Governance of BCI

To ensure the sound development of BCI technology, it is imperative to refine the ethical review mechanisms. First,
formulating unified legislation is essential. Legislative bodies should proactively establish more stringent ethical guide-
lines to fully ensure the enforceability of ethical oversight. Second, optimizing organizational structures. Given the highly
specialized nature of BCI technology, it is essential to establish dedicated governance bodies, such as BCI ethics
committees, while clearly defining the authority of BCI ethical review institutions to prevent regulatory gaps resulted
from overlapping or ambiguous oversight responsibilities among agencies. Unlike conventional ethical reviews focused
solely on technical aspects, the ethical evaluation of BCI technology spans multiple disciplines, including ethics,
medicine, computer science, and law. This necessitates the active inclusion of experts from medical, legal, and computer
science fields as members of ethics committees to ensure the scientific character of ethical oversight. Third, it is essential
to strengthen the openness and transparency of ethical review. To ensure fairness and impartiality in ethical oversight, the
introduction of independent third-party institutions is necessary to further standardize the procedures for ethical review of
BCI technologies. Concurrently, the ethical review information of BCI needs to be released to the society in a timely
manner, and the transparency of communication is essential to maintain public trust.®® Fourth, it is imperative to
strengthen the punitive measures for ethical review of BCI. Review personnel who fail to fulfill their due diligence in
ethical oversight should bear corresponding civil, administrative, or criminal liabilities. Where necessary, penalties
should also be imposed on the responsible leaders of the ethical review committees. Fifth, it is essential to establish
a comprehensive ethical review and evaluation mechanism that aligns with the entire lifecycle of BCI technology,
encompassing upstream fundamental research, midstream clinical trials, and downstream clinical applications.
Simultaneously, differentiated ethical review standards should be further implemented. Generally, the ethical review
criteria for clinical applications should be more stringent than those for clinical trials, while the ethical review standards
for clinical trials should, in turn, exceed those applied to fundamental research.®!

Conclusions

As a groundbreaking technological achievement in the medical field, medical BCIs hold significant promise for patients
with neurological disorders. This requires that the regulatory frameworks must be sufficiently flexible to effectively
mitigate potential risks posed by BCI, and to avoid excessive supervision hindering BCI technology innovation. China,
the US, and the EU lead the world in medical BCI technologies, but they adopt different regulatory models for BCI. By
comparing their regulatory paths, approval procedures, neural data governance, ethical governance and other specific
measures of BCI, this paper analyzed their reasonable practices and existing shortcomings, which could provide valuable
insights for shaping global BCI regulatory frameworks. Looking ahead, the governance of medical BCI must strike
a rational balance between technological innovation and safety assurance. Therefore, it is necessary to establish
a comprehensive, inclusive, and innovative regulatory mechanism, taking into account both neural data protection and
neural data utilization. Simultaneously, it emphasizes the important role of ethical governance of BCI, and runs ethical
requirements through the whole process of BCI activities.
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