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Abstract: Nanotechnology has revolutionized biomedical research by providing novel strategies for the prevention, diagnosis, and 
treatment of oncogenic viral infections. Nanoparticles, possessing tunable physicochemical properties, enable targeted drug delivery, 
enhance vaccine efficacy, and facilitate advanced viral diagnostics, addressing key limitations of conventional therapies. Oncogenic 
viruses contribute substantially to the global burden of cancer through persistent infections and are influenced by environmental and 
lifestyle factors. The objective of this review is to synthesize and critically evaluate current advances in nanoparticle-based solutions, 
focusing on their mechanisms of action, therapeutic efficacy, and translation for the management of cancer-associated viral infections. 
Key findings include the emergence of multifunctional nanoparticles such as magnetic mesoporous silica, gold, silver, and diverse 
organic formulations (liposomes, polymeric, dendrimer) that function as direct antivirals and as delivery platforms. Magnetic silica 
nanoparticles allow magnetically guided, site-specific therapy, while organic nanoparticles improve drug stability, mucosal delivery, 
and biocompatibility. Metallic nanoparticles, particularly gold and silver, exhibit broad-spectrum antiviral activity through mechanisms 
involving viral disruption, entry inhibition, and enhanced bioavailability. Current evidence supports their efficacy in preclinical and 
translational models, although optimization for clinical use remains ongoing. In conclusion, advanced nanomedicine approaches offer 
substantial potential for tackling the challenges of oncogenic viruses and virus-associated malignancies, with ongoing innovations 
poised to expand their impact in cancer therapy and antiviral prevention. 
Keywords: nanotechnology, nanoparticle-based therapies, gold nanoparticles, silver nanoparticles, viral infections, oncogenic viruses, 
antiviral agents

Introduction
In the early 1900s, cell-free filtrates were used to spread some types of animal cancers, establishing the possibility of an 
infectious etiology of carcinogenesis. Multiple studies have shown that retroviruses are responsible for the spread of 
these tumors and that retroviruses cause cancer by insertional mutagenesis or the production of viral versions of cellular 
genes, subsequently named oncogenes.1 The genus human papillomavirus (HPV) has been identified in cervical cancer 
and cutaneous squamous cell carcinoma (SCC). A plethora of viruses have been identified as the cause of human cancer. 
These include human T-cell leukemia virus type 1 (HTLV-1), human T-cell lymphotropic virus type 1 (TCLV-1), Merkel 
cell polyomavirus (MCPyV), human herpesvirus 8 (HHV-8), Kaposi’s sarcoma-associated herpesvirus (KSHV), Epstein- 
Barr virus (EBV), hepatitis B virus (HBV), hepatitis C virus (HCV), and human papillomaviruses (HPVs).2

Furthermore, organ transplant recipients with long-term immunosuppression and individuals with uncommon genetic 
skin conditions have been reported to develop cutaneous SCC caused by HPVs.3 Oncogenic viruses, such as human 
papillomavirus (HPV), Epstein-Barr virus (EBV), and hepatitis B/C viruses, collectively account for about 12–15% of 
human cancers worldwide.2 People with weakened immune systems, especially those who live in unsanitary surround
ings and have limited access to healthcare, are more likely to develop malignancies caused by viruses. The KSHV and 
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MCPyV were discovered to be virus-induced cancers, owing to the high prevalence of malignancy in immunosuppressed 
patients.4 Viruses may cause cancer via at least three pathways: oncogenic proteins encoded by viruses, chronic 
inflammation caused by viruses, and increased risk of carcinogenesis by causing genomic instability or other host cell 
changes.5 Given these complex interactions, the scientific objective of this review is to provide a comprehensive and 
critical analysis of recent progress in nanoparticle-enabled approaches to the prevention, diagnosis, and treatment of 
oncogenic viral infections, with particular focus on their molecular mechanisms, translational efficacy, and future 
challenges in clinical application. This review also aims to serve as an authoritative reference for researchers, clinicians, 
and nanomedicine developers working at the intersection of virology, oncology, and nanotechnology.

Molecular Mechanisms of Viral Oncogenesis in Humans
Lymphoid malignancies and solid tumors may be caused by the large DNA viruses, KSHV and EBV. The DNA genomes 
of KSHV and EBV are larger than those of MCPyV and HPV. MCPyV infects and probably remains overtly in dermal 
fibroblasts,6 while oncogenic HPVs generate chronic infections in the mucosal epithelia.7 Tumorigenesis is stimulated by 
a limited number of multifunctional oncoproteins produced by these small oncogenic DNA viruses.4 Hepatocytes are 
attacked by both HBV (tiny DNA virus) and HCV (single-stranded positive-sense RNA virus), leading to chronic liver 
inflammation, liver cirrhosis, and HCC. Human T cells are infected with HTLV-1 (an oncogenic retrovirus), which has 
been linked to T-cell lymphoma in adults.5

Therefore, these human oncogenic viruses exhibit variable disease prevalence, tumor pathology, cellular tropism, and 
genomes. Importantly, these viruses share many characteristics with human cancers. Asymptomatic chronic infections are 
caused by viruses that persist for longer periods and can be transmitted from person to person. During these protracted 
periods, oncogenic viruses impair immune recognition and co-opt cellular replication.5 They disrupt fundamental 
signaling pathways that regulate cell death and cell cycle progression to ensure their proliferation.8 As depicted in 
Figure 1, the stages in the development of cancer are represented sequentially, illustrating the progression from initial 
cellular transformation to malignant tumor formation.

While tumorigenesis is the unifying pathogenic consequence of all oncogenic viruses, this outcome does not benefit 
viral survival or transmission and is not essential for viral life cycles. The seven known human oncogenic viruses 
including EBV, KSHV, HBV, HCV, HTLV-1, HPVs, and MCPyV, utilize both overlapping and virus-specific mechanisms 
to drive cancer.8 Most encode viral oncoproteins that inactivate cellular tumor suppressors, alter cell signaling, and 
modulate immune responses to promote transformation; however, some (notably HBV and HCV) primarily induce 
tumorigenesis through chronic inflammation and repeated cycles of cell damage and regeneration, which increase 

Figure 1 Stages in the development of cancer.
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mutational burden and genomic instability.8 Recent researches emphasize that in-depth study of these viruses’ proteins 
and molecular pathways will help identify what differentiates each virus’s oncogenic process and provide new targets for 
cancer prevention and therapy.8

Genomic Classification of Human Oncogenic Viruses
Oncogenic viruses are broadly categorized by the type of genetic material they carry—either DNA or RNA. DNA 
oncogenic viruses include EBV, KSHV, HPV, HBV, MCPyV, and herpes simplex virus types 1 and 2 (HSV-1 and HSV- 
2).9 HSV-1 and HSV-2, as DNA viruses, have been detected in association with several human cancers, including 
cervical, thyroid, and prostate cancers, and can promote tumorigenesis through inhibition of apoptosis, induction of 
unscheduled DNA synthesis, and dysregulation of oncogenic signaling pathways (such as the Ras/Raf/MEK/ERK 
cascade).10 Although the carcinogenic potential of HSV is not as well established as for EBV or HPV, increasing 
evidence suggests HSV infection may contribute to tumorigenesis, especially in the context of immunosuppression or 
chronic inflammation.10

In contrast, RNA oncogenic viruses include HTLV-1, HCV, and hepatitis D virus (HDV). HCV is a positive-sense 
single-stranded RNA virus that drives hepatocellular carcinoma mainly via persistent inflammation, oxidative stress, and 
induction of liver fibrosis, in addition to direct oncogenic effects of its proteins such as deregulation of cell-cycle control, 
apoptotic pathways, and promoting genomic instability.8,10 HDV, a defective RNA virus requiring HBV co-infection, 
exacerbates chronic liver damage and inflammation, further increasing the risk of liver cirrhosis and HCC; the oncogenic 
synergy in HBV/HDV co-infections elevates carcinogenesis risk compared to HBV infection alone.11

Herpesviruses
γ-Herpesviruses
KSHV and EBV are herpesviruses that belong to the Herpesviridae family. These enveloped viruses have ds DNA of size 
130–150 kbps enclosed in capsids of icosahedral shape to recognize and infect their host cells, including several 
glycoproteins (GPsEBV Gp350), which bind and attach to CR2-CD21 B-cell receptors and cause infection of these 
cells.12 The major envelope of -herpesviruses is obtained at the nuclear membrane during the maturation phase, and the 
initial envelopment-de-envelopment is from the nuclear inner and outer leaves. All herpesviruses, including HSV-1, share 
these same proteins. Herpesviruses obtain their final envelopes, and glycoproteins require new viral infections, although 
the NEC (nuclear membrane complex) can “acquire” nucleocapsids and transport them to the cytoplasmatic compart
ment. Clinicians have also investigated the processes underlying the lytic cycle to enhance conventional treatment of 
patients with KSHV- and EBV-associated illnesses.13

Epstein–Barr Virus (EBV)
EBV, also referred to as human herpesvirus 4 (HHV-4), is a double-stranded DNA virus and one of the most pervasive 
herpesviruses worldwide.14 EBV infection is nearly ubiquitous, with approximately 95% of adults exposed during their 
lifetime and most people do not know about their presence.15 However, various illnesses develop due to the development 
of certain environmental factors. Infectious mononucleosis (IM) is caused by EBV, which is also linked to lymphopro
liferative diseases, such as stomach cancer, nasopharyngeal carcinoma, and Burkitt lymphoma, and frequently develops 
in patients undergoing solid organ transplantation (PTDLs), as well as autoimmune diseases such as rheumatoid arthritis 
and multiple sclerosis.14,16. The last decade has also shown a link between EBV infection and the development of 
immunological illnesses including rheumatoid arthritis (RA) and multiple sclerosis (MS).17 Multiple studies have 
highlighted the significance of plasma cells in the production of demyelinating antibodies in MS.18

Molecular Mechanisms of EBV-Induced Oncogenesis
EBV contributes to oncogenesis by expressing a defined set of latent and lytic genes within infected cells, which disrupt 
host cell cycle regulation, inhibit apoptosis, and activate cellular oncogenes such as BCL-2 and MYC.19 The virus 
encodes proteins like EBNA1 (Epstein-Barr nuclear antigens 1), LMP1 (latent membrane protein 1), and LMP2 (latent 
membrane protein 2) that mimic or alter cellular signaling pathways (NF-κB, JAK/STAT, PI3K/Akt), repress tumor 
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suppressors (p53, p27, PTEN (Phosphatase and tensin homolog deleted on chromosome 10)), and promote cell 
proliferation and survival.19,20 Oncogenic transformation typically results from sustained latency, genomic instability, 
and chronic immune evasion. Tumor cells frequently harbor multiple extrachromosomal copies of circular EBV DNA, 
and the expression of EBV latent genes in tumor tissue is a molecular hallmark of EBV-driven cancers.19 EBV has been 
shown to integrate in fragile, transcriptionally active regions of the host genome, particularly in epithelial cancers like 
nasopharyngeal carcinoma (NPC). Such integration can alter the expression of both viral MicroRNAs (miRNAs) (such as 
miR-BARTs) and host genes, promoting tumor progression by driving or repressing specific gene networks.8 EBV- 
encoded small RNAs (BART miRNAs and EBERs) act to shape a tumor-promoting microenvironment by modulating 
inflammation and blunting immune recognition.8

The mechanisms of EBV-driven oncogenesis are multifaceted and involve both latent and lytic viral gene 
expression.8. EBV replication occurs in B cells, and the lytic cycle remains incomplete because no new virions are 
produced. Primary (lytic) infection occurs in the oropharyngeal epithelium during the productive phase of vivo.21 Viruses 
can rapidly disseminate because they can enter a dormant (latent) stage in which they do not generate infectious particles. 
This herpesvirus has a life cycle typical of herpesviruses. This virus may cause latent infections in the epithelial cells and 
B lymphocytes. In this phase, only a small subset of viral proteins is produced, whereas the rest of the genome is bound 
to a circular episome.22 Multiple studies have identified these proteins as pivotal in suppressing host immune responses 
and allowing persistent infections to take hold in target cells. The viral genome must be replicated via the host DNA 
polymerase throughout the cell cycle progression, and the EBNA-1 and EBNA-2 (Epstein-Barr nuclear antigens 2) are 
necessary for this process and for the virus to enter a “persisting” state.23

Over the past 60 years, numerous studies have demonstrated that marmoset-infected EBV cells can multiply and 
develop in vitro, while producing all essential proteins. The six nuclear antigens, EBNA-1 to EBNA-6, are among the 
vital proteins, latent membrane proteins (LMPs), and two non-polyadenylated RNAs (EBERs). LMP1 is a CD40 receptor 
that mimics integral membrane proteins. Infected cells proliferate indefinitely because their receptors are permanently 
activated. Hidden proteins control cell division and apoptosis, two forms of programmed cell death, such that their 
respective pathways are never activated.21 EBV latent proteins, especially LMP1 and LMP2A, induce a profound 
epigenetic reprogramming of the host cell.8 They upregulate DNA methyltransferases (DNMT1, DNMT3A/B), resulting 
in silencing of tumor suppressor genes such as CDH1 (E-cadherin), PTEN, and p16. EBNA family proteins and BZLF1 
(BamHI Z fragment leftward open reading frame 1) further recruit histone-modifying complexes, suppressing genes 
responsible for apoptosis and cell cycle arrest.8

However, EBV may develop a productive phase in which over hundred proteins are produced for use in the lytic 
phase, manufacturing and producing new virions, and spreading the viral particles in various organs and tissues. The lytic 
state has been associated with disease severity (AR) in MS and RA and two autoimmune disorders associated with EBV. 
These three groups of lytic proteins are based on their role in viral replication. For replication, the early and late 
expression of viral IE proteins is required. The former must be present for the viral genome to replicate; they are referred 
to as concatemers, and after being released from their nucleocapsids, they acquire access to the plasma membrane 
through a well-defined process.18 Two proteins encoded by the BFRF1 and BFLF2 genes play an important role in the 
cytoplasmic migration and translocation of newly arrived viruses by shifting the nuclear membrane.24 Virions in the 
cytoplasm acquire proteins (late) required for tegument and envelope formation. The genome of EBV, isolated from 
B95.8 cells, has been cloned using DNA recombination procedures,25 and many in vitro systems have been generated for 
BAC construction. The role of each EBV protein has been determined using this method. To demonstrate the importance 
of this early EBV protein, a BFLF2 knockout mutant was developed.26 This study established that this gene expresses 
a protein that acts as a barrier to the nuclear egress of viruses and helps in the packing of DNA. Vaccine development has 
primarily focused on eliminating this lytic protein, because its absence slows capsid maturation and promotes the release 
of DNA-free virions (VLPs or virus-like particles).27

In vitro, drugs such as phorbol esters (TPA-phorbol 12-myristate 13-acetate) and histone deacetylase inhibitors 
(sodium butyrate-NaB) may stimulate the transition of latently infected cells into the lytic phase of viral replication. 
After an instant, early genes activate the lytic gene-triggering cascade, and all lytic proteins essential for virion assembly 
are produced. The protease inhibitor BZT enhances viral replication via autophagy machinery.28
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Emerging Nanomedicine Approaches Against EBV-Driven Malignancies
Emerging nanomedicine approaches are rapidly transforming the diagnosis and treatment of EBV-driven 
malignancies.29,30 Advances in multifunctional nanoparticles including gold, magnetic, liposome-based, and protein- 
derived platforms, have enabled both precise EBV biomarker detection and targeted therapeutic delivery.29,31 For 
instance, gold nanoparticles have been employed to deliver miRNA or siRNA agents aimed at silencing EBV oncopro
teins such as LMP1, demonstrating significant tumor suppression in nasopharyngeal carcinoma models.32 Liposome- 
based and ferritin-derived protein nanoparticle vaccines presenting EBV glycoproteins (gp350, gH/gL, gp42) have been 
shown to induce robust neutralizing responses in both B cells and epithelial cells in preclinical models.29,31 This has led 
to recent clinical trials such as NIH’s Phase I study of EBV gp350-ferritin nanoparticle vaccine evaluating safety and 
immunogenicity in humans.33

A striking innovation in EBV nanomedicine is the combination of nanoparticle platforms with cell-based therapies. 
Prussian blue nanoparticles (PBNPs) conjugated onto cytotoxic T lymphocytes (CTLs) targeting EBV antigens have 
produced biohybrid “nanoimmunotherapy” constructs, retaining both the antiviral/antitumor properties of CTLs and the 
drug delivery, imaging, and photothermal capabilities of PBNPs.34 Further, mRNA-loaded lipid nanoparticles targeting 
EBV latent proteins like LMP2 have been shown to sensitize relapsed EBV-related tumors to immune checkpoint 
blockade, illustrating synergies between RNA therapeutics and nanocarrier-mediated delivery.35 In this study, ionizable 
lipid nanoparticles carrying LMP2-mRNA have shown synergy with immune checkpoint inhibitors (anti-PD-1), produ
cing pronounced antitumor effects and reversal of CD8+ T cell exhaustion in preclinical NPC studies. These lipid 
platforms facilitate targeted delivery to tumor-draining lymph nodes, maximize antigen presentation, and minimize 
systemic toxicity.35

Nanoscale biosensors and rapid diagnostic platforms are also at the forefront, with systems that incorporate gold or 
carbon nanomaterials, graphene, or biomimetic elements (host receptors such as CD21) enabling highly sensitive and 
specific detection of EBV DNA, RNA, or glycoproteins in clinical samples and saliva.36 These developments facilitate 
early detection, monitoring, and risk stratification for EBV-associated malignancies and autoimmune diseases such as 
multiple sclerosis.36,37

Overall, nanotechnology has enhanced drug and vaccine delivery efficiency, enabled multiplexed viral detection, and 
enabled innovative combined immunotherapeutic approaches against EBV-driven cancers.29,31 While preclinical evi
dence is promising, ongoing clinical trials and translational studies continue to define the optimal strategies and safety 
profiles for these platforms in humans.29,31

Challenges and Limitations in EBV Nanomedicine
Despite these breakthroughs, significant challenges remain. Achieving efficient in vivo delivery of nucleic acid ther
apeutics (such as RNAi or CRISPR (Clustered Regularly Interspaced Short Palindromic Repeats)/Cas9) into all EBV– 
infected tumor cells is difficult, in part due to biological barriers and tumor heterogeneity.8 Nanoparticle toxicity and 
immune reactivity require careful safety profiling and rigorous optimization of nanoparticle formulation and dosing.38 

Long-term risks—such as bioaccumulation or chronic inflammation—must be addressed through further preclinical and 
clinical studies. Manufacturing scalability, regulatory approval, and interpatient heterogeneity add further obstacles to the 
clinical translation of nanomedicine approaches.38 Moreover, the high copy number of EBV episomes and viral evolution 
complicate curative strategies, making combination therapies and adaptive nanotechnologies a research priority.19

KSHV (Kaposi’s Sarcoma-Associated Herpesvirus)
The KSHV, also known as human herpesvirus-8 (HHV-8), is a gamma-herpesvirus.39,40 The virus contains a large 
double-stranded DNA genome and cycles between lytic and latent infection, with lifelong persistence primarily in 
endothelial and B cells.39 The earliest known male resident of the Mediterranean region had this trait. HIV-infected 
patients with KS were first identified in the early 1980s. Disorder multicentric Castleman disease (MCD) is associated 
with primary effusion lymphoma (PEL) and MCD. T lymphocytes, dendritic cells, monocytes, and endothelial cells are 
susceptible to infection.13 KSHV infection is mostly asymptomatic in immunocompetent individuals but is highly 
oncogenic in immunocompromised populations, such as people living with HIV/AIDS.39,40
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Molecular Mechanisms Underlying KSHV-Induced Tumorigenesis
Oncogenesis by KSHV involves a complex interplay of latent and lytic viral gene products. Latency is the predominant 
state in Kaposi’s sarcoma lesions.39 However, little is known regarding the pathogenic pathways involved in the 
progression of this illness. According to various models used to describe viral expression during the latent phase, the 
virus may express proteins that mimic those typically expressed by the host cell to control propagation and cell apoptosis 
through checkpoints of the cell cycle or signal transduction activated by various kinases.41 The latent nuclear antigen 
(LANA), a multifunctional protein critical for the maintenance of viral latency and persistence in host cells, is encoded 
by open reading frame 73 (ORF73) of KSHV. LANA serves as an essential oncogenic driver through several mechan
isms: it tethers the viral genome to host chromatin, disrupts key tumor suppressor pathways involving p53 and 
retinoblastoma protein (pRb), and regulates both viral and cellular gene expression to promote cell survival and 
proliferation.41 High expression of ORF73/LANA is a hallmark of KSHV latent infection and is indispensable for the 
growth and survival of Kaposi’s sarcoma tumor cells.41 Other latent proteins, like v-cyclin and vFLIP (viral FLICE- 
inhibitory protein), disrupt the cell cycle and activate NF-κB, promoting cell proliferation and survival. KSHV also 
encodes homologs of cytokines and chemokines (eg, v-IL-6 (viral Interleukin-6), v-GPCR (viral G protein-coupled 
receptor)), which promote inflammation, angiogenesis, and a pro-tumorigenic microenvironment.39 Lytic cycle gene 
products—expressed in a minority of tumor cells—further support paracrine signaling, sustaining tumor growth and 
angiogenesis.39

In addition, according to various models used to describe viral expression during the latent phase, the virus may 
express proteins that mimic those typically expressed by the host cell to control propagation and cell apoptosis through 
checkpoints of the cell cycle or signal transduction activated by various kinases. The LANA protein of KSHV, which 
controls the ongoing survival of the virus inside host cells, is encoded by ORF73.42 Disruption of p53 function 
contributes to dysregulation of cellular growth and survival LANA may interact with GSK3 (eg, c-Myc and cyclin D) 
to further regulate the cellular localization of β-catenin and subsequent activation of proliferative genes. The lytic state of 
KSHV is produced by K-bZIP and RTA proteins, which are homologs of the virus, that is, the EBV BZLF1 and BRLF1 
early and direct genes. According to literature on EBV, both late and early proteins are required for virion maturation and 
viral replication.43,44

KSHV increases and amplifies IL-10 and IL-6 cytokine production, constitutively activating nuclear factor 
kappa B (NF-kB) and transcription factor STAT3.45,46 Recent studies by KSHV researchers have led to a model 
that explains how this virus contributes to the onset of Kaposi sarcoma by tracking the disease course using 
a battery of different diagnostic markers. The synergistic effects of the latent and lytic stages on disease severity 
are briefly discussed.47 Unfortunately, traditional therapies are often ineffective in patients with Primary Effusion 
Lymphoma (PEL).48 Therefore, a thorough understanding of the cellular processes (such as the fact that it 
maintains the course of the illness) is required to develop novel treatment techniques. By illuminating the cellular 
and viral processes associated with these cancers, researchers hope to enhance the therapeutic results of the 
existing medications.13

Using in vitro models, several pharmaceutical medicines have been shown to enhance (and prevent) the lytic 
state to suppress specific processes, such as apoptosis or autophagy. FDA-approved in 2003 for multiple myeloma 
treatment, bortezomib (BZT) has been shown to promote viral replication in KSHV-infected and EBV-infected 
B95.8 cells by modulating the ubiquitin-proteasome system and autophagy.49 Therefore, health care experts should 
consider the unusual side effects of this medicine. The effectiveness of therapy increases when it is combined with 
other medications.50 One of the routes investigated in this study is the autophagy system. By controlling the length 
of proteins and how quickly damaged organelles (such as the mitochondria) are degraded. How much space does the 
endoplasmic reticulum take up, and does this biological system maintain the cell in a steady state? In addition, 
chemoresistance is often associated with the dysregulation of autophagy, which occurs in several malignancies.51 

Usually, this process is responsible for the degradation of pathogens and maintenance of immune system function
ality. However, β-herpesviruses employ an autophagy mechanism to accelerate viral particle maturation and 
reproduction.51
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Emerging Nanomedicine Strategies Against KSHV-Related Cancers
Recent pharmacological investigations have demonstrated that certain drugs that constrain autophagy at either the early 
or later stages, such as chloroquine, work in concert with platinum-based cancer therapies to slow disease progression in 
patients. Therefore, finding a method to administer these pharmaceutical medications without using harmful solvents is 
essential. Many innovative approaches have been developed in nanomedicine and nanodevices to mitigate the unwanted 
pharmacological consequences of these therapies.52 In addition, the earliest medical applications of nanosystems were to 
improve the effectiveness of existing treatments by increasing their dosage and bioavailability. Several antiviral 
mechanisms of NPs have been identified. Some are obligatory, whereas others are intended to improve vaccination 
performance of vaccinations.53

Nanotechnology offers innovative strategies against KSHV-driven malignancies.54,55 Nanoparticles, such as poly
meric nanocarriers, facilitate targeted delivery of antiviral drugs or RNA-based therapeutics to KSHV-infected cells, 
enhancing stability, uptake, and tissue-specific targeting.56 Recent studies have demonstrated the efficacy of nano- 
formulated miRNAs in suppressing KSHV gene expression and tumor cell proliferation.55 Other platforms such as 
microneedle arrays loaded with pH-responsive nanoparticles, have achieved localized delivery of antiviral agents (eg, 
ganciclovir) with improved bioavailability and reduced off-target effects.54 Furthermore, nanoparticle-based biosensors 
enable sensitive detection of KSHV DNA, supporting diagnosis and monitoring.56

Challenges and Limitations in KSHV Nanotherapeutic Translation
Despite these advances, several challenges remain. Efficient and uniform nanoparticle delivery to all tumor sites is 
hindered by tissue barriers and tumor heterogeneity. Safety concerns include potential cytotoxicity, long-term nanopar
ticle accumulation, and possible immunogenic reactions.54 Current manufacturing standards for advanced delivery 
systems like microneedle arrays require further standardization and quality control.54 Additionally, clinical translation 
is complicated by inconsistent biodistribution, variability in patient immune status, and a lack of large-scale, long-term 
studies to assess efficacy and safety in diverse populations.54

Human Papillomavirus (HPV)
The HPV is a non-enveloped, double-stranded, circular DNA virus of the Papillomaviridae family that infects cutaneous 
and mucosal epithelia.57 HPV is one of the most common sexually transmitted infections (STIs) worldwide and is 
causally responsible for approximately 5% of all human cancers, particularly those of the cervix, anogenital tract, and 
head and neck regions.57 More than 200 varieties of HPVs have been characterized based on their DNA sequences, 
although only a subset is known to cause serious health issues. By infecting epithelial cells, HPVs are classified as 
cutaneous or mucosal HPVs. The anogenital, pulmonary, and oropharyngeal epithelia are infected by the final group of 
HPVs, making them important in cancer biology. At least 20 different HPV types have been associated with anogenital 
lesions, which are further divided into high-risk (HR-HPV) types that are associated with the risk of premalignant 
squamous and low-risk (LR-HPV) types. The HR-HPV types such as HPV-16 and HPV-18 are strongly associated with 
oncogenesis.57

Cervical cancer is the most common illness caused by HPV infection.58 In 2020, 342,000 women died of cervical 
cancer out of a total of more than 6,00,000. Cervical cancer is the 4th most frequent cancer in women globally, after 
breast, lung, and colorectal cancers.58 Cervical cancer is one of the leading causes of death in low-income countries.5 In 
addition, approximately 99% of malignant cervical lesions are caused by HR-HPVs, of which at least 70% are caused by 
HPV18 and HPV16.59 As most HPV infections are effectively cleared by the host immune system without causing 
clinical symptoms, persistent infection with high-risk HPV (HR-HPV) types is a necessary—but not sufficient— 
condition for the development of cervical cancer. Additional cofactors such as viral persistence, host genetic suscept
ibility, and immunosuppression are required for the progression from infection to malignancy.60

One strand of the circular DNA genome, comprising small, non-enveloped viruses (HPVs), is translated. The HPV 
genome is approximately 8 kb long. It is divided into three sections: the early area, which encodes all non-structural 
proteins from E1 to E7 for the regulation of expression of viral genes, as well as a few ones such as E1 and E2 involved 
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in the replication of DNA, and the latter involves encoding structural proteins, that is, L1 and L2, which are necessary for 
the development of the viral capsid and the long control region (LCR), which is required for transcription and 
replication.61 Although host proteins are not strictly required for HPV replication, they are still required. In humans, 
HPVs exclusively infect the epithelial cells (mostly keratinocytes). Only cells in the basal layer of the mucosa, where 
they first enter the body, have the potential to divide and multiply. Asymmetric cell division in the basal cells replenishes 
this cell pool. Two cells are produced because of this asymmetric division, one of which is used to replenish the basal cell 
population and the other leaves the basal layer. Terminally differentiated basal cells leave the cell cycle and DNA 
replication stops and transitions to the suprabasal layer. Cells specialize as they ascend to the skin’s surface but 
eventually die.62

This renewal mechanism in the stratified squamous epithelium of the cervix is intricately associated with the HPV life 
cycle. Sexual contact spreads HPV infection from a man’s anogenital area (mostly the scrotum, foreskin, glans, and 
corona sulcus) to the genital tract of a woman. Hair follicles or microabrasions allow HPVs to enter deeper layers, and 
from there, they go to the squamocolumnar junction, where there is only one layer of epithelial cells. HPV binds to the 
L1 capsid protein and infects basal cells by interacting with proteoglycans that contain heparan sulfate. Both laminin-5 
and laminin-6, which promote cell adhesion and act as cellular co-receptors for HPVs, are released by the keratinocytes. 
Virus particles enter keratinocytes after specific binding at the cell surface via the actin cytoskeleton-dependent endocytic 
pathway.63 According to Popa et al (2015), the HPV capsid is destroyed inside basal cells, the viral DNA is covered in 
the L2 protein, the blisters are packed, and the virus is then transferred to the nucleus, where the nuclear envelope is 
broken down during early mitosis. Promyelocytic leukemia nuclear bodies, also known as promyelocytic oncogenic 
domains, interact with the HPV L2 protein complex genome during mitosis and nuclear membrane reformation.64 

Transcription and replication of HPV and other DNA viruses occur in these nuclear bodies.5

The copies of the viral genome in episomes remain low in infected basal cells during the initial phases of HPV 
replication.65 HPV DNA replication requires an interaction between the E1 and E2 proteins of the virus and host DNA 
replication machinery. The E2 Transcription factor recruits DNA helicase E1 to the replication fork of the virus when it 
binds to specific locations on the LCR DNA. This allows the assembly of the DNA replication complex. The viral 
genome replicates modestly early in HPV infection, with approximately 50–100 copies of viral DNA per cell. Persistent 
infection caused by HPV requires the continuous production of viral DNA in host cells. A large amount of the HPV 
genome is produced when basal cells move towards the epithelial region. This causes the development of progeny 
viruses, which are shed in the form of virion-laden squames from the infected epithelia. However, the HPV genome is 
frequently incorporated into the DNA of host cells in premalignant and malignant cervical lesions. The viral life cycle 
terminates when HPV DNA is integrated because it can no longer produce contagious particles.5 To what extent can HPV 
maintain DNA replication in cells that have stopped dividing? Infected, growth-arrested host cells can actively multiply 
HPV due to the virus’s sophisticated tactics to avoid apoptotic signals. Early E5, E6, and E7 proteins.5

HPV-Driven Carcinogenesis Mechanism
In contrast to HPV E6 and E7 oncoproteins, the role of HPV E5 in carcinogenic alterations of the cervical epithelium is 
not well understood. E5, a short hydrophobic polypeptide produced by both low- and high-risk HPV strains, influences 
vital processes in cancer development. As previously mentioned, the E5 oncoprotein is involved in HPV-driven cellular 
transformation during the nascent phase of cervical carcinogenesis’s nascent phases.66 When HPV DNA integrates into 
the host genome, the viral oncoproteins E6 and E7 are upregulated while the E2 and E5 genes are lost.66 The persistent 
expression of E6 and E7 leads to immortalization of HPV-infected cells, induction of genomic instability, inhibition of 
apoptosis, and continued replication of HPV DNA.61.

Furthermore, P53 activity is associated with transformation characteristics of HR-HPV E6. p53 is a TSG that is 
altered in almost half of all human cancers. By inhibiting the division of cells with impaired DNA and inducing 
programmed cell death in cancer cells, P53 slows the growth of tumors. When DNA breaks in dividing cells, a critical 
mechanism called DNA repair prevents cancer development. The modulation of cellular transformation by E6 results in 
the accumulation of damaged DNA and genome instability.67 This is primarily caused by the absence of effective P53- 
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initiated DNA repair and downregulation of apoptosis in HPV-infected cells. Murine Double Minute 2 (MDM2), an E3 
ligase, keeps P53 protein at low levels in healthy cells.5

In addition, P53 accumulates in the nucleus in response to genotoxic stress due to the confluence of cues that work 
together to inhibit MDM2. P53 is homo-tetramerized and functions as a transcription factor that regulates gene 
expression during several cellular activities, including apoptosis, cell cycle arrest, and DNA repair. In the G1 phase, 
cell cycle arrest is induced by stimulating of the P53 pathway, which provides cells with a chance to restore their 
impaired DNA. However, P53 initiates apoptosis when sufficient DNA impairment is found. Insufficiency of the P53 
protein ensures that HPV-infected cells do not undergo activation of these anti-stress biological activities. When the E6- 
associated protein (E6AP) associated with ubiquitin ligase binds to HPV E6, the complex attracts P53 and promotes 
P53’s ubiquitinylation and subsequent destruction by the proteasome. The HPV E6 oncoprotein inhibits p53 activity 
through multiple mechanisms in addition to promoting its proteasomal degradation. E6 interferes with the transcriptional 
activity of p53 by preventing its phosphorylation and by inhibiting the binding of the coactivator CBP/p300. This 
disruption shifts the CBP/p300 complex from an activating to a repressive state, thereby preventing p53-dependent gene 
transactivation and weakening p53’s ability to induce cell-cycle arrest and apoptosis.68

Consequently, P53 and p300 suppress the expression of Ataxia Telangiectasia and Rad3-related (ATR), a gene that 
encodes phosphatidylinositol 3-kinase, which is crucial for the restoration of UV-impaired DNA. HPVs types 5 and 8 
may be associated with non-melanomic skin cancer because E6 upregulates P300 and ATR while simultaneously 
inhibiting the development of thymine dimers, which increases the carcinogenic impending of UV rays. Infected 
keratinocytes require HPV E6 for survival. Diverse proteins in the cell are responsible for E6’s immortalizing 
effects.65 Figure 2 demonstrates the oncogenic behavior of HPV oncoproteins E6 and E7 and their effects on host cell 
cycle regulation.

Disruption of the pRB pathway and overexpression of telomerase reverse transcriptase (TERT) contribute to the 
immortalization of normal keratinocytes. E6 from oncogenic HPVs activates the TERT promoter in cervical cells, 
increasing TERT activity and is necessary for cervical carcinogenesis.51 It is generally known that E7, another important 
oncogene, is responsible for the cervical epithelium’s malignant transformation.51 It is a mandatory oncoprotein for 
transcription in the host, affecting immune evasion and irregular cell cycle progression. E7’s influence on the pattern of 
expression of host genes is mediated by interactions with many transcription factors and chromatin remodeling 
complexes.51 These interactions allow E7 to exert a far-reaching effect on the expression patterns of the host genes. 

Figure 2 Oncogenic behavior of E6 and E7.
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The cooperation between E7 and the pRB family was significant.65 The pRB tumor suppressor is well recognized as an 
essential for the regulation of cellular processes such as cell cycle progression and cell death.65 To release transcription 
factor E2F and activate the genes necessary for entering the S-phase of the cell cycle, E7 controls the proteasomal 
degradation of pRB.65

The initial proteins, E5–E7, produced by HPVs are crucial for the malignant transformation of the cervical epithelium 
because they play a crucial role in the life cycle of HPV. Critical cell cycle checkpoints are inhibited and these proteins 
increase host genomic instability.69

In addition, other HPV proteins are also partially responsible for the cervical transformation. In human keratinocytes, 
the intermediate filament network collapses when HPV16 E4 interacts with the cytokeratins. CIN-I (Cervical intrae
pithelial neoplasia grade I) or LSIL (low-grade squamous intraepithelial lesions) are pre-cancerous squamous lesions in 
the tissue of cervical that can develop to HSIL (high-grade squamous intraepithelial lesions). This stage includes the 
earlier entities CIN2, CIN3, moderate and severe dysplasia, and ultimately, cervical. pRB, a tumor suppressor, is well 
recognized as a crucial regulator of cellular processes such as cell cycle propagation and cell death. To release 
transcription factor E2F and activate the genes necessary for entering the S-phase of the cell cycle, E7 controls the 
proteasomal degradation of pRB. The early proteins E5 to E7 produced by HPVs are crucial for the malignant 
transformation of the cervical epithelium because they play an essential role in the life cycle of HPV.70 Cigarette 
smoking64 and alcohol use71 are two additional cancer risk factors that support maintenance of chronic HPV infection. 
HPV infection also causes persistent inflammation, which plays an important role in cancer progression of cancer.72 Pro- 
inflammatory factors have been implicated in the progression of humans.51

Nanoparticle-Based Strategies for HPV Management
Nanotechnology is revolutionizing the management of HPV-associated cancers by introducing advanced diagnostic, 
therapeutic, and vaccine modalities. Nanoparticle platforms, including inorganic (gold, silver, silica, zinc oxide), 
polymeric, and lipid-based carriers, have enabled targeted drug delivery, gene therapy, and immune modulation with 
higher specificity and reduced systemic toxicity compared to conventional treatments.73 Recent innovations include 
nanoparticle-assisted gene editing (such as CRISPR/Cas9 and siRNA (small interfering RNA) payloads) targeting HPV 
E6/E7 oncogenes.73 For example, PEGylated liposomes and pH-responsive cationic nanoliposomes have been shown to 
deliver CRISPR/Cas9 complexes efficiently to cervical cancer cells, achieving precise genome editing with minimal off- 
target effects and significant tumor inhibition in vivo.73,74

Nanovaccines are a major focus, leveraging nanoparticles (eg, PLGA (poly(d, l-lactic-co-glycolic acid)), lipid-based, 
virus-like particles) as carriers for peptide, mRNA, or protein antigens.75 Clinical trials have assessed several nanovac
cine candidates such as BNT113 (RNA-lipoplex) and PDS0101 (lipid nanoparticle with E6/E7 peptides), in patients with 
HPV-positive cervical and head-and-neck cancers, often in combination with immune checkpoint inhibitors.76 These 
formulations enhance antigen uptake, promote dendritic cell maturation, and trigger robust cytotoxic T-lymphocyte 
responses, leading to improved tumor regression and survival rates compared to traditional vaccine approaches.75

Additionally, nano-enabled biosensors, such as graphene oxide and carbon nanotube composites functionalized with 
DNA probes, have markedly increased the sensitivity and specificity of molecular HPV detection, enabling rapid and 
reliable diagnosis of HPV infections and associated malignancies at early stages.77 Advances in multiplexed colorimetric 
and electrochemical biosensing further support point-of-care testing and population-based screening for high-risk HPV 
subtypes.78

Challenges and Limitations in HPV Nanotherapeutics
Despite this progress, multiple biological and technological hurdles limit the clinical translation of HPV nanotherapeu
tics. Biological barriers include inefficient nanoparticle penetration through tumor tissue, complex interactions with 
stromal and immune cells, and rapid clearance by the reticuloendothelial system.73 Tumor heterogeneity and the 
immunologically “cold” microenvironment of advanced cancers can lead to variable therapeutic efficacy and resistance, 
complicating uniform outcomes in patient cohorts.73
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Safety concerns persist around nanotoxicity, encompassing oxidative stress, inflammation, and DNA damage caused 
by certain nanoparticle formulations.79 Long-term effects such as bioaccumulation, off-target toxicity, and unexpected 
immune activation must be exhaustively characterized in diverse patient populations using advanced models (eg, 
organoids, immunocompetent animals).73 Regulatory challenges include the lack of standardized guidelines for nano
particle safety assessment, as well as batch-to-batch variability due to complex synthesis conditions, which impedes 
reproducibility and large-scale manufacturing.79 As noted in recent reviews, the absence of unified international protocols 
for evaluation, approval, and monitoring remains a significant bottleneck for bringing nano-enabled HPV therapies into 
routine clinical practice.73

Future research should prioritize optimizing delivery routes, minimizing immunogenicity and toxicity, enabling 
scalable production, and establishing stringent regulatory frameworks for reliable integration of nanomedicines targeting 
HPV-driven cancers.79 Such advances hold promise for improving outcomes and broadening patient access to precision 
HPV diagnostics and therapeutics.

Hepatitis Viruses
HCV infection also ranks highly among the causes of chronic liver disease. Approximately 71 million people worldwide 
were chronically infected with human immunodeficiency virus (HIV) before the advent of direct-acting antivirals 
(DAAs) treatment.80 Achieving a persistent virologic response, often known as SVR or virological cure, is associated 
with a significantly reduced risk of developing hepatocellular carcinoma (HCC). A meta-analysis of results from cohorts 
receiving interferon-based therapy revealed a decline in the likelihood of HCC recurrence of more than 70% after SVR, 
regardless of the degree of underlying hepatic fibrosis. Despite the continued high risk, individuals with cirrhosis also 
show a remarkable decrease.81 The landscape of HCV-induced HCC caused by HCV has changed due to new DAAs, and 
numerous studies have shown that patients who achieve SVR after taking DAAs have a considerably lower chance of 
developing HCC.82 Elderly, Hispanic ethnicity, male sex, obesity and diabetes, genotype 3 HCV, smoking, alcohol abuse, 
and co-infection with HBV or HIV are additional factors that enhance the developmental risk of residual HCC in patients 
with HCV. A developing substantiation advocates that a combination of these indicators may enhance risk stratification 
and aid in the identification of patients whose risk of HCC is still present despite SVR.83

However, viruses, immune cells, and genetic susceptibility play unique, but complementary, roles in the complicated 
process of hepatic carcinogenesis. HCC progression has been associated with chronic inflammation of the liver, 
deregulation of cell signaling, and oxidative stress. Oncogenic viruses often interact with host factors (such as 
immunological dysregulation) to generate preneoplastic illnesses rather than cancer.84 In the hepatic niche, prolonged 
inflammation caused by viral infection directly results in enhanced production of reactive oxygen species (ROS) and 
proinflammatory cytokines.85 According to some researchers, platelet dysfunction and other irregularities in hemostasis 
can be factors in the development of hepatic cancer.86

Hepatitis B Virus
HBV is a partially double-stranded DNA virus of the Hepadnaviridae family, responsible for acute and chronic liver 
infection and a major global health burden.87 With over 296 million chronic cases worldwide, HBV is a leading cause of 
cirrhosis and HCC.87 HBV can be incorporated into the DNA of hepatic cells, resulting in chromosomal rearrangement, 
genome instability, and mutations in tumor suppressor and proto-oncogene genes.88 In the absence of cirrhosis, this 
appears to be the primary mechanism by which HBV leads to HCC.89

Molecular Mechanisms Underlying HBV -Induced Tumorigenesis
Oncogenic transformation linked to HBV is multifactorial and involves both direct and indirect pathways. Chronic 
infection triggers persistent hepatic inflammation and regeneration, which drive genetic and epigenetic changes in 
hepatocytes. Directly, the HBV genome can integrate into host DNA, causing disruption or activation of cellular 
genes, particularly those controlling cell cycle and apoptosis. The viral HBx protein is a key effector, known to 
transactivate cellular oncogenes, inhibit tumor suppressor genes (eg, p53), and alter signaling pathways, facilitating 
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malignant transformation and promoting HCC. Additionally, sustained immune-mediated hepatocyte turnover and 
microenvironmental changes further increase cancer risk.

In addition, in patients with cirrhosis, various variables are involved in the progression of HBV-associated HCC. 
Beginning with the NF-kappaB, Raf, c-Jun, MAPK, Jak-Stat, FAK, and protein kinase C pathways, phosphatidylinositol- 
3 kinase signaling cascades, the Src-dependent, and the PI3K/Akt pathway, the HBV-expressed X protein interacts with 
a variety of signal transduction and transcription factors.89

Furthermore, tumor-suppressing genes are silenced, and chromosome instability is induced by HBx, which also 
causes hyper-or hypomethylation of genomic DNA.89 It has both pro- and anti-apoptotic effects, and has been shown to 
increase TERT expression and telomerase activity.90 Dysregulation of IGF-II11 is associated with the HBx protein. These 
mechanisms culminate in unconfirmed cell proliferation and malignancy.91

The utmost essential uncontrolled pathways are the PI3K/Akt/mTOR, Wnt/FZD/-catenin, IRS1/IGF1, and MAPK 
(Ras/Raf/mitogen-activated protein kinases) routes. As a regulator of stem cells, WNT connects with LRP and FZD to 
prevent β-catenin degradation. Catenin then enters the nucleus and combines with T-cell-specific transcription factor/ 
lymphoid enhancer-binding factor (TCF/LEF) to activate transcription. Unregulated liver cell proliferation, survival, and 
HCC lead to the synthesis of WNT target genes.91 The same outcome as WNT activation is obtained by upregulating 
PI3K/AKT and Ras/ERK1/2, which lead to the overexpression and activation of cyclin D1, c-Myc, and NF-B, 
respectively. In addition, HBV-induced FasL exposure caused by HBV causes hepatocytes to undergo increased 
apoptosis and compensatory regeneration.92 In Asian countries, aflatoxin exposure and HBV infection are frequently 
coupled. In these circumstances, mutations in the p53 tumor suppressor gene, which is a gatekeeper characterize HBV- 
related carcinogenesis.93

Emerging Nanomedicine Strategies Against HBV-Related Cancers
Nanotechnology offers promising solutions for HBV diagnosis, drug delivery, gene therapy, and immunization. 
Nanoparticles including lipid-based, polymeric, and biomimetic systems, can deliver antiviral agents (such as nucleos
(t)ide analogues or siRNA), increasing drug bioavailability, targeting hepatocytes, and overcoming resistance.94 Polymer 
and lipid nanoparticles can also encapsulate gene-editing tools, such as CRISPR/Cas9, or siRNAs for targeted degrada
tion of viral covalently closed circular DNA (cccDNA) or silencing of key viral transcripts, achieving potent HBV 
inhibition in preclinical studies.94 Biomimetic nanoparticles guided by peptide ligands (eg, PreS/2-21) further enhance 
hepatocyte-specific delivery, gene editing precision, and immune evasion.94 Metal nanoparticles and microfluidic plat
forms have also improved biosensing and early detection of HBV antigens at the point of care.

Challenges and Limitations in HBV Nanotherapeutic Translation
Despite these advances, several translational obstacles remain. Biological barriers, including complex liver architecture 
and rapid clearance by Kupffer cells, can limit nanoparticle distribution and therapeutic efficacy.94 Long-term safety 
concerns involve nanoparticle accumulation, hepatotoxicity, immune activation, and non-specific uptake.94 Gene-editing 
approaches targeting HBV cccDNA or integrated genomes must be assessed for off-target effects, delivery efficiency, and 
sustained antiviral action.94 Regulatory, manufacturing, and cost-related hurdles complicate clinical adoption; batch-to- 
batch variability and scalability of multifunctional nanoparticles need to be resolved for widespread implementation. 
Robust preclinical models that recapitulate the complexity of chronic HBV infection and associated metabolic comor
bidities are urgently needed to validate nanomedicine strategies.94 Finally, multi-omics-guided personalization and 
durable suppression of chronic infection without toxicity remain ambitious but achievable goals for the field.95

Hepatitis D Virus
HDV is a small, defective, circular single-stranded RNA virus and the causative agent of hepatitis D, a severe form of 
viral hepatitis that only occurs in individuals co-infected with HBV.96,97 HDV requires the hepatitis B surface antigen 
(HBsAg) provided by HBV for its assembly, replication, and infectivity.98 HDV infection affects approximately 
12–20 million people globally and is linked to rapid progression of liver disease, including cirrhosis and HCC.99
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Molecular Mechanisms Underlying HDV -Induced Tumorigenesis
HDV drives oncogenesis primarily through chronic hepatic inflammation, immunological dysregulation, and persistent 
liver injury, leading to fibrosis and ultimately HCC.100 Molecular studies show that HDV-infected livers exhibit 
upregulation of pathways for DNA damage response, cell cycle progression, and genomic instability, including distinct 
signatures for sonic hedgehog, GADD45, and mitotic checkpoint control.100 HDV exerts oncogenic synergy with HBV, 
with transcriptomic analyses demonstrating more pronounced genetic instability and more aggressive malignancy than 
HBV or HCV alone.100 Additionally, HDV proteins can alter immune surveillance, cell proliferation and apoptosis, 
facilitating transformation of hepatocytes into a chronic inflammatory microenvironment.100,101

Other processes, such as changes in the immune system response, epigenetic alterations, or ER oxidative stress, may 
be associated with HDV infection. HDV disrupts the above-mentioned pathways (Smad3, TGF, STAT3, NF-102 to 
increase cell survival, cell proliferation, and malignant formation. Additionally, HDV prevents an immunological 
reaction to IFN, which prolongs cell life.103

Emerging Nanomedicine Strategies Against HDV-Related Cancers
Nanotechnology offers promising avenues for HDV management, primarily via advanced drug delivery systems and 
diagnostics. Polymeric, lipid, and inorganic nanoparticles are being investigated for targeted hepatic delivery of experi
mental anti-HDV agents such as entry inhibitors, nucleic acid analogues, and siRNA/CRISPR-based therapies.104 

Nanocarrier platforms may enhance antiviral compound bioavailability, improve selective uptake by liver cells, and 
minimize systemic toxicity.105 Additionally, nanoparticle-based biosensors facilitate rapid, sensitive detection of HDV 
RNA and antigens in patient samples, supporting earlier diagnosis and treatment monitoring.106 Surface-modified 
nanoparticles and ligand-targeted approaches are under development to refine specificity and reduce off-target 
accumulation.106

Challenges and Limitations in HDV Nanotherapeutic Translation
Implementation of nanotechnology for HDV remains limited by biological barriers, uncertain safety, and regulatory 
complexities. Nanoparticle biodistribution in the liver, rapid clearance, and potential immune activation pose translational 
risks.107 Toxicity from off-target effects (eg, oxidative stress, inflammation) and long-term bioaccumulation remain 
inadequately evaluated, especially for chronic therapies.73 Manufacturing and scale-up challenges such as reproducibility, 
stability, and regulatory approval, further constrain the clinical use of nanocarriers.105 The rarity of HDV, diverse patient 
liver microenvironments, and co-infection with HBV complicate trial design, personalization, and broad adoption, 
highlighting the need for harmonized safety testing, multi-center collaboration, and long-term biosurveillance.104 

Hepatitis C Virus
HCV is a single-stranded, positive-sense RNA virus within the Flaviviridae family that primarily infects liver cells 

(hepatocytes).108 HCV is transmitted mainly through blood-to-blood contact and represents a major global health 
challenge, with approximately 58 million people chronically infected and 1.5 million new cases annually.108 Acute 
infection progresses to chronic hepatitis in the majority of cases, leading to liver fibrosis, cirrhosis, and HCC.108

Molecular Mechanisms Underlying HCV -Induced Tumorigenesis
In contrast to the Hepatitis B virus, human cytomegalovirus does not bind to human DNA. Three main routes are 
implicated in HCV-induced hepatocarcinogenesis brought on by HCV: immune response deregulation, alterations in the 
function of antigen-presenting cells, and chronic inflammation.109

HCV’s oncogenicity is multi-factorial. Chronic infection induces persistent inflammation and immune-mediated 
tissue injury, driving fibrosis and ultimately cirrhosis.110 HCV proteins including core, NS3, NS5A, and NS5B, modulate 
host signaling pathways involved in cell proliferation, apoptosis, oxidative stress, and lipid metabolism.110 Notably, the 
HCV core protein and non-structural proteins interfere with key tumor suppressors (such as p53 and Rb), disrupt cell 
cycle regulation, and activate Wnt/β-catenin and NF-κB pathways, fostering an environment conducive to hepatic 
malignant transformation.110 The high mutation rate and formation of quasispecies allow HCV to evade immune 
clearance and sustain chronic infection.110
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Furthermore, when the viral protein NS5A interacts with cellular elements,111 two critical cellular processes are 
altered: protein synthesis (because ER activity is pushed toward the creation of viral proteins instead of cellular proteins) 
and cell division.112 Oxidative stress is induced by accumulation of fatty acids (long chains) and cholesterol in virus- 
infected cells. This damage to endoplasmic reticulum function, in turn, triggers the activation of the NFkB pathway.113

In addition, the NRF2-kelck-like ECH-associated protein (KEAP), PI3K-mTOR pathway, angiogenesis, cancer stem 
cells, and receptor tyrosine kinases are among the downstream pathways that TERT, p53, catenin, Rb, remodeling of 
chromatin/modifications of epigenetics, hepatocyte differentiation, and HBV-related carcinogenesis follow.109 The NS3 
proteins and HCV core may also increase pro-cancerous cytokines such as IFN, IL-1, IL-6, and TNF.

Emerging Nanomedicine Strategies Against HCV-Related Cancers
Nanotechnology is transforming HCV management through innovations in targeted drug delivery, molecular diagnostics, 
and vaccine development. Nanoparticle formulations including polymeric, lipid-based, and inorganic carriers, enhance 
the stability, hepatic targeting, and effectiveness of DAAs, siRNA, and anti-HCV combinations, allowing for reduced 
dosage and systemic toxicity.114 For example, nanoparticles functionalized with galactose or hyaluronic acid ligands 
facilitate hepatocyte-specific delivery of anti-HCV therapeutics.114 Nanoparticle-based RNA interference strategies have 
shown potent inhibition of HCV replication and protein expression in preclinical models.115 Furthermore, nanoparticle- 
supported biosensors including gold nanoparticles and quantum dot platforms, enable rapid, sensitive, and multiplexed 
detection of HCV RNA and antigens in clinical samples, improving early diagnosis and monitoring.114 Nanoparticle- 
based HCV vaccines (especially those presenting the E1E2 glycoprotein complex) are being investigated for their ability 
to induce strong humoral and cellular immunity, although clinical translation remains pending.116

Challenges and Limitations in HCV Nanotherapeutic Translation
Key challenges for HCV nanomedicine include biological barriers to liver-specific delivery, potential nanotoxicity, 
immune responses, and long-term biosafety concerns.114 The rapid hepatic clearance, non-specific uptake by the 
reticuloendothelial system, and variability in patient microenvironment limit therapeutic efficacy and consistency.114 

Adverse events linked to certain nanoparticle types include oxidative stress, inflammation, and unintended cellular 
injury.114 Manufacturing standardization, regulatory approval, and batch reproducibility remain obstacles to clinical 
translation and large-scale production.114 Another critical roadblock is the absence of an effective, licensed HCV vaccine 
despite promising nanoparticle-based approaches.114 Overcoming these issues requires improved nanoparticle design, 
robust preclinical models, and harmonized international guidelines for nanomedicine evaluation.117

Nanoparticles and Human Viral Infection
Viruses are among the most impactful disease-causing agents with high pandemic potential, as demonstrated by the 
global burden and economic costs of repeated epidemics and outbreaks.118 The most common viral disease outbreaks in 
humans are associated with animal reservoirs.119 Around 11 of the 14 notable epidemics that humanity has encountered 
globally over the past 120 years have been caused by viruses. In addition, several viral diseases and infections, such as 
the common cold, can result in significant economic losses worldwide, apart from significant morbidity and mortality 
rates.120 Influenza A and B viruses, metapneumovirus, parainfluenza viruses, rhinovirus, coronavirus, enterovirus, and 
syncytial respiratory viruses are the primary viruses that cause lower respiratory tract infections.121

Conventional antiviral treatments often suffer from poor target specificity, drug resistance, and undesirable side 
effects, necessitating the development of more effective alternatives.114 Nanotechnology presents a promising frontier in 
viral disease management by enabling the design of NPs with tunable physicochemical properties that facilitate advanced 
antiviral strategies. The versatility of NPs arises from their ability to directly inactivate viruses, inhibit viral attachment 
and entry through receptor blocking, deliver antiviral drugs and genetic material precisely to infected cells, and even 
modulate host immune responses.114 Recent studies report that gold, silver, silica-based, polymeric, and lipid-based NPs 
can be engineered for multifunctional antiviral and vaccine applications, significantly improving bioavailability, max
imizing tissue targeting, and reducing systemic toxicity.122 NP-enabled point-of-care diagnostics, including biosensors 
and rapid antigen tests, have become essential for timely virus detection, outbreak control, and pandemic 
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preparedness.122 Few viruses, such as MERS, respiratory syncytial virus, and influenza A virus, have been treated with 
NPs. NPs used to treat viral infections are frequently inorganic and functionalized, and are used first as antimicrobials 
alone and then as antimicrobials plus nanocarriers.123 The principal types of nanoparticles used in cancer therapeutics are 
visually summarized in Figure 3, which categorizes nanoparticles based on composition and biomedical application.

Antiviral techniques mediated by nanoparticles can be subdivided into four major groups: inactivation of viruses, 
blockage of viral entry, suppression of viral replication, and inhibition of apoptosis. While most existing data come from 
in vitro studies, there is increasing emphasis on in vivo research including inhaled and intranasal nanomedicines for 
respiratory viruses, to assess bio-distribution, targeted delivery, and safety in physiological contexts.114

One significant recent advancement is the success of lipid nanoparticles in vaccine technology, notably in the 
Messenger RNA (mRNA) vaccines developed for SARS-CoV-2, which have demonstrated high efficacy, rapid scal
ability, and strong immune activation.124 Nanocarriers such as dendrimers and polymeric NPs are also being investigated 
for nucleic acid delivery (eg, siRNA, DNA, mRNA) against emerging and persistent viral threats, enabling genome-level 
intervention and long-lasting immunity.124. The contribution of nanomedicine to SARS-CoV-2 infection is significant. 
SARS-CoV-2 has resulted in millions of illnesses and fatalities125 and is developing as a major risk to healthcare and 
a global budget of.126

Recent advances in nanotechnology have revealed multiple, distinct mechanisms by which nanoparticles exert 
antiviral effects. Inorganic nanoparticles such as silver nanoparticles (AgNPs), gold nanoparticles (AuNPs), zinc 
oxide, and cerium oxide inactivate viruses through direct binding to viral envelopes or capsids, generation of ROS 
that damage viral proteins and nucleic acids, and disruption of viral entry into host cells.127 These effects have been 
demonstrated against both enveloped viruses (eg, influenza, herpes simplex, coronaviruses) and non-enveloped viruses, 
though the latter often require longer exposure or higher concentrations for inactivation. Specifically, nanoceria (CeO2) 
disrupts viral lipid bilayers and adsorbs viral nucleic acids, effectively inactivating a broad range of pathogens.127

Nanoparticles also serve as efficient drug and nucleic acid delivery vehicles, improving stability, cellular uptake, and 
targeted release of therapeutics.122,128. Polymeric, lipid-based, and dendrimer nanoparticles have been successfully used 
to deliver antiviral drugs, mRNA vaccines, and gene-silencing agents (eg, siRNA) with precise tissue targeting and 

Figure 3 Types of nanoparticles used in cancer therapeutics.
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controlled release For instance, the lipid nanoparticle platforms used in mRNA COVID-19 vaccines have set a new 
standard for rapid vaccine deployment and robust immune activation.122

Clinical studies and early-phase clinical trials have begun to translate these nanotechnologies into real-world antiviral 
therapies.128 Nanoparticle-based formulations of established antiviral drugs have demonstrated improved viral suppres
sion and immune responses in patient populations with HIV and viral hepatitis, and nanoparticle-based peptide and 
subunit vaccines have been shown safe and immunogenic in recent trials against dengue and COVID-19.128 

Immunomodulatory nanoparticles, such as VLPs or nanocarriers loaded with Toll-like receptors (TLR) agonists, are 
actively being developed to boost host antiviral defense mechanisms and provide cross-protection against viral 
variants.128

Nanotechnological strategies for combating viral infections can be broadly classified into three core categories: 
diagnostic technologies, vaccine platforms, and therapeutic interventions.129 Recent advances include the engineering of 
ACE2-coated quantum dots and surface-functionalized nanoparticles. These innovations have been utilized not only for 
developing rapid point-of-care viral diagnostics and biosensors but also for producing personal protective equipment 
(such as antiviral gloves, masks, and nasal filters) and even antiviral chewing gum capable of binding and neutralizing 
respiratory pathogens like SARS-CoV-2, thereby preventing viral transmission.129 Viral gastroenteritis, especially in 
Western countries,130 is most frequently caused by rotavirus, norovirus, and adenovirus, and is associated with major 
health and economic burdens. Importantly, the mortality rate for viral diarrhea is inversely correlated with a country’s 
level of socioeconomic development, reflecting disparities in healthcare access and sanitation.131 While nanoparticle- 
based therapies remain under exploration, certain nanoplatforms such as gold/copper sulfide (Au/CuS) core/shell 
nanoparticles, have shown efficacy in inactivating norovirus GI.1 in vitro,124 and novel nanoparticle-based vaccines 
(eg, rotavirus VP6-ferritin NPs and norovirus-rotavirus recombinant PEG NPs) have exhibited promise in preclinical 
models.131

Although these approaches are promising, translational challenges remain. Two critical concerns for oral and 
gastrointestinal nano-therapies are: (1) the interactions between administered nanoparticles and the intestinal mucosa, 
which can affect absorption and host-microbiome dynamics; and (2) the need to fully evaluate the impact of NPs on 
natural ecosystems, given their persistence, potential toxicity, and wide dispersibility. The ideal delivery route for 
antiviral nanoparticles targeting enteric viruses is oral administration, pending rigorous in vivo validation.124 The 
therapeutic approaches utilizing nanoparticles for airways viral infections are systematically outlined in Table 1, 
including key sites of action, viral targets, and types of nanoparticles employed.

STIs caused by viruses including HSV, HIV, HBV, and HPV represent a significant global health challenge. 
Additionally, HCV has become increasingly important due to changes in risk behaviors.138 Many of these infections 
remain incurable, emphasizing the urgent need for advanced antiviral therapies. While current HIV treatments rely on 
combination antiretrovirals—targeting integrase, CCR5, fusion/entry, protease, and reverse transcriptase—resistance and 
treatment failure remain major obstacles.139

In this context, NP-based strategies have been developed for HIV and other STIs, utilizing a range of mechanisms: 
viral inactivation, entry inhibition, cryoprotection, suppression of viral replication, and even breaking viral latency.134 

Table 2 provides an overview of nanoparticle-based strategies for treating STIs with viral etiology, listing sites of action, 
target pathogens, and nanoparticle formulations. Among the most practical and near-term applications is the incorpora
tion of nanoparticles into topical products (eg, lubricants), providing local protection against sexual transmission.134 

Since the use of NPs related to non-CD4+T cells has not proven to be effective in eliminating the infection and its use to 
prevent viral invasion, damage the virus, and worsen the situation, the use of NPs to treat HIV is still under 
consideration.139 Resistance to antiretroviral medication may be the leading cause of HIV treatment failure may turn 
out to be antiretroviral medication resistance. However, for systemic antiviral use, in vivo studies, clinical trials, and 
mechanistic investigations are essential to verify efficacy, safety, and targeted delivery for each virus type.134

Herpes genitalis, resulting from HSV-1 or HSV-2 infection, remains difficult to eradicate due to the viruses’ ability to 
establish latency in sensory nerves and to reactivate under various conditions.142 Nanoparticle-based approaches, 
particularly silver, gold, and dendrimer nanoparticles, have shown promising results in inhibiting HSV infection by 
directly inactivating virions, blocking viral entry, and interfering with replication largely in in vitro studies.142 Translation 
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Table 1 Nanoparticles for Airways Viral Infections Treatment Methods

Site of Action Anti- 
Tumor 
Activity

Virus Dimension Cancer Cell Line Type of 
Nanoparticles

References

Viral deformation blockage and 

inhibition of apoptosis a,***

˂10 Influenza 

A virus 
(subtype 

H1N1)

3 MDCK AgNPs 

conjugated with 
oseltamivir

[131]

˂20 3 MDCK AgNPs 
conjugated with 

zanamivir

Blockage of viral entry a,* ˂1 14 MDCK Au NPs with sialic 

acid

[131]

˂1 1-1000 MDCK/C57BL/6 mice Liposome loaded 

either glycan 
sialyneolacto- 

N-tetraose

Viral deformation blockage and 

inhibition of apoptosis a,**

˂50 82 MDCK Se Nanoparticles 

conjugated with

[132,133]

˂20 70 MDCK Se NanoParticles 

conjugated with

˂20 65 MDCK Se NanoParticless 

conjugated with

˂10 100 MDCK Se NanoParticles 

conjugated with

Blockage of viral entry a,* ˂5 H1N1, H3N2, 

H9N1) subtype

154±57 MDCK AuNPs porous [134]

Infection inhibition a,* ˂5 H1N1, H3N2, 

PR8, B-Bris and 

B –shan) 
subtype

4±1 MDCK AuNPs 

conjugated with 

MES

[32]

Viral replication inhibition a,* ˂5 ˃5 MDCK TiO2 NPs 

conjugates with 
polylysines

[134]

Viral inactivation a,* 20 18 MDCK ZnO NPs 
conjugated with 

PEG

[135]

Viral replication inhibition b,* 0 Respiratory 

syncytial virus

10 A549, human alveolar 

type II like epithelial cell 

and HEp-2/BALB/c mice

AgNPs [136]

Blockage of viral entry a,* ˂5 20 HEp-2 AgNPs with 

curcumin

[136]

Viral deformation or/ viral 

inactivation b,*

0 2.5±0.7 HeLa AuNPs [136]

Blockage of viral entry a,* 0 MERS 54±18 - Au nanorod [137]

Notes: *Role of nanoparticles: Antimicrobial activity **Role of nanoparticle: Antimicrobial and nanocarrier. a Mode of study: In vitro. b Mode of study: In vitro/In vivo.
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Table 2 Nanoparticles for Therapeutic Methods Against STIs with Viral Infections

Site of Action Anti- 
Tumor 
Activity

Virus Dimension Cancer Cell Line Type of Nanoparticles References

Cyto-protection a* 0 HIV 1-10 Hut-CCR5 AgNPs coated with PVP [140]

Viral inactivation a* 0 13-123 HOS.T4293T Au NP coated with peptide 

triazoles

[141]

Infection inhibition a* 0 2 MT4 AuNPs coated with sulfated 

ended ligand

[140]

˂20 2 Human CD4+CD25+. 

CD127low

Carboxilan dendrimers

Cytoprotection a** ˂20 MT4, MMT, primary human 

astrocytes

Carboxilan dendrimers conguted 

with RNA decoy

[114]

Latency breaking a** 0 10±3 MT4, MMT, primary human 

astrocytes

Fe3O4 NP loaded with tenofovir 

+dextran sulphate +vorinostat

[141]

CCRP-CEM PEG-MA NPs loaded with 

SMAPP1

Infection inhibition/ 

infection treatment 
a**

0 340 TZM-bL, PM-1 and CEMx174/ 

macaque cervicovaginal tissue

PLGA NPs loaded with efavirenz 

or saquinavir

[114]

Viral inactivation a*** <20 HSV- 
1

150–250 Vero Fe3O4 SiO2 NPs conjugated 
with biguanide, polymeric 

aziridine

[142]

Infection inhibition a* 0 4 Vero MES-coated Ag NPs

Viral entry blocking 
a**

<30 <300 Vero PLA NPs loaded with cloroquine

Infection inhibition 
a**

0 HSV- 
2

NIH3T3, Vero/BALBc mice Liposomes with siRNA [114]

Infection treatment 
b**

0 400 ± 6 Wistar rats PVC NPs loaded with acyclovir

Infection inhibition a* 0 HSV- 
1/2

4–46 Vero Mycosinthetized Ag NPs [142]

Inhibition of viral 
infection a*

<50 HBV 10–50 HepAD38 Ag NPs [140]

Inhibition of surface 
antigens of the 

HBV***

<6 500–800 PLC/PRF/5 c (mPEG)–PLA/PEI, mPEG–PLA– 
chitosan NPs loaded with siRNA

Cyto-protection a** 0 HCV 20–40 Huh-7.5 PEG-PLDn+PEG-PLEm NPs 

loaded with antiviral peptide

[143,144]

Viral inactivation a* 0 100 Human plasma Aptamer-functionalized Fe2O3 

NPs

Viral entry blocking/ 

viral inactivation a**

<20 129 ± 3 Huh7.5, Huh7.5/Conl/FL-Neo Silibinin-encapsulated liposome

Notes: *Role of nanoparticles: Antimicrobial activity **Role of nanoparticle: Nanocarrier. ***Role of nanoparticle: Antimicrobial and nanocarrier. a Mode of study: In vitro. b 

Mode of study: In vivo.
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to in vivo and clinical studies is necessary for real-world application, and differentiation between HSV-1 and HSV-2 
infection remains clinically relevant for prevention strategies.

Emerging research demonstrates that nanoparticle-based platforms for HPV130 and HBV.139 predominantly focus on 
vaccine delivery and immune modulation.145 For hepatitis B, primary nanoparticle-based interventions include the use of 
nanocarriers for viral inactivation, inhibition of entry, and cytoprotective drug delivery145,146 Acute hepatitis is the 
primary cause of HBV infection, which rarely progresses to fulminant hepatitis. Instead, HCB often results in chronic 
infections, rather than acute icteric hepatitis.139 Within the next 10–50 years, infection may cause 20% or more of the 
population to develop cirrhosis or liver cancer.139

Nanoparticles can be engineered with various surface modifications and functionalizations including size, shape, and 
charge, to enhance their uptake by the liver. For example, nanoparticles that are positively charged and larger than 200 
nm in diameter are more efficiently absorbed by hepatic cells,147 as the liver’s unique vascular structure and resident 
macrophages preferentially sequester such particles. However, excessive accumulation or uptake of these nanoparticles 
can induce inflammatory responses in the liver, which may contribute to the development of hepatitis or liver injury,148.

Ongoing advancements in nanomaterials, such as PEGylated and targeted nanoparticles, hold significant promises for 
local and systemic antiviral interventions, but require careful assessment of biocompatibility, long-term safety, and 
environmental impact.122 Despite these advances, translational challenges remain, including the need for long-term 
toxicity assessment, biodistribution modeling, immune compatibility, and environment impact studies for large-scale NP 
deployment.114 Careful nano-bio interface engineering, regulatory harmonization, and ecotoxicological assessment will 
be critical to realize the full therapeutic potential of antiviral nanomedicine.

Magnetic Silica Nanoparticles
Magnetic mesoporous silica nanoparticles (MSNs) represent a significant advance in nanomedicine, offering a large 
surface area and adjustable pore size that facilitate high loading and efficient delivery of antiviral agents.149 Their 
inherent biocompatibility ensures minimal toxicity and robust interaction with biological environments, making them 
suitable for clinical applications in viral infections. Magnetic properties introduced by iron oxide components allow 
MSNs to be guided by external magnetic fields, resulting in precise, site-specific delivery to infected tissues and organs, 
a feature that greatly enhances treatment efficacy while reducing off-target effects.150

These nanoparticles are extensively investigated as smart carriers for both antiviral drugs and vaccine antigens, with 
their mesoporous structure enabling controlled, sustained release profiles tailored to maximize therapeutic effects and 
minimize dosing frequency.150 The external manipulation enabled by magnetic responsiveness permits non-invasive 
concentration of therapeutics directly at sites of infection, thereby improving local drug concentrations and decreasing 
systemic toxicities compared to conventional approaches.150 Recent experimental evidence demonstrates that virus-like 
magnetic MSNs loaded with antiviral compounds or protein antigens robustly stimulate immune responses, leading to 
significant reductions in viral titers, enhanced pathogen clearance, and improved survival rates in animal infection 
models.151

Moreover, the possibility of multi-functionalization allows magnetic MSNs to carry imaging agents or multiple 
therapeutic moieties, enabling simultaneous diagnosis, monitoring, and treatment of viral diseases, a strategy that reflects 
the growing field of theranostic nanomedicine.150

Organic Nanoparticles: Liposomes, Polymeric Nanoparticles & Dendrimers
Organic nanoparticles, including liposomes, polymeric nanoparticles, and dendrimers, are being widely adopted for 
antiviral therapy due to their customizable architecture, ability to encapsulate diverse drug molecules, and superior safety 
profiles compared to many inorganic carriers.114

Liposomes are spherical vesicles composed of phospholipid bilayers that can load both hydrophilic drugs in their 
aqueous core and hydrophobic drugs within their membrane, providing protection from enzymatic degradation and 
controlled release at infection sites.124 This versatility permits liposomal formulation of numerous antiviral agents, which 
has demonstrated improved stability and prolonged circulation time in vivo. Targeted and sustained delivery using 
liposomes has enhanced therapeutic efficacy against viruses such as influenza, HIV, and herpes simplex virus.114
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Polymeric nanoparticles, made from biodegradable materials such as PLGA (polylactic-co-glycolic acid) and 
chitosan, can be engineered in size, surface charge, and composition to optimize mucosal penetration and targeted 
drug delivery.114 These carriers have demonstrated notable benefits in delivering antivirals across mucosal barriers such 
as those found in the respiratory and gastrointestinal tracts, resulting in improved protection and treatment outcomes in 
preclinical models. Moreover, polymeric nanoparticles enable the development of next-generation vaccines through 
antigen presentation and immune modulation.114

Dendrimers are highly branched, tree-like polymers with precise control over molecular size, shape, and surface 
functionality, allowing multivalent interactions with viral envelopes and efficient packaging of nucleic acid 
therapeutics.114 Dendrimer-based antivirals have shown effectiveness by directly inhibiting viral entry and replication, 
including against HIV and respiratory viruses, and by facilitating delivery of RNA-based or DNA-based genetic materials 
for therapeutic intervention.114 These nanocarriers demonstrate enhanced pharmacokinetics, cellular uptake, and speci
ficity, significantly advancing the prospects for effective antiviral treatments and novel vaccine designs.114

Carbon-Based and Other Nanoparticles
Carbon-based nanoparticles including carbon nanotubes and graphene oxide, are gaining recognition in antiviral research 
due to their distinctive surface chemistry, high aspect ratio, and ability to interact directly with viral structures.114 These 
materials can physically disrupt viral envelopes and capsids or bind to viral surface proteins, thereby preventing viral 
attachment, entry, and replication in host cells.114. Additionally, graphene oxide exhibits excellent adsorption capacity 
and can be functionalized for targeted delivery of antiviral drugs, enhancing their efficacy and minimizing off-target 
effects.114 Research has shown that carbon nanomaterials are effective against a range of viruses, including influenza, 
dengue, and herpes simplex virus.152

Cerium oxide nanoparticles, due to their unique redox properties, act as efficient ROS scavengers, protecting host 
tissues from viral-induced oxidative stress and inflammation.153 Their potent antioxidant activity stabilizes cellular 
membranes and mitigates the damage associated with viral replication and immune responses, making them valuable 
adjuncts in both antiviral drug development and supportive care.153 Recent studies have also indicated that cerium oxide 
nanoparticles can modulate innate immunity and inhibit viral replication, further broadening their potential in nanome
dicine-based antiviral applications.154

Inorganic Nanoparticles
Inorganic NPs are novel candidates for new therapies because of their excellent biocompatibility and regulated 
biodistribution patterns. Inorganic NPs are best used for detecting substances for biosensing and drug delivery, whereas 
drug delivery systems control drug release in the intended organ to control undesirable supply to undesirable areas.155 

The most popular NPs that can be used in cancer therapeutics are addressed by how they target specific tumor sites, their 
toxicity, and their effectiveness when used in humans.

Silver Nanoparticles (AgNPs)
Because of their unique optical, electrical, and thermal characteristics, AgNPs are superior to many other metal NPs in 
many ways. AgNPs have been found to exhibit potent antibacterial and specific inhibitory effects, which are supported by 
their rich physicochemical characteristics, simplicity of synthesis, adaptability, and intriguing therapeutic potential. 
Owing to advancements in radiotherapy, thermal ablation, medication, gene delivery, and their sensitive diagnostic 
capabilities, AgNPs are versatile agents with a wide range of uses.156 Their physicochemical characteristics indicate that 
they have therapeutic effects on several types of cancerous cells. AgNPs are being used as a paradigm shift in the 
treatment of oncogenic viral diseases by acting as outstanding bioimaging and sensing agents. AgNPs are synthesized 
using various methods, such as biological synthesis using bacterial strains, chemical synthesis with medicines or 
chemotherapeutics, and green synthesis of algae and plants. Various cancer cell lines, such as MCF7 (breast cancer 
cells), A549 (lung cancer cells), HeLa (cervical cancer cells), HepG2 (liver cancer cells), and HCT-116 (colon cancer 
cells), are susceptible to these methods.123
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Gold Nanoparticles (AuNPs)
Nanoscale particles (1–100 nm) with distinct characteristics influence various industries including chemistry and biology. 
Owing to their particular modes, Nanoparticles have the potential to be an ideal tool for nanomedicine because of their 
interactions with ligand molecules, regulated distribution patterns, cytotoxicity reduction, and monodispersity. Several 
diagnostic uses, such as cancer therapy, require AuNPs.157 There are several methods for producing NP, including 
chemical, green, and biological methods. Plant-based green synthesis is the most popular option because it is safer, less 
expensive, and more environment-friendly. This type of heating exhibits anti-tumor activity and can be combined with 
botanicals, stabilizers, chemotherapeutics, and several reducing agents to enhance their properties.158 A plasmonic 
reverberation shift from 520 to 800–1200 nm (complex forms) was brought about by combining NPs of a particular 
size and suitable form with gold NPs. In infrared light, the tissues of the body become transparent, giving a range 
between 800 and 1200 nm the potential to have therapeutically positive effects in deep tissues using photothermal and 
photoimaging techniques, but this will rely on the effectiveness of these techniques.158

Another important characteristic was the accessible surface area. Notably, nanoparticles have a very high surface-area 
-to-volume ratio because their surface area is inversely proportional to their size. Its significance continues to grow 
because of its compatibility and response.158 Various gold NPs such as nanorods, nanocages, nanostars, nanocubes, and 
nanospheres have become effective tools for studying human cancer and cell biology. AuNPs have been fabricated with 
various morphologies and sizes, including nanorods, nanospheres, nanocages, nano-shells, and nanostars. These AuNPs 
depend on the planning technique used. The enormous potential for PTT/PDT, drug distribution, and malignant growth 
bioimaging provided by these AuNPs has electrical and optical properties for simple surface functionalization.159

Mechanism of Action of AgNP and AuNP
Acute myeloid leukemia, epidermoid larynx carcinoma, colon cancer, oral squamous cell carcinoma, lung cancer, breast 
cancer, cervical cancer, and other cancers have been the subject of extensive in vivo and in vitro studies of the anticancer 
effects of AgNPs. The surface charge, size, and form are characteristics that naturally occur in AgNPs. The particles 
should be very small to produce optimal high biological reactivity, preferably at the nanoscale. Smaller particle sizes 
exhibit better biological responses. In addition, longer exposure times and higher doses produce more potent anticancer 
actions. AgNPs have been combined with CPT and carboplatin (anticancer drugs used in breast, colon, lung, and cervical 
cancers).160 Medications combined with AgNPs dramatically lower or restrict the capacity of malignant cells to 
proliferate, diminish cell viability, and alter the cell shape.159

AgNP-containing drugs increase cytotoxicity by destroying the mitochondrial membrane, inducing cell death, and 
increasing ROS oxygen species levels. GSH maintains ROS levels throughout the early stages of apoptosis; however, 
when GSH spikes dangerously, it throws the cells’ redox equilibrium out of balance. The combination of the drug and 
AgNPs increased the efficacy of p35 and caspases while decreasing the influence of Bcl-2 proteins. By altering Akt 
expression, they control the signaling molecules involved in cytotoxicity, cell survival, and cell death.159 By inducing 
mTO phosphorylation, Akt signaling increases tumor development, cell size, and proliferation. Inhibition of Akt 
expression and phosphorylation in cancer cells was achieved by conjugation with AgNPs. Owing to faulty tumor 
vasculature, nanoparticles can aggregate in tumor cells and have an enhanced permeability and retention (EPR)) effect 
without the addition of a targeted ligand molecule, which is significant for antitumor efficacy. This results in less 
lymphatic drainage, less interstitial fluid absorption, and a preference for the retention of NPs in the tumor, which 
damages cancerous cells. Scientists are increasingly interested in the use of noble metals.161

They focused on AuNPs, which are helpful for bioimaging, cancer therapy, medication administration, and other 
applications.162 NPs bind to appropriate surface ligands that lead them to tumor cells to confirm the killing of cancer cells 
at a specific place. There are two alternative methods of targeting cancer cells. The first method involves conjugation of 
AuNPs with polyethylene glycol (PEG), which inhibits accretion and improves their retention in the circulation. The 2nd 

method involves conjugating antibodies specific to AuNPs that bind to different biomarkers to identify cancer cells. 
These strategies can enhance cellular uptake and target more efficient cancer treatment.

Nanoparticle Toxicity and Safety Considerations in Cancer and Viral Therapy Nanoparticle-based therapeutics have 
greatly advanced antiviral and cancer therapy, but their clinical application requires a robust and evidence-driven 
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appraisal of toxicity and potential adverse effects.163 Toxicity profiles of NPs are highly variable and depend on 
parameters such as particle size, shape, composition, surface chemistry, and dose. Various morphologies, such as needle- 
shaped or spherical particles, may elicit different cellular responses and degrees of apoptosis. Dose and duration of 
exposure remain critical, with longer treatment times and higher doses often increasing cytotoxic potential.163 In 
addition, emerging evidence reveals that multiple physicochemical parameters including size, shape, and especially 
surface charge, modulate NP toxicity by influencing their cellular uptake and interactions with biological membranes.1

Among the five most common metallic NPs (Ag, MoO3, Al, Fe2O4, and TiO2), it has been determined that AgNPs 
are the most dangerous because of their high concentration and alteration of NP size. As the concentration dependence 
increases, lactate hydrogenase leaks into the membrane, disrupting mitochondria’s functions.164 Some potential con
siderations regarding AgNPs could affect their toxicity in the body and restrict their use. These considerations could 
include the non-specific distribution of NPs that cause cytotoxicity in many organs and varying NP sizes, such as how 
easily small NPs can overcome barriers such as the testis barrier and blood-brain barrier and potentially cause cytotoxic 
effect.157 Owing to their larger size and slower release of Ag ions, AgNPs showed toxicity at higher concentrations, 
starting at an average length of 40 nm. AgNP cytotoxicity has been reported in vitro to have both short- and long-term 
harmful properties that manifest in vivo. AgNPs have been used in several in vitro experiments and are thought to be the 
most toxic and biologically reactive.164 In addition, it was discovered that the MCF7 cells were cytotoxic to AgNPs of 5 
to 50 nm size at a concentration of 60 g/mL after incubating the cells for 20 minutes with average inhibitory 
concentrations and that the AgNPs also increased the oxidative stress response, which is essential for the NP-induced 
apoptosis.165

Furthermore, positively charged NPs more strongly disrupt membrane integrity and induce oxidative stress, leading to 
increased cytotoxicity compared to neutral or negatively charged NPs.1 Concerns have been raised regarding the possible 
cytotoxic effects of AuNPs on biological structures.1 Recent research highlights that gold NPs exhibit toxicity based on 
surface charge, which significantly influences cellular uptake and biological responses. Strongly charged particles 
(especially cationic) display greater toxicity, destabilizing membrane integrity and triggering excessive cellular stress.1 

Given the unpredictable and heterogeneous nature of human tissues and cells, it is essential to examine the biological 
effects of each AuNP formulation rigorously before clinical use.1 Therefore, advancement and regulatory approval of 
AuNPs for cancer theranostic applications urgently require standard, validated testing protocols that incorporate 
comprehensive toxicity screening, surface modification strategies (eg, PEGylation), and an understanding of protein 
corona formation.1

A major mechanism of NP-induced toxicity is the generation of ROS. Metallic nanoparticles including silver, gold, 
copper oxide, and cerium oxide, are known to generate ROS, which can disrupt the cellular redox equilibrium, induce 
lipid peroxidation, damage mitochondria, and prompt cell death.166,167 This oxidative stress can activate signaling 
cascades, for example, the NF-κB pathway—that fuel local and systemic inflammatory responses and further disrupt 
tissue homeostasis. Notably, dose-dependent toxicities are common: while low NP concentrations may have therapeutic 
or negligible effects, higher doses and chronic exposures are much more likely to trigger harmful biological outcomes 
such as apoptosis or necrosis.168 Notably, silver nanoparticles have demonstrated selective cytotoxic effects preferentially 
on malignant, virus-associated cells through ROS-mediated cell death, but careful dose optimization is necessary, as 
normal cells may also be affected.123 Cerium oxide nanoparticles, although widely used for their antioxidant properties, 
can paradoxically induce oxidative stress and membrane damage at higher doses in cancer models.169 These effects 
underscore the importance of judicious nanoparticle design and dosing in clinical applications.

Beyond oxidative stress, nanoparticles may induce autophagic flux disturbances and endoplasmic reticulum stress, 
disrupting protein folding, cellular trafficking, and potentially leading to apoptosis or unpredictable immune reactions.166 

Genotoxic effects, DNA strand breaks, chromosomal aberrations, and altered cell cycle progression, are now well 
documented both in vitro and in vivo.166 Spherical NPs generally pose less risk than rod-shaped or needle-like constructs 
due to differences in cellular uptake and mechanical disruption mechanisms.166

Biodistribution and bioaccumulation are additional factors influencing chronic toxicity, with nanoparticles sometimes 
persisting or accumulating in key organs.170 This can result in organ-specific toxicity manifesting as nephropathy, 
hepatotoxicity, neurotoxicity, or pulmonary damage.170 The EPR effect can facilitate selective accumulation in tumor 
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tissues, offering therapeutic advantages, but also carries a risk for adverse tissue reactions and off-target toxicity.163 For 
polymeric and organic nanoparticles, toxicity may also arise from degradation by-products and altered immunogenicity, 
making thorough characterization essential prior to clinical deployment.163

Furthermore, nanoparticles can cross physiological barriers and accumulate in susceptible organs, as demonstrated for 
AgNPs in the brain, liver, and spleen, increasing the risk of chronic toxicity, neurotoxicity, and immunological 
consequences.1,171 Therefore, analyzing NP biodistribution is essential for predicting uptake and toxicity profiles during 
in vivo applications. When administered by different routes, the potential for bioaccumulation can escalate cellular injury, 
a risk eliminated neither by novel nor traditional delivery methods.1,171 Surface charge and protein corona formation also 
play crucial roles, as the adsorption of proteins and biomolecules onto NP surfaces (“protein corona”) can alter biological 
identity, immune recognition, and toxicity 206,207. A schematic comparison of conventional versus nanoparticle-based 
therapeutics is presented in Figure 4 to highlight the advantages of nanomedicine over traditional approaches.

Stability, agglomeration, and shelf-life of AgNPs critically impact their toxic potential. Aging may alter the release of 
ionic silver, thereby raising the toxicity. Currently, there remain knowledge gaps about the exact mechanisms and long- 
term health effects of AgNPs and their aggregation in organs, necessitating more comprehensive in vivo studies and long- 
term follow-up to clarify their safety profiles.1 The cytotoxic effects of AgNPs also depend on attributes such as shape, 
concentration, and size. The potential cytotoxicity of NPs should be thoroughly studied to better understand their 
biocompatibility. AgNP toxicity can be decreased in two ways: by lowering the concentration of silver ions and by 
removing silver NPs. These strategies have been used to reduce the toxic environmental effects of NPs.172

Furthermore, organ-specific effects have been highlighted in recent human and animal studies.173 In the liver, 
inorganic and carbon-based NPs can trigger hepatocyte inflammation, apoptosis, and fibrotic changes through mitochon
drial damage and immune activation.174 Renal toxicities can include glomerular damage and tubular degeneration linked 
to ROS and direct uptake.173 NPs crossing the blood-brain barrier have been implicated in neurotoxicity, influencing 
neurotransmitter release, synaptic plasticity, and may cause behavioral alterations.175 Cardiovascular effects include 
endothelial dysfunction, pro-thrombotic activity, and arrhythmogenic risks, notably for metal oxide and carbon NPs.176 In 

Figure 4 Schematic representation of the conventional vs nanoparticle-based therapeutics in various cancers.
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the reproductive system, both male and female, disruption of hormonal regulation and antioxidant defense have been 
observed, leading to impaired fertility following NP exposure.175

The evaluation of nanoparticle safety relies on standardized in vitro and in vivo assays such as cell viability, oxidative 
stress biomarker analysis, and immunological profiling. Preclinical animal models are vital for assessing biodistribution, 
chronic toxicity, and long-term effects, preceding any human trials.177 Modern approaches emphasize “safe-by-design” 
strategies, utilizing surface functionalization, optimal particle sizing, and tailored dosing regimens to maximize efficacy 
while minimizing off-target toxicity.178 Ongoing regulatory surveillance and harmonization remain essential, given the 
complexity and novelty of nanomedicines.177

Mechanistic studies have shown that NPs can trigger cellular damage by promoting oxidative stress, disrupting 
mitochondrial function, altering autophagy flux, and inducing inflammation, which may ultimately result in apoptosis, 
genotoxicity, or even dysregulation of homeostatic pathways such as protein folding or antigen presentation.179 The 
balance between therapeutic efficacy and potential adverse effects is central to safe clinical translation, requiring 
multidisciplinary risk assessment and continuous post-market monitoring.1

While clinical studies in humans remain comparatively limited, available evidence from occupational, therapeutic, 
and environmental exposure supports caution.180 Reported effects range from transient inflammation and respiratory 
impairment to longer-term cardiovascular, hepatic, or neurological changes associated with chronic or high-dose NP 
contact.180 This underscores the need for robust toxicity screening, continued post-market monitoring, and standardized 
regulatory assessment for NP-based medical products.

Multifunctional Nanoparticles: Clinical Applications and Future Directions
Emerging nanomedicine platforms are being engineered for multi-functionality, combining antiviral, anticancer, and 
immunomodulatory effects within a single nanosystem. Multifunctional nanoparticles, such as antibody-conjugated, 
magnetic, and stimuli-responsive carriers, can enable the precise and simultaneous delivery of diverse therapeutic 
payloads,181 including chemotherapy, RNA-based drugs (siRNA or mRNA), and even CRISPR/Cas9 gene editors, 
directly to virus-infected or transformed cells.182 These nanocarriers are also being developed for stimuli-triggered 
release, enhancing selectivity and minimizing off-target toxicity. Such features hold promises for improving the efficacy 
and safety of therapies against virus-induced malignancies.114

For instance, multifunctional nanoparticles can achieve active or passive targeting, imaging, hyperthermia, and drug 
delivery, thereby overcoming biological barriers and heterogeneity in tumor tissues and viral reservoirs. Disease-targeting 
integrated nanosystems employing both magnetic and signaling components such as gold nanorods for photothermal 
activation and iron oxide nanoworms for drug targeting, allow for amplified and site-selective accumulation in tumor 
regions, as demonstrated in preclinical mouse models.183,184 Furthermore, magnetic nanoparticles (MNPs) have demon
strated precise site-specific drug and gene delivery when guided by external magnetic fields, reducing systemic toxicity 
and improving local efficacy.185 The incorporation of targeting ligands such as antibodies further enhances specificity; 
antibody-conjugated MNPs have been shown to accumulate preferentially in tumor cells, leading to enhanced detection 
and simultaneous therapy.185,186

As detailed in Gautam et al (2024), targeted nanoplatforms not only enable tissue-specific accumulation through 
active and passive mechanisms, but also facilitate real-time imaging and drug delivery by integrating diagnostic and 
therapeutic (theranostic) capabilities.182 Engineered nanostructures with targeting ligands and imaging components (eg, 
magnetic resonance agents, quantum dots) allow for early detection of virus-driven tumors, real-time monitoring of 
therapy, and guided delivery of therapeutics.182,185 Advanced approaches highlighted include the use of bioengineered 
nanoparticles for sentinel lymph node mapping, image-guided surgical excision, and adaptive therapy strategies respon
sive to tumor microenvironmental cues. Additionally, the authors emphasize the critical importance of surface engineer
ing such as PEGylation and ligand attachment, to prolong circulation time, improve biocompatibility, and enable multi- 
modal interventions including photodynamic and photothermal therapies.182 Such platforms will improve the ability to 
stratify patients, detect recurrence, and adapt treatment regimens, moving clinical nanomedicine toward smarter, more 
proactive care.182
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Gautam et al also discuss novel clinical translation pathways, such as the use of multiplexed nanocarrier systems 
tailored to genetic and proteomic profiles for patient-specific therapy, and highlight ongoing clinical trials using viral- 
oncogenesis-targeted nanomedicines for improved outcomes with minimized adverse effects.182 These innovations are 
positioned as important steps beyond conventional monotherapies and earlier reviews, addressing the complexity of 
tumor microenvironments and resistance mechanisms.182

In addition, the development of next-generation nanovaccines, virion-mimicking VLPs, dendrimer-based systems, or 
hybrid organic-inorganic platforms, offers innovative routes for both prophylactic and therapeutic immunization against 
oncoviruses and their related cancers.128 These nanoparticles are tailored to present viral antigens or adjuvants in highly 
immunogenic contexts, eliciting robust adaptive and innate immune responses with greater potency and longevity than 
conventional vaccines. Importantly, such platforms are also being explored for use in therapeutic cancer vaccines and as 
carriers for checkpoint inhibitors or cytokines.128

Clinically, these strategic advances translate into improved pharmacokinetics, reduced adverse effects, and enhanced 
therapeutic index when compared to conventional single-modality approaches. Current literature also highlights that 
personalized nanocarrier designs, adaptive cargo loading, and surface functionalization enable the tailoring of therapies to 
patient-specific tumor genetics, viral mutations, and immune microenvironment characteristics.187,188

Future strategies emphasize patient-specific nanotherapies powered by artificial intelligence and big data analytics. By 
integrating genomic, proteomic, and imaging data, machine learning algorithms will allow clinicians to predict optimal 
nanoparticle designs, dosing regimens, and target patient subgroups in real time.189 This individualized approach can 
increase response rates, reduce toxicity, and adapt therapies as the tumor or viral status evolves hallmarks of precision 
oncology.182,189

By merging these foundational principles and recent developments including those from Gautam et al (2024), the 
review advances the literature: (1) by presenting emerging nano-enabled targeting strategies for virus-induced cancers, 
and (2) by discussing direct clinical progress in lymph node targeting, image-guided therapy, and real-time response 
assessment. This approach bridges the gap between established knowledge and novel clinical translations, helping to 
chart future directions in multifunctional nanoparticle-based therapy.

Translation of these advanced nanomedicine concepts into clinical practice must overcome significant barriers, 
including long-term safety, regulatory approval, cost-effectiveness, and scalable manufacturing.114 Nevertheless, as 
regulatory agencies develop nanotechnology-specific guidance and as interdisciplinary research bridges biological, 
engineering, and computational sciences, nanomedicine is poised to play a transformative role in both the prevention 
and treatment of oncovirus-associated malignancies.114,128

Conclusion
The revolutionary nature of nanotechnology can be seen in how it is already being used to improve the healthcare system 
in different ways. Owing to recent advancements in their design and engineering, nanomedicines have many benefits over 
traditional approaches for the diagnosis, prevention, and treatment of viral infections. Nanomedicine approaches are 
preferred for various reasons, including small particle size, capacity to change the surface to acquire the desired 
selectivity, and biocompatibility. These innovative techniques hold great promise for antiviral medicines, in addition to 
addressing the issues of antiviral resistance, poor drug solubility and bioavailability, rapid drug release, and a limited 
therapeutic window. The area of oncogenic viral infections is rapidly expanding, leading to the development of 
theranostics, which can lead to accurate diagnosis in addition to effective therapy and real-time monitoring. 
Nanomaterials, used as adjuvants in antiviral vaccinations and research to enhance the immune system, have shown 
promise in the prevention and treatment of oncogenic viral infections.
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