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Abstract: Nanotechnology has revolutionized cancer diagnostics, particularly through exosome-based chipsets that offer early, non- 
invasive, and highly sensitive detection. These nanoscale platforms isolate and analyze extracellular vesicles (exosomes) carrying 
molecular signatures from cancer cells. Microfluidic and material science innovations enable detection from body fluids with high 
specificity, surpassing conventional diagnostic tools. Engineered exosomes also offer therapeutic potential, especially in targeting 
metastasis. This review explores exosome formation, roles in cancer, and the latest advancements in chipset technology, emphasizing 
their diagnostic and therapeutic potential. Despite challenges in standardization and clinical integration, ongoing research and trials 
indicate a transformative shift in cancer care driven by exosome-based technologies. Special emphasis is placed on chip-integrated 
nanotechnologies developed for exosome isolation and analysis, detailing recent innovations, device specifications, and diagnostic 
potential. The review aims to bridge the gap between fundamental exosome biology and the translational relevance of chip-based 
platforms in clinical cancer diagnostics. 
Keywords: nanotechnology, exosomes, cancer detection, microfluidics, biomarkers

Introduction
Cancer remains a major global health threat. It is currently listed among the top leading causes of death globally.1 The 
number of new cases and death continues to rise to millions every year as suggested by the statistics. More than any other 
factor in cancer treatment and especially in the outcomes experienced by the patient, the stage of the disease plays 
a crucial role.2 Early diagnosis is important as much for the sake of increasing survivability as for the enrichment of 
treatment possibilities and the patients’ quality of life.3 However, ordinary diagnostic tools, like imaging, biopsies, etc. 
that are used as standards by oncologists today are usually ineffective at this stage, or are effective only at a very high 
cost for the patient, in terms of both money and physical condition.4 Nanotechnology is a progressing science that has 
a radical solution to this problem.5 Other emerging features in this field are the exosome-based chip sets, which use the 
diagnostic and messaging properties of exosomes.6 Exosomes are small extracellular vesicles (EVs) (30–150 nm in size) 
that emerges from the endosomal pathway, particularly by the inward budding of multivesicular bodies (MVBs) and are 
then released into the extracellular space when the MVBs fuse with the plasma membrane.7,8 They are involved in cell 
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signalling and convey a load that is in some way or the other represents the functional and diseased status of the cell that 
has produced it – cancer included.9

Exosomes are the most important in oncology thus their use since they hold biomarkers of cancer that may not be 
present with symptoms or even imaging.10–12 The signatures and the content, therefore, is not only able to detect the 
presence of cancer but also details concerning the type of cancer present, its site, and possibly its genetic content.13,14 

This leads to shortening of time between the assessment and the beginning of the highly specific and individualised 
nature of treatment.15 Exosomes in diagnostics, therefore, defy the traditional health care system’s reactive and general
ized approach towards diseases.16

Due to the use of nanotechnology to study and control exosomes, available tools to capture and analyze these 
biomarkers have been advanced such as exosome-based chipsets.17–19 These chipsets incorporate features of material 
science, microfluidics and bio engineering enabling single step isolation and analysis of exosomes from body fluids 
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including blood, urine or saliva.17,18 These chipsets take advantage of the particularity of exosome properties and 
compositions, which can help diagnose cancer in its very early stages, or before common diagnostic tools would show 
any signs of cancer, for that matter.20 Compared to other circulating analytes such as cell-free DNA (cfDNA), 
extracellular vesicles (exosomes) present several diagnostic advantages. cfDNA is primarily derived from apoptotic or 
necrotic cells and predominantly provides information limited to genomic mutations or epigenetic changes. In contrast, 
exosomes originate from active cellular processes, encapsulating not just DNA but also RNA species (such as 
microRNAs and long non-coding RNAs), proteins, lipids, and metabolites. This complex and multilayered molecular 
cargo reflects the dynamic physiological state of the originating cells and offers a more holistic view of tumor biology. 
Furthermore, the lipid bilayer of exosomes confers protection to their cargo against enzymatic degradation, improving 
stability in circulation and making them more suitable for biomarker discovery, especially in early-stage disease.

From a technical perspective, chip-based detection of exosomes allows real-time, multiplexed analysis with potential 
for point-of-care integration. However, exosome diagnostics currently face challenges related to heterogeneity in 
exosome subpopulations, lack of standardization in isolation protocols, and relatively lower throughput compared to 
established cfDNA assays. On the other hand, cfDNA enjoys better assay standardization, regulatory familiarity, and is 
already widely used in liquid biopsies for cancer. Therefore, while cfDNA remains a valuable analyte for detecting 
somatic mutations and tumor burden, exosomes hold promise for expanding the scope of cancer diagnostics to include 
functional profiling, treatment response prediction, and even therapeutic delivery.

In this article, we explore why the future is bright in diagnosing cancer through the use of nanotechnology in creating 
exosome-based chipsets. Thus, this section provides the rationale for early detection emphasizing the functions of the 
nanotechnological diagnostic technologies that leads to the subsequent detailed examination of the mechanisms, recent 
developments and future prospects in the field. The more we zoom into identifying the various aspects of exosome 
biology, technology advancement, and clinical use, one realises the revolution that these discoveries are going to bring to 
cancer diagnostics and therapy.

Exosomes: Biological Overview
Exosomes are the small vesicles approximately sized between 30–150 nm in diameter which are derived from the 
endosomal system of the eukaryotic cell.21,22 They are produced through the inward budding of a later endosomes to 
form the MVBs.23 When MVBs merge with plasma membrane, they release their contents, the exosomes, to the 
extracellular space and can be internalized by other cells in the vicinity or a different location and influence a range 
of biological processes.24–26 The contents of exosomes are proteins, lipids and nucleic acids, and these reflect the 
physiological or pathological status of the parent cells.27 Exosomes commonly contain tetraspanins such as CD63, CD81 
and CD9, heat shock proteins and other molecules implicated in vesicle formation and release, although expression may 
vary depending on cell type and physiological conditions.28 It also contains cell specific proteins that can reveal 
pathological states such as cancer states.

Exosomes carry various types of Ribonucleic Acid (RNA) such as microRNA (miRNA) and messenger RNA 
(mRNA) fragments, which can contribute to intercellular communication.29 miRNAs are present here in very high 
concentrations and are known to be involved in post-transcriptional regulation of genes as well as being stabilized in 
different biological fluids.30,31 This attribute renders exosomal miRNAs diagnostic candidates especially in cancer 
because they reflect the molecular profile of the tumor cells of origin.

In cancer, exosomes initiate several tumor supportive functions such as angiogenesis, metastasis and modulating 
tumor environment.32 They also pave the way of other anatomically distant locations to allow metastatic invasion by 
regulating local cellularity and matrix deposition to form pre-metastatic niches.33 The potential of cancer-derived EVs to 
reflect both the molecular and pathological status of tumor cells and to contribute to tumor progression highlights their 
promise as candidates for early cancer diagnostics.34 This way, instead of diagnosing the cancer once the tumor or cell 
mass is developed and more difficult to treat, the exosomes can be caught and possibly allow clinicians to diagnose the 
disease at a much earlier point of time.35,36 Comprehensively identifying and effectively exploiting the biological 
characteristics of exosomes using nanotechnology-integrated exosome-based chipsets present a promising direction to 
approach a non-invasive, early-stage cancer diagnostics solution. Figure 1 represents the vesicle formation and its 
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release, the main processes of microvesicle shedding and exosome secretion are presented. Exosome-mediated transport 
depends on membrane rearrangements in which specific proteins help oppose microvesicle liberation and generate MVBs 
that subsequently liberate the exosomes. They contain certain proteins such as integrins and tetraspanins to facilitate cell- 
cell signaling and communication.37,38

Figure 1 Biogenesis of Extracellular Vesicles (inset Exosomes). Created in BioRender. Dhara, B. (2025) https://BioRender.com/fu1t5oy.
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The different classes of EVs (microvesicles, exosomes, and apoptotic bodies) are shown in Figure 2. The method of 
separation of the various classes of EVs by centrifugation are also shown in Figure 2

Mechanisms and Regulation of Exosome Biogenesis and Cargo Sorting
Exosome biogenesis is a critical process in cellular communication involving the formation of small EVs known as 
exosomes, which facilitate intercellular transfer of a wide range of molecular signals (Figure 3). This process begins with 
the inward budding of the membrane in parts of the cell called endosomes, which mature into MVBs containing 
numerous intraluminal vesicles (ILVs). These vesicles are loaded with diverse biomolecules, such as proteins, lipids, 
and RNAs, destined for various functions, including signalling and waste removal.39 The cargo sorting into ILVs is 
primarily orchestrated by the Endosomal Sorting Complex Required for Transport (ESCRT) machinery. This complex 
machinery comprises multiple components—ESCRT-0, ESCRT-I, ESCRT-II, and ESCRT-III—each playing a sequential 
role in the selection and sequestration of ubiquitinated cargo molecules into the developing ILVs.40 The ESCRT 
machinery also assists in the scission of ILVs from the endosomal membrane, a process facilitated by the ATPase 
VPS4, which disassembles the ESCRT-III complex, allowing the completion of vesicle formation.41 Alongside the 
ESCRT-dependent mechanisms, exosome biogenesis can occur via ESCRT-independent pathways. These pathways often 
involve lipids such as ceramide, which promotes membrane curvature and vesicle budding without the need for ESCRT 
components.42 Additionally, tetraspanins, including CD63 and CD81, contribute to the formation of tetraspanin-enriched 
microdomains that act as sites for selective cargo sorting into ILVs.43 The regulation of exosome biogenesis and cargo 
sorting is influenced by various cellular signals and conditions, which can alter the molecular composition of the 
exosomes and their functional properties.44 For instance, changes in cellular stress levels, such as hypoxia or oxidative 
stress, can modify the rate of exosome release and the nature of their cargo, potentially impacting processes like tumor 
metastasis or immune responses.45 This complex interplay of molecular mechanisms and pathways highlights the 
intricate nature of exosome biogenesis and emphasises its importance in mediating cellular communication across 
a range of physiological and pathological contexts.

Strategies in Exosome Engineering: Active and Passive Cargo Loading
Exosome engineering encompasses sophisticated methodologies for the selective incorporation of specific cargoes, which 
can be broadly classified into active and passive loading processes. Active loading involves genetic modifications or the 
use of specific proteins to direct the sorting of targeted molecules into exosomes during their biogenesis (Figure 4). This 
method leverages the cell’s natural vesicular transport mechanisms, incorporating engineered RNA or proteins that bind 
to the exosome-associated molecules, ensuring their inclusion in the newly formed exosomes. For instance, researchers 
might introduce specific RNA sequences or binding proteins that interact with the exosome formation machinery to 
facilitate the selective incorporation of therapeutic agents like small interfering RNAs (siRNAs) or antigens.46

On the other hand, passive loading techniques involve the incorporation of desired cargoes into already formed 
exosomes through methods such as electroporation, sonication, or incubation.47 This technique is typically used for the 
encapsulation of bioactive molecules, such as drugs or nucleic acids, that do not naturally get packaged into exosomes. 
While this method offers the advantage of loading a wide variety of cargoes after exosome isolation, it can sometimes 
affect the structural integrity and functional properties of the exosomes (Figure 5). Exosome modification can be 
achieved by (a) Genetic Manipulation – the genetic makeup of the parent cell is modified to change the cargo, surface 
antigens, and receptors of exosomes, (b) Chemical Modification – cargo (such as anticancer drugs) can be introduced via 
photochemical reactions, lipofection, electroporation, or sonication. Surface functionalization of exosomes can also be 
performed with the help of click chemistry, (c) Membrane Fusion – fusion of exosomes with other cells (such as 
monocytes) can yield new exosomes with surfaces modified with receptors and transmembrane proteins, and containing 
special cargo. Both active and passive loading strategies are crucial in the field of drug delivery, particularly in the 
development of targeted therapies that exploit the natural homing abilities of exosomes. Each method has its advantages 
and is chosen based on the cargo’s nature, the desired specificity, and the efficiency of loading required for therapeutic 
efficacy.
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Figure 2 Different classes of EVs (Microvesicles, Exosomes, and Apoptotic bodies), and method to separate them by Centrifugation. Created in BioRender. Dhara, B. (2025) 
https://BioRender.com/c2u8njb.
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Vesicles or liposomes or transfersomes containing CRISPR-Cas9 edited plasmid (chimeric/Adenine or Cytosine 
edited DNA), or virus-like nanoparticles containing DNA, siRNA, RISC, microRNA, and/or desired mRNA can be 
used to transfect a cancer cell. siRNA, RISC and microRNA can prevent the expression of natural proteins involved in 
exosome biogenesis in cancer cells, thus significantly reducing the population of exosomes containing cargo which help 
in cancer cell communication and metastasis. Moreover, the transfected chimeric/edited DNA or desired mRNA can lead 
to expression of our desired proteins which will help us to manipulate the cancer cell behaviour and metabolism. These 
transfected nucleic acids can be loaded in the exosomes produced by the transfected cell, and these exosomes can carry 
them to different cells of the neighbourhood, initiating the aforementioned processes in those cells too, thus spreading the 
effect throughout the cancer microenvironment (Figure 6).

Therapeutic Targeting of Exosome Biogenesis in Cancer Treatment
The strategic inhibition of exosome biogenesis presents a promising avenue for cancer therapy. Research has highlighted 
several small-molecule compounds capable of disrupting the exosomal release pathways, which are critical for cancer 
cells to communicate and sustain their malignant behavior. For instance, sphingomyelinases, particularly neutral 
sphingomyelinase (nSMase), play a pivotal role in the biogenesis of exosomes by converting sphingomyelin to ceramide, 
which facilitates membrane curvature and vesicle formation. Small-molecule inhibitors like GW4869 directly target 
nSMase, effectively reducing exosome secretion and potentially limiting cancer progression.48 Furthermore, other 
compounds such as imipramine and cambinol have been studied for their capacity to inhibit exosome release, offering 
a dual therapeutic benefit by disrupting cancer cell communication and enhancing the efficacy of chemotherapeutic 
agents. These inhibitors operate by modulating the lipid composition of exosome membranes, underscoring the lipid- 

Figure 3 Biogenesis of Exosomes by (1) ESCRT independent pathway involving sphingomyelin, ceramide, and tetraspanins, and (2) ESCRT dependent pathway involving 
ESCRT, ALIX, TGS101, and tetraspanins. Created in BioRender. Dhara, B. (2025) https://BioRender.com/qec2nib.

International Journal of Nanomedicine 2025:20                                                                                   https://doi.org/10.2147/IJN.S529128                                                                                                                                                                                                                                                                                                                                                                                                   9905

Maitra et al

Powered by TCPDF (www.tcpdf.org)Powered by TCPDF (www.tcpdf.org)

https://BioRender.com/qec2nib


dependent pathways as crucial targets in exosome biogenesis. By focusing on these molecular pathways, researchers aim 
to develop targeted therapies that can mitigate the adverse effects of tumor-derived exosomes on tumor growth and 
metastasis, paving the way for novel interventions in oncology.

Nanotechnology in Exosome Isolation and Detection
The use of nanotechnology in the isolation and detection of exosomes has been made possible because of the small size 
of these biomolecules and the need to handle them in the most effective way49 (Figures 7 and 8D). Nanotechnology is 
thus applied in isolation and analysis of exosomes because of their small size and complexities which include difficulty in 
isolation.50 The advanced approaches including Nanoparticle Tracking Analysis (NTA) and Tunable Resistive Pulse 
Sensing (TRPS) have been improved for increased efficiency and specificity of exosome identification as described in 
Table 1 and Figure 7. NTA is used to calculate the size and concentration of nanoparticles in the motion induced by laser 
light, which delivers the quantitative data for diagnostics needed by NTA.51 TRPS provide for complementarity by 
detecting alterations in electrical response as the exosome translocates through a nanopore – providing a veritable 
measurement of size and concentration.52 However, microfluidic chip technology is a giant leap in this area as discussed 
in Table 1. These chips incorporate nanoscale sensing and microfluidic circuits that must allow for the off-chip meter of 
exosomes.53 These chips improve the detection sensitivity and specificity by embedding nanomaterial such as graphene 
oxide and gold nanoparticles thus making it easier to incorporate exosome diagnostics into clinical practice.

Figure 4 Engineering of Exosomes for inhibiting Cancer. Created in BioRender. Dhara, B. (2025) https://BioRender.com/w4vm9id.
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Additionally, newer exosome detection methods such as dynamic light scattering (DLS), spectradyne nCS1 analysis, 
flow cytometry platforms like CytoFLEX, and tunable resistive pulse sensing have expanded the scope of nanoparticle 
analysis. On the isolation side, ultracentrifugation, tangential flow filtration (TFF), and size-exclusion chromatography 
are now widely standardized.

Exosome Characterization
Chipsets, particularly microfluidic and biosensor-integrated devices, offer a miniaturized and automated platform for the 
isolation, detection, and analysis of extracellular vesicles (exosomes). Unlike conventional diagnostic tools that rely on 
multi-step procedures and require high sample volumes, exosome-based chipsets can combine capture, enrichment, and 
biomarker detection within a single device. These systems offer advantages in terms of speed, sensitivity, scalability, and 
point-of-care applicability. Their development represents a significant shift toward rapid and personalized diagnostics for 
cancer and other diseases. Conventional diagnostic approaches for cancer, including imaging (CT, MRI, PET) and 
biomarker-based assays (eg, CA-125, PSA), are often limited by poor sensitivity in early-stage detection, invasiveness, or 
delayed results. These methods can also suffer from variability and lack of disease specificity. In contrast, chip-based 
exosome diagnostic platforms offer rapid, minimally invasive, and potentially more sensitive alternatives. Their ability to 
process small biofluid volumes, integrate multiple detection modalities, and provide point-of-care usability positions 
them as next-generation diagnostic tools.

Figure 5 Modifications of Exosomes by genetic manipulation, membrane fusion, and chemical manipulation. Created in BioRender. Dhara, B. (2025) https://BioRender.com/17dl4h4.
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Microscopy-Based Methods
Microscopy-based methods are indispensable for the characterization of EVs, providing essential insights into their 
physical, structural, and molecular properties. These methods are crucial in both research and clinical applications, 
offering detailed visualization of EV size, morphology, and surface characteristics. Various advanced techniques, 
including Scanning Electron Microscopy (SEM), Transmission Electron Microscopy (TEM), Cryo-Electron 
Microscopy (Cryo-EM), and Atomic Force Microscopy (AFM), have been developed to address the challenges of 
characterizing these nanoscale vesicles.58

SEM is widely used to produce high-resolution three-dimensional images of the surface topology of EVs. By scanning 
a focused beam of electrons across the sample, SEM generates signals that reveal the vesicle’s surface structure and 
composition. Despite requiring sample dehydration and fixation, SEM provides detailed images, often showing EVs as cup- 
shaped due to preparation artifacts. TEM, on the other hand, excels in its ability to produce ultra-high-resolution two- 
dimensional images by transmitting electrons through a thin sample. This method is particularly effective for visualizing the 
internal structures of EVs, such as their lipid bilayer, enclosed molecular cargo, and specific protein markers through 
immunogold labeling. TEM is considered a gold standard for morphological studies due to its capacity to achieve resolutions 
of less than 1 nm. Cryo-EM represents a breakthrough in EV imaging as it preserves their native state. By analyzing frozen- 
hydrated samples at extremely low temperatures, cryo-EM avoids the structural alterations caused by dehydration or 
chemical fixation, revealing vesicles in their natural round morphology. This method is particularly advantageous for 
studying EVs under near-physiological conditions, offering unparalleled structural fidelity. AFM provides an additional 

Figure 6 Transfection of CRISPR-Cas9 edited plasmid and other nucleic acids via VLNP to manipulate exosome biogenesis in cancer cells and role of exosomes in tumour 
microenvironment. Created in BioRender. Dhara, B. (2025) https://BioRender.com/egaebxn. 
Abbreviations: ECM, extracellular membrane; VLNP, virus-like nanoparticle transfection.
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Figure 7 Isolation, Characterization, and Cancer Theranostic of Exosomes. Reprinted Mukerjee N, Bhattacharya A, Maitra S, et al. Exosome isolation and characterization for advanced diagnostic and therapeutic applications. 
Materials Today Bio. 2025; 31(101613). Creative Commons.54 Timeline of Exosome based cancer therapy. Reprinted from Hussen BM, Faraj GS, Rasul MF, et al. Strategies to overcome the main challenges of the use of exosomes 
as drug carrier for cancer therapy. Can Cell Inter. 2022;22(1):323. Creative Commons.55
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layer of detail by generating topographical maps and analyzing the mechanical properties of EVs. This technique measures 
surface stiffness, adhesion, and elasticity by scanning a sharp cantilever over the vesicle. Unlike SEM and TEM, AFM 
requires minimal sample preparation and can study EVs in air or liquid environments. It is especially valuable for assessing 
vesicle integrity and interactions with surrounding biological structures. Each of these microscopy techniques contributes 
unique strengths to EV research. Together, they enable a comprehensive understanding of EVs, from their surface 
characteristics and internal composition to their mechanical and physical properties, making them invaluable tools in the 
study of these versatile biological entities.58

Dynamic Light Scattering (DLS)
DLS is extensively used to analyze the size distribution of particles in suspension. This technique is based on the 
principle of light scattering from particles that are undergoing Brownian motion.58 In a DLS experiment, a laser beam is 
directed at the sample, and the scattered light is detected at various angles. The intensity of the scattered light fluctuates 
over time due to the random motion of the particles.58 These fluctuations are analyzed to determine the diffusion 
coefficients of the particles, which are then converted into particle size using the Stokes-Einstein equation.

DLS is favoured for its rapid assessment capabilities, allowing for the measurement of a broad size distribution within 
minutes.62 It requires minimal sample volume and preparation, which makes it a convenient choice for preliminary sample 
analysis. However, DLS has limitations, particularly its sensitivity to the presence of larger particles or aggregates, which can 
skew the size distribution results. The technique also assumes that particles are spherical, which might not be the case for all 
EVs, as they can exhibit various shapes depending on their biogenesis and the cellular environment.58

Figure 8 (A) Purification and enrichment of exosomes; (B) Immunoaffinity enrichment of exosomes. Adapted from Mukerjee, N, Sarkar, S, Uti, DE, et al. Advancements in 
exosome-based cancer diagnosis: from chipsets to nano vaccine. Cancer Biology & Therapy. 2025;26(1). Creative Commons.56 Created in BioRender. Dhara, B. (2025) https:// 
BioRender.com/t1akwpb.
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Table 1 Nanotechnological Approaches Towards Isolation and Detection of Exosomes.54,57

Technique Principle of Operation Key Applications Advantages Limitations Technological Integration Analytical Limitations

A) Nanotechnologies for exosome isolation

Ultracentrifugation Differential sedimentation by density using 
high-speed centrifugation

Research-grade EV isolation from 
plasma, serum, urine

Gold-standard, label- 
free, scalable

Time-consuming, low 
specificity

Compatible with bulk 
workflows and automation

Co-isolates proteins, 
lipoproteins, debris

Size Exclusion 
Chromatography 
(SEC)

Physical separation by size using porous 
resin

Purification of EVs for omics 
analysis

Gentle on EVs, good 
recovery and purity

Low throughput, 
overlaps in particle sizes

Integrates with microfluidics, 
FPLC systems

May dilute EVs; requires 
post-concentration

Immunoaffinity 
Capture

Surface marker-specific antibody 
interaction

EV biomarker validation, targeted 
studies

High specificity, subtype 
enrichment

Costly antibodies, 
variable expression

Adaptable to magnetic beads 
and chip formats

Misses marker-negative EVs; 
poor quantification

Microfluidic Filtration Size-based retention on chip-integrated 
membranes

On-chip EV capture for rapid 
diagnostics

Compact, point-of-care 
potential

Membrane clogging, 
sample limitations

Fully integrable into EV-lab-on 
-chip

Sensitivity varies by pore 
uniformity

Polymer Precipitation Polymer-induced EV aggregation (eg PEG) EV enrichment from cell culture, 
biofluids

Simple, scalable, no need 
for equipment

Low purity, co- 
precipitates 
contaminants

Used in clinical kits (eg 
ExoQuick)

Non-specific; downstream 
interference likely

Acoustic 
Nanofiltration

Acoustic waves separate particles by 
density and compressibility

EV separation from complex 
fluids

Label-free, tunable, 
gentle

Still experimental; 
equipment intensive

Potential for chip integration Validation pending; 
throughput issues

B) Nanotechnologies for exosome detection

Dynamic Light 
Scattering (DLS)

Measures scattering due to Brownian 
motion

Estimating average EV size in 
suspension

Fast, label-free, simple 
setup

Sensitive to aggregates, 
not size-specific

Integrated into benchtop 
platforms

Not reliable for polydisperse 
samples

Nanoparticle Tracking 
Analysis (NTA)

Tracks motion of individual particles to 
infer size/concentration

Size distribution profiling of EV 
samples

Visualization + 
quantification

Requires dilution, low 
reproducibility

Fluorescence NTA adds 
multiplexing

Limited resolution <50 nm; 
poor for small EVs

Flow Cytometry (eg 
CytoFLEX)

Fluorescent labeling of surface antigens on 
EVs

Multiplexed detection of surface 
markers

High-throughput, 
quantitative

Weak signal for small 
vesicles <100 nm

Specialized optics (eg violet 
SSC)

Background noise, overlap 
with non-EV events

Spectradyne nCS1 Resistive pulse sensing via microfluidic 
cartridge

Label-free size and concentration 
measurement

Precise, high resolution Expensive cartridges, 
limited sample input

Standalone device; no labeling 
needed

Low sample throughput, 
high cost

Surface Plasmon 
Resonance (SPR)

Measures refractive index shift upon 
ligand binding

Kinetic profiling of EV protein 
markers

Real-time, label-free, 
sensitive

Surface fouling; limited 
multiplexing

Chip-based integration in 
biosensor formats

Requires stable probe 
immobilization

Electrochemical 
Biosensors

Current change generated by redox-active 
analyte capture

Ultra-sensitive detection of EV 
RNA/protein

Miniaturized, ultra-low 
detection limits

Probe design essential for 
each target

Integrates with smartphone/ 
microfluidics

Matrix effects interfere with 
signal quality
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Nanoparticle Tracking Analysis (NTA)
NTA provides detailed insights into both the size distribution and concentration of particles by visually tracking their 
Brownian motion. In NTA, particles within a sample are illuminated by a laser, and their movement is captured in real 
time using a video camera. This technique allows for the direct observation and analysis of individual particles, which are 
tracked to determine their hydrodynamic size based on the Stokes-Einstein equation.58

One of the key advantages of NTA is its ability to provide single-particle analysis, which offers a more accurate 
representation of particle size distributions and concentrations. NTA is particularly useful when detailed information on 
each particle is necessary, as it can also differentiate particles based on fluorescence labeling. This capability makes NTA 
ideal for studying specific subpopulations of EVs.58 However, NTA can be more time-consuming than DLS due to the 
need to capture and analyze extensive video data, and it often requires dilution of samples to optimal concentrations for 
accurate tracking.

EV Enrichment Techniques
Single EV Analysis
Single EV Analysis (SEA) is a cutting-edge technique designed to analyze individual EVs at high resolution. This method 
involves isolating and immobilizing single EVs on a substrate, enabling the precise characterization of their protein and 
nucleic acid contents (Figure 9a–c). Typically, EVs are captured on microarray chips or within microfluidic channels, 
where they can be stained with specific antibodies or probes for detailed imaging and analysis.63 SEA is especially 
valuable for assessing the heterogeneity among EV populations, providing insights into their diverse functions and 
origins.58 This technique allows researchers to study the unique molecular signatures of individual vesicles, enhancing 
our understanding of their roles in disease processes and potential for use in targeted therapies.

Microfluidic Filtering
Microfluidic filtering harnesses the precision of microfabricated systems to isolate and sort EVs based on size and other 
physical properties. In this technique, EV-containing samples are processed through channels etched at the microscale, 
where structures can be designed to selectively trap or divert particles of specific dimensions (Figure 9d–e). This method 
is highly effective for purifying EVs from biological fluids, offering a high degree of control over flow dynamics and 
particle handling. Microfluidic filtering can be integrated with other detection or analysis technologies directly on the 
chip, facilitating rapid, on-site diagnostic assessments.58

Contact-Free Sorting
Contact-free sorting involves the manipulation of EVs without direct physical contact, typically using forces such as 
magnetic fields, acoustic waves, or optical traps (Figure 9f–h). This approach minimizes potential damage or contamina
tion, preserving the integrity of the vesicles for subsequent analysis.58 Techniques like acoustic focusing use sound waves 
to sort particles based on density and compressibility, while optical tweezers employ lasers to trap and move individual 
vesicles. These methods are particularly useful for sorting EVs based on subtle physical differences, enabling the 
enrichment of specific subpopulations for detailed study.

Immunoaffinity Enrichment
Immunoaffinity enrichment leverages the specificity of antibody-antigen interactions to selectively isolate EVs expres
sing particular surface markers. In this technique, antibodies targeting known EV markers are immobilized on beads, 
plates, or within columns, and samples are passed through these prepared media. EVs with the target antigens bind to the 
antibodies, allowing other components to be washed away. This method is highly selective, enabling the purification of 
EV subsets associated with specific cell types or pathological conditions, making it invaluable for biomarker discovery 
and disease monitoring.58

EV Protein Analysis Techniques
Exosome proteins, particularly those expressed on the surface, serve as vital biomarkers for cancer detection and 
classification. Surface proteins such as tetraspanins, integrins, and disease-specific antigens provide a direct molecular 
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Figure 9 Single EV analysis (SEA). (a) EVs are biotinylated and captured on a flat surface coated with neutravidin (Av). Following captivation, EVs are stained with fluorescent antibodies and images. Subsequently, fluorophores are quenched, 
and the staining process is repeated for a different set of markers. Reprinted with permission from Lee K, Fraser K, Ghaddar B, et al. Multiplexed Profiling of Single Extracellular Vesicles. ACS Nano. 2017;12(1). Copyright © 2017 American 
Chemical Society. (b) Example of a SEA image. EVs from the Glioblastoma Gli36-WT cell line were biotinylated and captured. Individual EV were detected through staining with fluorescent streptavidin StAv (top left). For molecular profiling, 
EVs were stained for pan-EV markers (CD9, CD63, CD81) as well as tumor markers (EGFR, EGFRvIII, IDH1, and IDH1R132). Spots with circles represent single EVs. (c) Two-dimensional t-distributed stochastic neighbour embedding (tSNE) 
mapping of individual EVs analyzed for 11 protein markers. The original map was redrafted for EVs from a single cell line. Data from other cell lines are shaded light gray. EVs from Gli36-WT and Gli36-IDH1R132 cell lines clustered similarly, 
whereas EVs from Gli36-EGFRvIII cells showed recognizable clusters. Microfluidic filtering methods. Reprinted with permission from Lee K, Fraser K, Ghaddar B, et al. Multiplexed Profiling of Single Extracellular Vesicles. ACS Nano. 
doi:10.1021/acsnano.7b07060.64 (d) A microfluidic device that uses membrane filters to isolate EVs from unprocessed blood samples. The device consists of size-selective filters (<1 μm) and capillary guide and is assembled by a magnetic 
sandwich. (e) Filtered blood sample revealed a single EV population with an average size of 167 nm. Reprinted with permission from Rho J, Chung J, Im H, et al. Magnetic nanosensor for detection and profiling of Erythrocyte-Derived 
Microvesicles. ACS Nano. 2013;7:11227–11233.65 (f)Schematic of the acoustic wave sorter. The device consists of a pair of interdigitated transducers to generate a standing ultrasound wave to exert differential forces on vesicles of different 
sizes. (g)During operation, vesicles in an acoustic region experience radiation pressure that is directly proportional to the vesicle size and move toward the pressure node. Larger vesicles move faster than smaller vesicles, thereby forming 
differential separation trajectories. (h) By in situ manipulation of cutoff size, vesicles could be segregated with versatile size selection and a good separation yield. Reprinted with permission from Lee K, Shao H, Weissleder R, Lee H. Acoustic 
purification of extracellular microvesicles. ACS Nano. 2015;9:2321–2327.66
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fingerprint of the originating cells. These proteins are not only stable but also accessible for antibody-based detection 
methods. This section outlines key analytical techniques used for profiling these proteins, enabling high-throughput, 
label-free, and multiplexed evaluation of exosomes in clinical diagnostics. Exosome surface proteins such as CD63, 
CD81, and CD9 are pivotal for targeted detection, given their abundance on exosomal membranes. These markers are 
used in chip-based capture strategies where surfaces are functionalized with antibodies or aptamers for specific binding. 
Capturing exosomes via surface protein affinity not only improves purity but also enables subtype-specific isolation, 
which is essential for disease-specific biomarker discovery.

Micronuclear Magnetic Resonance (µnmr)
Micronuclear Magnetic Resonance (µNMR) is a highly sensitive analytical technique used for the characterization of 
proteins within EVs. µNMR utilizes magnetic nanoparticles that are functionalized with antibodies specific to target EV 
proteins. When these nanoparticles bind to their targets, they alter the local magnetic environment, which can be detected 
and quantified by NMR. This technique is capable of detecting very low concentrations of EVs and can provide quantitative 
information about the protein content of vesicles.58 µNMR is particularly useful for profiling protein expressions in EVs 
derived from small sample volumes, offering a powerful tool for clinical diagnostics and research applications.

Surface Plasmon Resonance (SPR)
Surface Plasmon Resonance (SPR) is a label-free technique used for real-time monitoring of molecular interactions on 
EV surfaces. SPR measures changes in the refractive index near the surface of a metal film when EVs bind to ligands that 
are immobilized on the film. This interaction causes a measurable change in the intensity of reflected light, directly 
correlating to the mass of the bound EVs. SPR can provide detailed kinetic data about binding events, such as association 
and dissociation rates, making it invaluable for studying the dynamics of EV protein interactions and for screening 
potential therapeutic targets.58

ExoScreen Technology
ExoScreen is a highly sensitive assay for detecting and quantifying proteins on the surface of EVs. It uses a dual- 
antibody sandwich approach, where two sets of antibodies are conjugated to photosensitizer beads (Figure 10a–c). When 
these beads come into proximity due to binding to a target protein on an EV, a chemiluminescent reaction is triggered. 
This reaction is only initiated when both antibodies have bound to their respective epitopes on the same vesicle, ensuring 
high specificity and sensitivity.58 ExoScreen is particularly useful for detecting low-abundance proteins and for screening 
EVs in complex biological fluids, such as blood or urine, without the need for prior purification.

Electrochemical Detection
Electrochemical detection methods are employed in EV research to quantify specific protein markers on the vesicle 
surfaces (Figure 10d–h). These techniques typically involve the use of electrodes coated with antibodies or other specific 
capture agents. When EVs bind to these coated electrodes, they produce a measurable electrical signal that can be 
amplified and quantified.58 Electrochemical sensors are known for their sensitivity, low cost, and rapid response times, 
making them well-suited for point-of-care testing and multiplexed analyses of EV proteins in clinical samples.

Exosome-Based Chipsets for the Detection of Cancer
Exosome based chip sets currently adopt the molecular profiling of exosomes for cancer diagnostics.69 These devices 
include microfluidics that work to analyze biological substances that may include blood or urine samples.70 These 
chipsets have specially designed surface capture agents incorporated in them which are usually antibodies or aptamers 
that target biomarkers that are unique to cancer cells and are present on or within exosomes.17,71 Such selective binding is 
important, since it separates the exosomes that contain relevant biomarkers of cancer.72 Figure 8 shows different 
strategies or methods of extracting exosomal proteins by microfluidic chip-based systems and immunoaffinity 
approaches. The continuous microfluidic platform allows the integration of flow-based mixing, separation and multiple 
marker analysis for the exosomes while the immuno-magnetic beads selectively bind onto the target exosomal proteins. 
Exosome studies can be performed in situ alongside an integrated microfluidic system, imaging, gene profiling, and 
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Figure 10 ExoScreen technology and iMEX platform: (a) Principle of ExoScreen assay; (b) Workflow of the assay; (c) Correlation between ExoScreen measurements for CD9 positive EVs, CD63 positive EVs, or CD63/CD9 double- 
positive EVs and EV protein concentration in a dilution series. Reprinted from Yoshioka Y, et al. Ultra-Sensitive Liquid Biopsy of Circulating Extracellular Vesicles Using Exoscreen. Nat Commun. 2014;5:3591. Creative Commons.67 

Electrochemical detection: (d) Schematic representation of assay performed on the iMEX platform. EVs are captured on magnetic beads directly in plasma and labeled with horseradish peroxidase (HRP) enzymes for electrochemical 
detection; (e) Photograph of an established iMEX platform; (f) Schematic representation of the sensor; (g) Varying number of EVs were spiked into human plasma and assayed by ELISA and iMEX; (h) Plasma samples from ovarian cancer 
patients (n = 11) and healthy controls (n = 5) were analyzed with the iMEX assay. Reprinted with permission from Jeong S, Park J, Pathania D, Castro CM, Weissleder R, Lee H. Integrated magneto-electrochemical sensor for Exosome 
analysis. ACS Nano. 2016;10:1802–1809. Copyright 2016 American Chemical Society.68
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particle analysis thereby providing better checks to isolate and characterize the exosomes with great accuracy.73 When 
a biological sample is loaded into this microfluidic device, these capture agents bind only to the exosomes with the 
proper biomarkers.74 After the capturing phase, the bound exosomes are identified through various techniques such as 
fluorescence where molecules with attached marker light up; changes in electrical signals or plasmonic sensing that 
detects any alteration in the surface plasmon resonance as a result of the exosome binding.75,76 Subsequently, the 
detection signals that have been obtained are quantized and characterised to give the diagnostic information of the 
exosomes.77 This includes the existence of cancer and possibly its stage depending on biomarker profiles of the exosomes 
obtained from the tumor.78,79 This integrated and highly efficient operation of exosome-based chipsets elucidates their 
potential to deliver sensitive and specific diagnosis of cancer, elevating the field of oncological diagnosis to a new level. 
To analyze the protein composition of the exosomes, on-chip assay can be performed, where the body fluids are mixed 
with immune-magnetic capture beads, and the exosomes bind to those immune-magnetic beads and are isolated using 
a magnetic field. Following this the exosomes are lysed and protein capture magnetic beads and primary antibodies are 
added. The exosomal proteins interact with these beads and primary antibodies, providing a landing bay for fluorescently 
labelled secondary antibodies which interact with specific primary antibodies bound to the captured proteins. By 
magnetic isolation and chemi-fluorescence, one can analyze the protein composition (relative abundance) of the 
exosomes (Figure 11). Recent developments in microfluidic chip platforms have enabled the simultaneous execution 
of exosome isolation, enrichment, and molecular analysis on a single chip. Technologies like digital microfluidics, 
electrochemical biosensors, and paper-based microfluidic platforms allow for multiplexed, real-time exosome detection. 
These chipsets are particularly suited for point-of-care applications and early diagnostics. Despite these advancements, 
challenges remain in terms of clinical standardization, reproducibility, and regulatory approval for large-scale 
deployment.

Figure 11 On-Chip Assay with body fluids containing exosomes. For analyzing the protein composition of these exosomes, body fluids are mixed with exosomes to capture 
immune-magnetic beads. Exosomes bind to these beads and can be isolated from the body fluids using a magnetic field. Exosomes are lysed, and the lysed contents are mixed 
with protein capture immune-magnetic beads and heterogenous population primary antibodies which bind to the captured proteins. Fluorescent secondary antibodies are 
then added, which bind to specific primary antibodies which are bound to specific captured proteins. By magnetic channelization and chemi-fluorescence intensity, the 
presence and relative abundance of the intravesicular proteins can be estimated. Created in BioRender. Dhara, B. (2025) https://BioRender.com/6kdxla5.
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Advances in nanotechnology have significantly improved the effectiveness of the exosome-based chipsets especially 
in cancer detection systems.80 Among the leading technologies that have shaped these developments are the nanowire 
sensors, quantum dot labels and plasmonic nanoparticles which proved very useful not only in enhancing the sensitivity 
but also the specificity of these diagnostic methods.81–83

There are certain attributes such as ultra-sensitive electrical properties which nanowire sensors are designed to 
harness and they are especially useful in the detection of cancer markers.84 These sensors work based on the principle of 
subtle change in electrical resistance as and when exosomes, loaded with cancer biomarkers, come in contact with 
them.85–87 This makes it possible for the specific exosomes that are being targeted to bring about a detectable change in 
the electrical conductance at the nanowire surface. This change is so distinct that it can detect and count even low- 
abundance exosomes which are generally hidden from other standard profiling methods. This high sensitivity if provided 
by nanowire sensors makes it easy for early detection of cancers since even minimal disease markers may be vital in 
early diagnosis.88 At the same time, another innovation has taken place in the labeling technology contained in these 
chipsets and this is through the use of quantum dots.89 The quantum dots’ bright and stable fluorescence make them ideal 
to be conjugated with molecules bearing an affinity for exosomes.90 These fluorescent tags are very useful as once bound, 
exosomes could be easily visualized and counted under the microscope regardless of low concentration of the biomarkers 
on exosomes. A valuable quality of the quantum dots is their stability as compared to the traditional fluorescent dyes that 
tend to photo bleach quickly under illumination.91,92 Therefore, quantum dots help the researchers and clinicians to carry 
out the experiments or diagnoses for an extended period, without destabilising or compromising the strength of the 
quantum dot signal, thus providing a precise quantification, and characterization of the exosomal biomarkers. Additional 
advancements in the diagnostic realm are plasmonic nanoparticles that build upon their optical properties of the 
respective chipsets by applying the method of Surface enhanced Raman scattering (SERS).93 These nanoparticles are 
going to increase the local electromagnetic field values in their vicinity when excited, a factor that significantly increases 
the Raman-enhancement factor for closer situated molecules.94,95 This enhancement can be of particular importance to 
better understand the nature and the state of functional organization of the exosomes since the molecular composition of 
these carriers can be assessed.96,97 As a result, specific biomarkers of exosomes associated with cancer are better 
characterized by plasmonic nanoparticles, thus enhancing the level of diagnostics’ molecular analysis.98 Altogether, 
these discoveries provide the interdisciplinary synthesis of materials science and biotechnology to create exosome-based 
chipsets for demonstrated aims to perform at levels undreamt of in detecting and analyzing biomarkers of cancer. These 
technologies therefore have the potential not only to improve the diagnostic armamentarium but also increase the 
knowledge of cancer biology and thus potentially improve the therapeutic intervention as well.99

Clinical Trials
Over the past decade, several attempts to harness extracellular vesicles (exosomes) for liquid biopsy applications have 
encountered critical technological and analytical limitations. Early-generation exosome diagnostic platforms, such as 
label-free impedance biosensors and polymer-based precipitation kits (eg, ExoQuick), demonstrated ease of use but 
suffered from poor specificity, co-isolation of contaminants, and lack of reproducibility across clinical samples. These 
systems often failed to differentiate tumor-derived exosomes from those released by non-malignant cells, thereby 
undermining their diagnostic utility. In parallel, competing liquid biopsy approaches like circulating tumor DNA 
(ctDNA) and cell-free DNA (cfDNA) gained attention for their non-invasive potential. However, these analytes exhibit 
low stability in circulation, limited representation of protein-level information, and reduced sensitivity in early-stage 
cancers where nucleic acid fragments may be scarce or fragmented. In contrast, exosome-based chipsets offer a unique 
combination of biomolecular richness (nucleic acids, proteins, lipids), structural integrity, and real-time detectability 
using surface-enhanced, multiplexed nanotechnologies. These features enable chip-based exosome platforms to outper
form traditional methods by supporting multi-omic profiling and preserving spatial-temporal information essential for 
early cancer detection.

Nanocarriers, especially exosome-based chipsets, are focused on their revolutionary functions in detecting cancer at 
initial stages. Exosome analyzer is nanotechnology-based devices to isolate and analyze exosomes, which are EVs that 
transport diagnostic biomarkers including proteins, DNA and RNA from cancer cells.100,101 The article reveals how 
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chipsets utilising exosomes could transform diagnostics, for example by enabling non-invasive, highly sensitive and 
specific, and early-stage diagnostics for cancer that is critical for optimising the right patient outcomes. Figure 12 
highlights clinical trials related to exosomes based across all types of cancer including blood, plasma, urine and other 
humoral fluids also as biomarkers. Pancreatic cancer, lung cancer, and colorectal cancers are some of the clinical trial 
areas today which depict the importance of exosome research. These trials assess exosome’s diagnostic and prognostic 
capability in cancer and its therapeutic as well as signaling research uses. For instance, the studies establish the 
approaches used in isolation of exosomes from blood and tissue in managing cancer progression and treatment outcomes. 
It also covers limitations: such as putting forth requirements in terms of the methods of exosome isolation; these 
correspond to clinical practice attempts to enhance and perfect such approaches to the use of exosomes for diagnostics. 
Detailed exosomes clinical trials are given in Table 2, while their comparison with other methods are given in Table 3. 
This article suggests that future research on exosomes is bright for cancer diagnostic and targeted therapy, even as 
clinical trials and technology breakthroughs offer the way forward for exosome research in cancer treatment. Despite 
their transformative potential, exosome-integrated chipsets face several translational bottlenecks that extend beyond mere 
cost or device integration challenges. Chief among these is reproducibility—a fundamental issue arising from the lack of 
harmonized protocols for exosome isolation, enrichment, and downstream analysis. Variations in fluidic chip design, 
sample input quality, and processing times can lead to inconsistent diagnostic outputs, complicating cross-laboratory 
validations. Sensitivity remains another concern, particularly in detecting tumor-specific exosomes amidst a vast back
ground of vesicles from normal tissues. This issue is further aggravated in early-stage malignancies or low-volume 
biofluid samples. Additionally, standardization in the field is lacking across multiple dimensions: from pre-analytical 
sample handling (eg, centrifugation speeds, filtration cut-offs) to analytical quantification strategies (eg, nanoparticle 
tracking vs surface marker expression). The absence of universally accepted performance metrics impedes regulatory 
clearance and large-scale clinical deployment.

Figure 12 Clinical trials on Exosomes.103 Created in BioRender. Dhara, B. (2025) https://BioRender.com/75qwt96.
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Table 2 Detailed Overview of Exosome-Based Clinical Trials in Cancer.102

Trial 
Identifier

Biomarker 
Source

Cancer Type/Research 
Focus

Details/Comments Biomarkers Used

Blood-Derived Exosome Trials

NCT0116903 Blood Glioma Investigating glioma tumor-derived exosomes. Tumor-specific proteins, miRNAs

NCT06023211 Blood Gastric Cancer Focus on exosomal biomarkers for early gastric 
cancer diagnosis.

EpCAM, HER2, CEA, miRNAs

NCT03495473 Blood Colorectal Cancer Exosomal analysis to improve detection of 
colorectal malignancies.

KRAS mutations, miRNAs

NCT03325205 Blood Lung Cancer Circulating exosomes used for non-invasive 
detection of lung cancer.

EGFR mutations, PD-L1, miRNAs

NCT03821929 Blood Pancreatic Cancer Aims to explore early biomarkers for pancreatic 
cancer.

Glypican-1, KRA Smmutations, miRNAs

NCT04939234 Blood Lung Cancer Advanced detection mechanisms using blood- 
derived exosomes for lung cancer diagnosis.

PD-L1, EGFR, ALK mutations

NCT06105831 Blood Pancreatic Cancer Focusing on exosomes to detect pancreatic 
malignancies.

KRAS mutations, miRNAs

NCT03820011 Blood Sarcoma Using blood-derived exosomes to detect 
sarcomas.

Tumor-specific proteins, miRNAs

NCT03738139 Blood Ovarian Cancer Non-invasive diagnostic techniques for ovarian 
cancer using exosomes.

CA125, miRNAs

NCT03527819 Blood Advanced NSCLC Studying exosomal biomarkers for non-small cell 
lung cancer.

EGFR, KRAS, PD-L1

NCT03642414 Blood Liver Cancer Detection of exosomes in blood for liver cancer 
diagnostics.

Glypican-3, AFP, miRNAs

NCT03642401 Blood Colorectal Cancer Focuses on exosomes to track colorectal cancer 
progression.

KRAS mutations, miRNAs

NCT04352339 Blood Colorectal Cancer Investigating colorectal exosomes for early 
detection.

CEA, KRAS, miRNAs

NCT04620799 Blood Lung Cancer Exosomes as biomarkers for lung cancer 
diagnosis.

EGFR, ALK, miRNAs

NCT05116055 Blood Lung Metastasis of 
Osteosarcoma

Detecting metastasis through exosomal analysis. Tumor-specific proteins, miRNAs

NCT03018667 Blood Lung Metastases Studies the spread of lung cancer through blood- 
based exosomes.

ALK, PD-L1, miRNAs

NCT03581435 Blood Gallbladder Carcinoma Use of blood exosomes for early gallbladder 
cancer detection.

CA19-9, miRNAs

NCT03644240 Blood Advanced Adenomas and 
Colorectal Cancer

Detection of exosomes for early-stage colorectal 
cancer.

KRAS mutations, miRNAs

NCT05422727 Blood Gastrointestinal Tumor Exosomes studied for gastrointestinal tumor 
detection.

CEA, miRNAs

NCT04854768 Blood Rectal Cancer Exosome biomarkers explored for rectal cancer 
detection.

KRAS, miRNAs

NCT06381648 Blood Detecting Lymph Node 
Metastasis in 
Cholangiocarcinoma

Investigating blood exosomes to track metastasis. CA19-9, miRNAs

NCT04288411 Blood Breast Cancer Focus on breast cancer detection via exosomal 
biomarkers.

HER2, CA15-3, miRNAs

Urine-Derived Exosome Trials

NCT04960956 Urine Prostate and Urothelial 
Carcinoma

Exosomes in urine used for prostate and 
urothelial cancer diagnostics.

PCA3, TMPRSS2:ERG

NCT02702856 Urine Prostate Cancer Non-invasive diagnostic approach using urine- 
derived exosomes.

Exosomal RNA (eg, PCA3, TMPRSS2:ERG))

NCT05463107 Urine Thyroid Cancer Investigates urine exosomes for early detection of 
thyroid cancer.

Exosomal miRNAs (eg, miR-21, miR-146b)

NCT03488535 Urine Renal Cell Carcinoma Focus on exosomes for diagnosing renal cell 
carcinoma.

Exosomal proteins (eg, AQP1, CA9)

NCT04948371 Urine Bladder Cancer Studying bladder cancer through exosomal 
biomarkers in urine.

Exosomal miRNAs (eg, miR-375, miR-200c)

(Continued)
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Table 2 (Continued). 

Trial 
Identifier

Biomarker 
Source

Cancer Type/Research 
Focus

Details/Comments Biomarkers Used

NCT05192694 Urine Prostate Cancer Non-invasive prostate cancer detection using 
urine-derived exosomes.

Exosomal RNA (eg, PCA3, TMPRSS2:ERG)

NCT03481834 Urine Thyroid Cancer Uses urine to isolate exosomes for thyroid cancer. Exosomal miRNAs (eg, miR-21, miR-146b)

NCT05075583 Urine Renal Cell Carcinoma Studying renal cancer through exosome analysis in 
urine.

Exosomal proteins (eg, AQP1, CA9)

NCT02862470 Urine Thyroid Cancer Investigating exosomes for early thyroid cancer 
detection.

Exosomal miRNAs (eg, miR-21, miR-146b)

Cerebrospinal Fluid (CSF) Exosome Trials

NCT05286684 CSF Breast Cancer Exosomal biomarkers studied in cerebrospinal 
fluid to detect breast cancer metastasis.

Exosomal miRNAs (eg, miR-10b, miR-21)

NCT03974240 CSF Leptomeningeal Metastasis 
and Breast Cancer

Tracking metastasis in breast cancer patients using 
CSF-derived exosomes.

Exosomal proteins (eg, HSP70, TSG101)

Plasma-Derived Exosome Trials

NCT04529915 Plasma Lung Cancer Early detection of lung cancer through plasma 
exosomes.

Exosomal miRNAs (eg, miR-21, miR-126)

NCT04188293 Plasma Malignant Pulmonary 
Nodules

Non-invasive diagnostic tools for pulmonary 
nodules.

Exosomal miRNAs (eg, miR-122, miR-221)

NCT04183119 Plasma New Tumor Diagnosis Plasma exosomes used for tumor diagnostics. Exosomal proteins (eg, CD63, CD81)

NCT02876064 Plasma Gastrointestinal Cancers Plasma-derived exosomes studied for 
gastrointestinal cancers.

Exosomal RNA (eg, KRAS mutations)

NCT03329313 Plasma Pancreatic Cancer Early detection of pancreatic cancer using 
exosomal markers.

Exosomal miRNAs (eg, miR-155, miR-196a)

NCT01179583 Plasma Advanced Gastric Cancer Exosomal analysis for advanced gastric cancer 
diagnosis.

Exosomal RNA (eg, HER2)

NCT05525529 Plasma Pancreatic Cancer Targeting pancreatic cancer biomarkers in plasma 
exosomes.

Exosomal proteins (eg, glypican-1)

NCT04647994 Plasma Bone Metastasis in Cancer 
Patients

Detecting bone metastasis through plasma 
exosomes.

Exosomal miRNAs (eg, miR-19a, miR-21)

NCT04997793 Plasma Exosomes in Non-Small 
Cell Lung Cancer

Non-invasive detection of lung cancer using 
exosomes from plasma.

Exosomal RNA (eg, EGFR mutations)

NCT04472745 Plasma Exosomes in Lung Cancer 
Patients

Exploring plasma exosomes in lung cancer 
diagnostics.

Exosomal miRNAs (eg, miR-21, miR-210)

Serum-Derived Exosome Trials

NCT03874559 Serum Advanced Rectal Cancer Studying serum exosomes for rectal cancer 
detection.

Exosomal miRNAs (eg, miR-21, miR-29a)

NCT03624427 Serum Gastric Cancer Serum exosomes used for gastric cancer 
diagnosis.

Exosomal RNA (eg, LINC00152)

NCT03830619 Serum Lung Cancer Serum-derived exosomes explored for lung 
cancer detection.

Exosomal miRNAs (eg, miR-126, miR-182)

Tumor-Derived Exosome Trials

NCT06388967 Circulating 
Exosomes

Pancreatic Cancer Focus on circulating exosomes to track pancreatic 
cancer.

Exosomal proteins (eg, MUC1, glypican-1)

NCT05744076 Circulating 
Exosomes

Melanoma Studying melanoma progression through 
circulating exosomes.

Exosomal miRNAs (eg, miR-211)

NCT01344109 Tumor- 
Derived 
Exosomes

Breast Cancer Investigates tumor-derived exosomes as 
prognostic markers in breast cancer patients 
receiving chemotherapy.

Exosomal RNA (eg, miR-155, HER2)

Cancer Tissue Exosome Trials

NCT04227886 Tissue and 
Plasma

Predictive Biomarkers for 
Rectal Cancer

Focuses on exosomal biomarkers from tissue for 
rectal cancer therapy prediction.

Exosomal miRNAs (eg, miR-375)

NCT05427227 Tissue and 
Plasma

Gastrointestinal Tumor Investigates gastrointestinal cancer using tissue- 
derived exosomes for biomarker analysis.

Exosomal proteins (eg, CD63, CD81)

(Continued)
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Table 2 (Continued). 

Trial 
Identifier

Biomarker 
Source

Cancer Type/Research 
Focus

Details/Comments Biomarkers Used

NCT02980849 Tissue and 
Plasma

PD-L1 in Cancer Tissue Studying consistency of PD-L1 exosomal 
biomarkers in tissue and plasma for early cancer 
diagnosis.

Exosomal PD-L1

Therapeutic Applications of Exosomes

NCT01294072 Plant- 
Derived 
Exosomes

Colon Cancer Investigating plant-derived exosomes for colon 
cancer therapy.

Plant-derived exosomal miRNAs

NCT01668849 Plant- 
Derived 
Exosomes

Head and Neck Cancer Studying plant exosomes as therapeutic agents. Plant-derived exosomal RNA

NCT03608631 Stem Cell- 
Derived 
Exosomes

Pancreatic Cancer Exploring stem cell exosomes for targeted 
therapy in pancreatic cancer.

Exosomal miRNAs (eg, miR-21, miR-1246)

NCT06425746 Stem Cell- 
Derived 
Exosomes

Acute Myeloid Leukemia Investigating stem cell-derived exosomes for 
leukemia treatment.

Exosomal proteins (eg, TGF-β, HSP70)

NCT01159288 Dendritic 
Cell 
Exosomes

Lung Cancer Focus on dendritic cell exosomes for therapeutic 
purposes.

Exosomal MHC molecules

Cancer Signaling Research

NCT02393703 Blood and 
Tissue

Exosome-mediated 
Intercellular Signaling in 
Pancreatic Cancer

Investigating the role of exosomes in signaling 
pathways between cancer cells and their 
microenvironment.

Exosomal proteins (eg, CD63, CD81)

Table 3 Comparing Between Exosomes and Other Clinical Cancer Detection Methods

Technique Exosome Mediated Cancer Detection

Basis Analysis of EVs (exosomes) released by cells, carrying a diverse cargo of proteins, nucleic acids, lipids, and metabolites that 

reflect the cell of origin.

Target - Proteins (for example, tumour-specific antigens, tetraspanins)
- Nucleic acids (mRNA, miRNA, DNA)

- Lipids (ceramide, cholesterol)
- Metabolites

- Provides a “snapshot” of the tumour’s molecular profile.

Sample Type Body fluids:

- Blood

- Urine
- Saliva

- Cerebrospinal fluid

- Milk or Colostrum
- Sweat Semen Menstrual Blood / Amniotic fluid

Sensitivity - High potential due to early presence in tumour development
- Multiple biomarkers detected

Limitations: Influenced by sample handling, isolation methods, and analysis techniques

Specificity - High specificity when targeting unique biomarkers (for example, tumour-specific proteins, miRNAs)
Limitations: Difficulty identifying truly tumour-specific markers; specificity depends on detection techniques.

(Continued)
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Different biofluid sources present varying challenges and opportunities for exosome isolation and analysis. For 
example, plasma and serum are rich in proteins and lipids that can interfere with conventional ultracentrifugation or 
precipitation techniques. Chip-based microfluidic approaches, in contrast, allow selective enrichment and detection even 
in complex matrices like blood. Urine and saliva, though less invasive to collect, often yield lower exosome concentra
tions, requiring chip-based amplification strategies. These platforms are also being tailored to capture exosomes carrying 

Table 3 (Continued). 

Technique Exosome Mediated Cancer Detection

Invasiveness - Generally non-invasive (for example, blood draw)
Limitations: Some sampling (for example, cerebrospinal fluid) may involve minor risks.

Cost - Relatively expensive due to complex isolation and analysis (for example, ultracentrifugation, chromatography, flow cytometry, 
mass spectrometry).

Time - Time-consuming: requires isolation, characterization, and detailed analysis.

Clinical 
Applications

- Early cancer detection

- Prognosis
- Monitoring treatment response

- Drug delivery

- Personalized medicine

Technique Molecular Imaging / Immunoassay / Chemiluminescence

Basis Molecular Imaging: Visualization of biological processes using PET, MRI, or Ultrasound.Immunoassay: Detection of specific 

molecules using antibodies. 

Chemiluminescence: Measurement of light emitted from a chemical reaction triggered by specific analytes.

Target Molecular Imaging: Tumour cells, tissues, molecular targets (for example, receptors, enzymes). Immunoassay: Proteins, 

hormones, enzymes, tumour markers (for example, PSA, CA-125). 
Chemiluminescence: Specific molecules involved in biochemical pathways.

Sample Type Molecular Imaging: In vivo (for example, PET, MRI) or in vitro (biopsy, tissue). 
Immunoassay: Blood, serum, other bodily fluids.Chemiluminescence: Blood, serum, other bodily fluids.

Sensitivity Molecular Imaging: Highly sensitive, but varies by modality and tracer. 
Immunoassay: Varies with target, antibody specificity, and assay type. 

Chemiluminescence: Generally high sensitivity. 

Limitations: Sensitivity can be affected by cross-reactivity, background noise, tracer quality.

Specificity Molecular Imaging: Can be highly specific with targeted tracers; limited by tumour heterogeneity or off-target binding. 

Immunoassay & Chemiluminescence: Highly specific, but potential cross-reactivity and interference from other substances.

Invasiveness Molecular Imaging: Ranges from non-invasive (PET, MRI) to invasive (biopsy). 

Immunoassay & Chemiluminescence: Generally non-invasive (for example, blood draw); some minor preparation required.

Cost Molecular Imaging: Expensive (especially PET, MRI). 

Immunoassay: Variable—simple assays are inexpensive; complex assays are costly. 
Chemiluminescence: Generally inexpensive.

Time Molecular Imaging: Varies by procedure. 
Immunoassay & Chemiluminescence: Usually quick turnaround.

Clinical 
Applications

Molecular Imaging: Cancer diagnosis, staging, treatment planning, monitoring response. 
Immunoassay: Cancer diagnosis, prognosis, therapeutic drug monitoring. 

Chemiluminescence: Hormone assays, ELISA-based diagnostics.
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specific protein or nucleic acid signatures, enhancing biomarker sensitivity. Thus, the selection of chip-based techniques 
can be optimized based on the physicochemical properties of the target biofluid.

Challenges and Future Directions
Based on the positive outcomes of the diagnostic potential of exosome-based chipsets for early-stage detection of the 
disease, researchers are faced with several disadvantages that prevent their wide application. One is non-homogeneity of 
samples due to variability in the method used in isolation of exosomes; this greatly reduces the reliability of the 
diagnostic test. Setting up benchmark measures is critical towards moving some of these solutions from the lab to 
practical application.103 The high cost incurred in both the development as well as manufacturing of the nanotechnology- 
based chipsets also consists of notable challenges. These factors include the use of gold nanoparticles and the generally 
complex nature of the fabrication techniques which lead to high cost of production.104 While improving the accuracy of 
the diagnostic tools is important, it is equally important to discover more affordable and efficient materials or streamline 
the process of creating these devices so that they can be produced cheaply in places with fewer resources. Moreover, the 
inclusion of these chipsets into currently running healthcare systems is an even bigger challenge. They are dependent on 
certain hardware to run the operations and analyze the data and the end users which are the healthcare practitioners must 
be in a position to understand the results. Operational implementation and integration with the current modes of medical 
practice and electronic medical records entails technology, as well as legal barriers that have to be surmounted.

These chipsets are still under active research as proven by the efforts to improve the surface properties of the chipsets 
and developing special detection mechanisms that make them even more specific and sensitive. It could mean the ability 
to detect cancer at an early stage through better tests with better technology and therefore significantly improve the 
quality of life of patients. Moreover, the idea of diagnostics of personalized medicine via exosome-based chipsets has 
much potential. Personalizing the diagnostic and therapeutic strategies according to molecular characteristics of tumors 
can prospectively change the management of cancer. This entails a solid understanding of the molecular characteristics of 
cancers as well as how they display themselves in exosomes. Reasons discovered for continued innovation together with 
cross-disciplinary study and cooperation are important in eradicating existing hurdles towards optimizing this effective 
technology in hospitals.

Exosome-based approaches are not developed to completely replace the established cancer management techniques, 
but rather to function as powerful complementary tools, strategically addressing significant unaddressed needs in the 
field. For instance, in diagnosis, while a traditional tissue biopsy remains one of the best standards for definitive 
pathological confirmation, it is inherently invasive, carries procedural risks, and represents a static snapshot of 
a tumour at a particular point of time. Exosome diagnostics, on the other hand, offer the promise of early, non- 
invasive detection through a liquid biopsy, where specific tumour-derived exosomal cargo could serve as highly sensitive 
biomarkers. This allows for frequent, real-time monitoring of disease progression and treatment response without 
repeated invasive procedures, a capability that current imaging techniques such as CT or MRI, while excellent for 
visualizing tumour size and location, often lack in terms of molecular detail and sensitivity for microscopic disease. 
Similarly, exosome-based therapies aim for targeted, less toxic drug delivery, a critical advancement over systemic 
chemotherapy, which indiscriminately attacks rapidly dividing cells, leading to severe side effects like hair loss, nausea, 
and immune suppression. By engineering exosomes to specifically home in on cancer cells, potentially delivering 
concentrated therapeutic payloads like anti-cancer agents or gene-editing tools, exosome therapies aspire to minimize 
damage to healthy tissues, a limitation that even some targeted therapies or antibody-drug conjugates (ADCs) can still 
face due to off-target binding or systemic drug release. Therefore, the ultimate success and widespread clinical adoption 
of exosome technologies will hinge on their ability to definitively demonstrate superior advantages in terms of sensitivity, 
specificity, safety, efficacy, and practical utility when compared to the existing and continually evolving landscape of 
traditional and emerging diagnostic and therapeutic alternatives.

While no exosome-based cancer diagnostic or therapeutic technologies have been definitively failed and completely 
abandoned after thorough clinical trials, the field has encountered significant challenges that represent substantial hurdles 
in achieving broad clinical implementation. For diagnostics, initial methods for isolating exosomes, such as ultracen
trifugation, often yielded impure and damaged samples, proving ineffective for accurate and reproducible biomarker 
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analysis. Furthermore, many early-identified exosomal biomarkers lacked the necessary specificity, leading to high rates 
of false positives or negatives in larger studies, thus failing to provide reliable diagnostic accuracy. A pervasive issue has 
been the lack of standardized protocols, causing unacceptably poor reproducibility of results across different laboratories, 
thereby hindering the validation required for clinical utility. In the realm of exosome-based therapies, initial attempts at 
loading therapeutic cargo into exosomes often resulted in very low encapsulation efficiency or damage to the exosomes, 
thus failing to deliver a therapeutically meaningful dose to cancer cells. A critical failure to date has also been the 
inability to develop robust, scalable, and cost-effective manufacturing processes to produce clinical-grade exosomes in 
sufficient quantities for widespread therapeutic application. Finally, early exosome formulations often exhibited poor 
stability and rapid clearance from the bloodstream, preventing effective accumulation at tumour sites and thereby failing 
to achieve the desired therapeutic effect in vivo. These challenges, while not leading to outright abandonment of the 
technology, represent significant limitations that researchers are actively working to overcome to realize the full potential 
of exosome-based approaches in cancer care.

Conclusion
The integration of exosome-based chipsets into the field of cancer diagnostics represents a pivotal advancement in the 
early detection and personalized management of cancer. By leveraging nanotechnology, these platforms offer a unique 
ability to isolate and analyze exosomes—nanoscale vesicles that serve as dynamic biomarkers of cellular states. This 
capability allows for unprecedented insights into the molecular and functional characteristics of cancer at its earliest 
stages, facilitating early intervention and improving treatment outcomes. The non-invasive nature of these technologies, 
combined with their high sensitivity and specificity, positions them as a significant improvement over traditional 
diagnostic methods such as imaging and biopsies, which are often limited in their ability to detect early-stage cancer. 
Moreover, the versatility of exosome-based chipsets extends beyond diagnostics to include therapeutic applications. 
Engineered exosomes provide an innovative vehicle for delivering targeted therapies, particularly in combating metas
tasis and complex tumor microenvironments. The integration of advanced technologies such as quantum dots, nanowire 
sensors, and plasmonic nanoparticles has further enhanced the precision and efficiency of these platforms, setting the 
stage for their broader adoption in clinical settings.

Despite their promise, challenges remain in standardizing exosome isolation methods, reducing manufacturing costs, 
and integrating these tools into existing healthcare frameworks. There are several limitations of exosome-based cancer 
diagnosis and therapy. Exosomes are secreted by virtually all cell types, and their cargo varies significantly depending on 
the cell of origin, its physiological state, and the surrounding microenvironment. This biological complexity means that 
a patient’s biofluid contains a highly diverse population of exosomes from both healthy and cancerous cells, as well as 
other conditions. Distinguishing cancer-specific exosomes from this heterogeneous background is a major analytical 
challenge. While research has identified some tumour-specific exosome biomarkers, a universal and highly specific set of 
biomarkers for early detection or precise disease monitoring across all cancer types is still lacking. A suspected cancer 
biomarker might be elevated in multiple conditions, leading to false positives.

Current isolation methods (for example, ultracentrifugation, size-exclusion chromatography, immunoaffinity capture, 
microfluidics, precipitation) struggle to achieve both high purity by removing contaminants like proteins, lipoproteins, 
and other EVs, and high yield simultaneously. Impurities can interfere with diagnostic assays, leading to inaccurate 
results, while low yield can limit the quantity of material available for analysis, especially for early-stage cancers where 
number of exosomes might be low. There’s a significant lack of standardized protocols for exosome isolation and 
characterization across different laboratories and studies. Minor variations in centrifugation times, storage temperatures, 
or reagent batches can drastically impact the quality, quantity, and cargo profile of isolated exosomes, compromising 
reproducibility and comparability of research findings, which hinder the development of definitive and dependable 
diagnostic assays for clinical purposes. Some isolation methods, particularly those involving severe physical forces like 
ultracentrifugation, can damage exosome integrity, altering their structure and potentially their cargo, which could affect 
diagnostic accuracy. In early stages of cancer, the concentration of tumour-derived exosomes in biofluids can be very 
low, making their detection challenging even with highly sensitive methods. The nanoscale size of exosomes and the 
complex matrix of biological fluids make their efficient isolation and sensitive detection difficult. Developing biosensors 
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and analytical platforms with sufficient sensitivity and specificity for different exosome biomarkers is a happening area of 
research. The diagnostic reliability and sensitivity of exosome-based assays still need extensive validation through large- 
scale clinical studies across diverse patient populations to prove their utility in routine clinical settings.

Exosomes have a limited internal volume. This inherent constraint poses a significant challenge for loading large 
therapeutic molecules such as chromatin remodelling complexes or gene editing tools, or high payloads of smaller drugs 
that might be required for effective therapy. Current methods for loading therapeutic cargo into exosomes (for example, 
incubation, electroporation, sonication, transfection of donor cells) often suffer from low loading efficiency, variability, 
and potential damage to either the exosome or the cargo. Achieving consistent and high loading remains a major hurdle. 
While exosomes have a natural propensity to target certain cells, achieving precise and exclusive targeting of cancer cells 
while minimizing uptake by healthy cells is complex. Modifying exosomes for enhanced tumour-specific targeting is an 
important research area, but it adds layers of complexity and potential for off-target effects if not optimized. Cancer cells 
can also quickly adapt and change their surface receptor expression, making single-ligand targeting less effective over 
time. Although generally considered less immunogenic than synthetic nanoparticles, exosomes, especially those derived 
from allogeneic sources, can still potentially elicit an immune response in vivo, leading to their rapid clearance or 
reduced therapeutic efficacy. Exosomes can be susceptible to degradation in the body and are quickly cleared from 
circulation. This short half-life limits their systemic delivery and sustained therapeutic effect, requiring frequent 
administration or strategies to enhance their in vivo stability.

Producing clinical-grade exosomes in sufficient quantities for therapeutic applications is a significant challenge. 
Current methods are often labour-intensive, time-consuming, and have low yields, making large-scale manufacturing 
difficult and expensive. Maintaining consistent quality, purity, and cargo content across different production batches of 
exosomes is crucial for therapeutic reproducibility and safety, but it remains a substantial hurdle due to the inherent 
biological variability of exosome production and isolation. As a relatively new class of biological therapeutics, there is 
lack of clear, standardized guidelines for their manufacturing, quality control, and clinical testing creates uncertainty for 
scientists and pharmaceutical companies. Furthermore, demonstrating the long-term safety and consistent efficacy of 
exosome-based therapies in vigorous clinical trials is essential for regulatory approval and widespread implementation.

Addressing these barriers will require interdisciplinary collaboration, regulatory support, and continuous innovation 
to ensure that these technologies are both accessible and effective in diverse clinical environments. Additionally, 
efforts to educate healthcare providers and streamline the analysis of data generated by these chipsets will be crucial 
for their widespread implementation. Exosome-based chipsets can play a transformative role in the evolution of 
precision medicine. By enabling early, accurate, and personalized cancer diagnostics, these platforms have the 
potential to significantly improve patient prognoses and quality of life. Continued research and investment in this 
field will not only refine the technology but also expand its applications across a broader spectrum of diseases, 
solidifying its position as a cornerstone of future medical practice. Chip-based nanotechnology offers multiple 
advantages for exosome biomarker discovery and clinical diagnostics, including high sensitivity, miniaturization, 
and integration with multiplexed detection platforms. These devices enable rapid sample processing and minimal 
reagent use, making them ideal for resource-constrained settings. However, limitations include inconsistent exosome 
capture due to heterogeneity in surface markers, issues with long-term reproducibility, and lack of universal chip 
standards. Clinical translation also faces hurdles related to inter-laboratory variability, regulatory clearance, and the 
need for large-scale validation studies. Current research is now focused on improving chip biocompatibility, scalability, 
and automation for high-throughput use. Bridging these gaps will be essential for transitioning exosome-chip platforms 
from bench to bedside.
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